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ICloud Basics
Ubiquity = “Everything Everywhere”

What is “Everything”e

e Documents

e Emaill

e Contacts

e Preference Configurations
e Photos

e Calendar

e Notes

e Reminders

e and more!

>




ICloud Basics

Ubiquity = “Everything Everywhere” - OS X & 10S

Sarah Edwards

oompa@csh.rit.edu
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ICloud Basics
Ubiquity = “Everything Everywhere” — ICloud.com
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ICloud Basics
Ubiquity = "Everything Everywhere” - Windows

(=] x ]

FB You can access Mail, Contacts, Calendar, and Reminders at

| ‘ - 'I iCloud.com
) :

b iCloud Drive

iCloud 7 @ Photos [options])

Sarah Edwards ¥ | Bookmarks | Options... |
Uumpa@csh.rit.edu B} With Chrome —_—
You have 500 GB of iCloud storage,

Photos and Videos Backup 1.39 GB Storage

’ Account details... ‘

| Sign out ’ Apply ’ ‘ Cancel




ICloud Basics

ICloud Accounts

Email: Apple ID Credentials
Numeric: ICloud Password
“Person ID" Two-factor
Vetted Account Token
Aliases Storage
Email Addresses 5GB Data Free
Phone Numbers Can purchase up to

17B



ICloud Bassics
System Configuration

OS X
e ~/Library/Application Support/iCloud/Accounts

([ON

o /private/var/mobile/Library/Preferences/com.apple.ubd.plist

Windows
e HKEY_CURRENT_USER\Software\Apple Inc \Internet Services




Getfing to the iCloud Data
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Geftfing to the iICloud Data - Storage

On Disk

*OS X - Disk Image
* Windows - Disk Image
*iOS
* Physical Acquisition - Jailbreak required for iPhone4S generations and newer.
eor SSH
e or “Physical Logical” (Elcomsoft EIFT, “save user files to .tar archive”)

ICloud.com

e VVarious Download Tools

Downloadable Storage Types

*iCloud Backups (iTunes-ish Backups)
*iCloud Data (Mobile Documents, Photos, Synced Preferences, etc)



Getting to the iICloud Data - iCloud Backup
Download Tools

Sketchy

* iPhone Backup Extractor - http://www.iphonebackupextractor.com/

* iPhone Data Recovery - hitp://www.iskysoft.com/data-recovery/how-to-
download-icloud-backup.html

Slightly Less Sketchy<e
* iLoot - https://github.com/hackappcom/iloot

Forensic

* Elcomsoft Phone Breaker (EPPB) - https://www.elcomsoft.com/
eppb.himl



Geftting to the ICloud Data

ICloud Backup Download Tools

ILoof:
Apple ID Required

No Two-factor
Support

Python! Run
Anywhere

Command-line Only
Open Source
Freel

word:iloot-master oompa$ python iloot.py -h

usage: iloot [-h] [--threads THREADS] [--output OUTPUT] [--combined]
[--snapshot SNAPSHOT] [--itunes-stylel]
[-—item-types ITEM_TYPES [ITEM_TYPES ...]] [--domain DOMAIN]
apple_id password

positional arguments:
apple_id
password

Apple ID
Password

optional arguments:
-h, ——help show this help message and exit
—-—threads THREADS Download thread pool size
——output OUTPUT, -o OUTPUT
Output Directory
——combined Do not separate each snapshot into its own folder
—--snapshot SNAPSHOT Only download data the snapshot with the specified ID.
Negative numbers will indicate relative position from
newest backup, with -1 being the newest, -2 second,
etc.
Save the files in a flat iTunes-style backup, with
mangled names
--item-types ITEM_TYPES [ITEM_TYPES ...], -t ITEM_TYPES [ITEM_TYPES ...]
Only download the specified item types. Options
include address_book, calendar, sms, call_history,
voicemails, movies and photos. E.g., ——types sms
voicemail
—--domain DOMAIN, -d DOMAIN
Limit files to those within a specific application
domain

——itunes-style




Geftting to the ICloud Data

ICloud Backup Download Tools

Elcomsoft Phone Breaker

(EPPB) 0 T ——
“Forensic” Password Recovery Master ~ Tools
Apple ID or Authentication
Token BlackBerry Apple  Microsoft ©
Support for Two-factor o
Mac or Windows Decrypt backup Download backup from iCloud (7
Professional or Forensic (i)
Edlhons Explore keychain Download files from iCloud

iICloud Backups & iCloud
Files (iCloud Drive)

$200, $800




Synced Preferences
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Applications

Synced Preferences

Contains synced preferences for:
Email word:SyncedPreferences oompa$ pwd
/Users/oompa/Library/SyncedPreferences

Squn word:SyncedPreferences oompa$ 1s -1

WiFi com.apple.Maps—-com.apple.MapsSupport.bookmarks.plist

Maps com.apple.Maps—-com.apple.MapsSupport.history.plist

Stocks com.apple.Safari-com.apple.Safari.UserRequests.plist
com.apple.Safari-com.apple.Safari.WebFeedSubscriptions.plist

Weather com.apple.Safari.plist

Messages com.apple.cmfsyncagent.plist

Legacy & Sandboxed Locations |com-apple.finder.plist L _
com.apple.mail-com.apple.mail.vipsenders.plist

~/Library/SyncedPreferences/ com.apple.ncplugin.stocks.plist
~/Library/Containers/... com.apple.ncplugin.weather.plist
com.apple.sbd.plist
com.apple.security.cloudkeychainproxy3.plist
com.apple.syncedpreferences.plist
com.apple.wifi.WiFiAgent.plist
icbaccountsd.plist




Applications - Synced Preferences

Email — Recent Emails

osX:

~/Library/SyncedPreferences/com.apple.mail-com.apple.mail.recents.plist

~/Library/Containers/com.apple.corerecents.recentsd/Data/Library/SyncedPreferences/

recentsd-com.apple.mail.recents.plist
iOS: /private/var/mobile/Library/SyncedPreferences/
com.apple.cloudrecents.CloudRecentsAgent-com.apple.mail.recents.plist

Key
Root
versionid
initialsync
changecount
values
GP_D42A57A67E5DF4FDB4BDC67B9FF2D9C7
MR_5DA23DA86B5574B5C862872558D6E2C8
MR_1ABCF8ACFDD90B8EA7A46833DEFAA2F4
MR_SCFDBEFOE4FC5C54D4731E49AF12C323
GP_B643BD5AEA804BE04C1ADF43A7F30311
MR_C9DAFF659EDC27A0FAGE8094787A33A7

Type
Dictionary
String
Number
Number
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary
Dictionary

Value

(4 items)
FT=-@RU=d8326b9f-4f49-46cb-8e6f-99bb3e963f9b@S=78594
2

491

(680 items)
(8 items)
(3 items)
(3 items)
(8 items)
(8 items)
( )

3 items




Applications - Synced Preferences

Email — Recent Emails

. GP_B643BD5AEA804BE04C1ADF43A7F30311 Dictionary (8 items)
M R — S I n g | e C O n -l-O C-l- value Dictionary (8 items)
k String ar
M t Array (3 items)
G P — G ro U p E I I l O | | ltem O Date Mar 12, 2015, 9:47:43 PM
Item 1 Date Jul 28, 2014, 5:44:23 PM
MR_9CFDBEFOE4FC5C54D4731E49AF12C323 Dictionary (3 items) Item 2 Date Jul 27, 2014, 10:26:47 AM
value Dictionary (6 items) oK Number 0
S String com.apple.mail S String com.apple.mail
v Number 1
v Number 1 -
. . n String Rob Lee
n String Heather Mahalik s String oompa@csh.rit.edu
s String oompa@csh.rit.edu mrs Array (2 items)
a String hmahalik@gmail.com ltem O Dictionary (3 items)
t Array (5 items) n String Henri van Goethem
Iltem O Date May 12, 2015, 9:30:38 PM a String hvangoethem@sans.org
ltem 1 Date May 10, 2015, 2:40:35 PM k String email
ltem 2 Date May 10, 2015, 2:23:48 PM ltem 1 Dictionary (3 items)
Item 3 Date May 10, 2015, 12:21:41 PM n String Rob Lee
ltem 4 Date May 6, 2015, 7:52:22 PM a String rlee@sans.org
k String email
remotevalue Data <0179770f bee0021b 00000(
- remotevalue Data <01196a02 3f79b21a 00000
timestamp Number 453,173,438 timestamp Number 447,904,063




Applications - Synced Preferences

Email — VIP Senders

oS X:
~/Library/SyncedPreferences/com.apple.mail-com.apple.mail.vipsenders.plist
~/Library/Containers/com.apple.mail/Data/Library/SyncedPreferences/com.apple.mail-

com.apple.mail.vipsenders.plist
iOS:

/private/var/mobile/Applications/<GUID>/Library/SyncedPreferences/com.apple.mobilemail-
com.apple.mail.vipsenders.plist

/private/var/mobile/Containers/Data/Application/<GUID>/Library/SyncedPreferences/
com.apple.mobilemail-com.apple.mail.vipsenders.plist

Key Type Value
Root Dictionary (4 items)
versionid String FT=-@RU=d8326b9f-4f49-46cb-8e6f-99bb3e963f9b@S=78647
initialsync Number 4
changecount Number 7
values Dictionary (1 item)
VIP_C23ECE34-264F-4134-9F23-4EA4B80FD2AE Dictionary (3 items)
value Dictionary (8 items)
n String Rob Lee
a Array (1 item)
Iltem 0 String rlee@sans.org
v Number 1
remotevalue Data <01090809 fc0f081b 00000000 62706c69 73743030 d3010203
timestamp Number 453,513,212




Applications - Synced Preferences

Messages — "Recent’” Messages

OS X: ~/Library/Containers/com.apple.corerecents.recentsd/ |=m™ = oM S
Data/Library/SyncedPreferences/recentsd- < Messages Group Dewls
com.apple.messages.recents.plist

iOS: /private/var/mobile/Library/SyncedPreferences/
com.apple.cloudrecents.CloudRecentsAgent-

com.apple.messages.recents.plist ey e
tonight?
v Root Dictionary (4 items)

versionid String FT=-@RU=d8] After?

initialsync Number 2 m

changecount Number 1,227

Vv values Dictionary (198 items)

» GP_BB031C1D39B13CB975BD2B5D1B704D65 Dictionary (8 items)
» MR_C93D9B19B6118D5D9BF1622CABBESFE1 Dictionary (8 items)
» MR_434D0C13A43BD98872E495089BFESCF5 Dictionary (8 items)
» MR_74589F9321BA59AE3DB18194339BD 134 Dictionary (8 items)




Applications - Synced Preferences

Messages — “Recent’” Messages

MR = Single Recipient, GR = Group

GP_5F06D656864AB82329C27640B6781513 Dictionary (8 items)
MR_39388D82C87706207AB1B3FE1AE5F8F5 Dictionary (3 items) value Dictionary (6 items)
value Dictionary (7 items) k String ar
k String p gK Number 0
t Array (5 items) t Array (1 item)
Item 0O Date Sep 13, 2014, 4:00:19 PM Item O Date May 6, 2015, 8:02:16 PM
ltem 1 Date Sep 12, 2014, 11:22:51 AM mrs Array (2 items)
Item 2 Date Sep 12, 2014, 11:21:33 AM Item O Dictionary (8 items)
ltem 3 Date Sep 12, 2014, 10:52:41 AM n String Rob Lee
Item 4 Date Sep 12, 2014, 10:21:13 AM a String +1
S String com.apple.MobileSMS k String phone
v Number 1 Item 1 Dictionary (3 items)
n String Lee Whitfield n String Heather Mahalik
a String +1 a String +1
s String iMessage:oompa@csh.rit.edu k String phone
remotevalue Data <01394800 d3d9c419 000000| v Number 1
timestamp Number 432,331,219 S String com.apple.MobileSMS
remotevalue Data <01385300 08e3fala 0000]
timestamp Number 452,649,736




Applications - Synced Preferences

Safo

n—Synced Devices

mmmmm

OS X: ~/Library/

SyncedPreferences/
com.apple.Safari.plist

i0S:

/private/var/mobile/Applications/
<GUID>/Library/
SyncedPreferences/
com.apple.mobilesafari.plist
/private/var/mobile/Containers/
Data/Application/<GUID>/
Library/SyncedPreferences/
com.apple.mobilesafari.plist

Top Sites

aaaaa

Google Wikipedia

¢ Mini miPad
Online Shopping for Electronics, Apparel, Co...
ars technica - Google Search

Bletchley Park - Wikipedia, the free encyclopedia

1 CAN'T FEEL'
MY WHISKERS!!!

FOR MEPP2, [
3 '/ v

& Mini miPad

Amazon.com: Online Shopping for Elect...
ars technica - Google Search

Bletchley Park - Wikipedia, the free ency...

Private + Done

¢ miPhone6
Synalyze It! developer weblog
DFIR Summit (Austin, TX)

Funny cat pictures




Applications - Synced Preferences

Safari — Synced Talbs

Root Dictionary (4 items)
versionid String FT=-@RU=d8326b9f-4f49-4(
initialsync Number 1
changecount Number 3,248
values Dictionary (3 items)
CE3B9EB5-CB56-413F-9077-18CB891FFCA2 Dictionary (3 items)
value Dictionary (3 items)
LastModified Date May 17, 2015, 10:17:40 AM
DeviceName String Mini miPad
Tabs Array (3 items)
remotevalue Data <01b98b00 84da081b 0000(
timestamp Number 453,565,060
199EC7F7-49FA-405E-8426-F26FFOEF811F Dictionary (3 items)
3ED4EF04-31B2-44DC-B303-92F29... © © Dictionary £ (3 items)




Applications - Synced Preferences

Safari — Synced Talbs

199EC7F7-49FA-405E-8426-F26FFOEF811F Dictionary (3 items)
value Dictionary (5 items)
Capabilities Dictionary (1 item)
Tabs Array (8 items)
Iltem O Dictionary (8 items)
Title String Synalyze It! developer weblog
URL String https://www.synalysis.net/developer-weblog/
uuID String 81D25DBE-9817-43D9-AB68-A47490EA5D64
ltem_1 Dictionarv (3 items)
Title String DFIR Summit (Austin, TX)
URL String https://www.sans.org/event/digital-forensics-summit-2015
uuID String 6A911628-65A5-4CCB-8CA3-3128116D6BEA
ltem 2 Dictionary (3 items)
Title String LOLCats - Funny cat pictures
URL String http://www.lolcats.com/
uuID String F7F167CB-BC5B-4CF2-8B10-9A5F82F1F31E
LastModified Date May 17, 2015, 10:15:50 AM
DeviceName String miPhone6
DictionaryType String Device
remotevalue Data <01f81b00 16da081b 00000000 62706c69 73743030 d50101
timestamp Number 453,564,950




Applications - Synced Preferences

WIiFI — Synced Access Points

Network

OS X: ~/LibrOrY/ = Wi-Fi
SyncedPreferences/
com.apple.wifi. WiFIAgent.plist rretene Networe

LUEEL TCP/IP DNS  WINS 802.1X Proxies Hardware

° . 4 Hyatt Guestroom None
IOS: /anOTe/Vor/mOblle/ Dade's iPhone WPA2 Personal
mobile WPA/WPA2 Personal

Library/SyncedPreferences/ Phorors None

loganwifi None
dlink WPA2 Personal
i

com.apple.wifid.plist K e

+ Drag networks into the order you prefer.

¥2 Remember networks this computer has joined
Require administrator authorization to:
Create computer-to-computer networks

Change networks
Turn Wi-Fi on or off

Wi-Fi Address: b8:e8:56:37:ec:06

? Cancel OK




Applications - Synced Preferences

WIiFI — Synced Access Points

Reagan National WiFi Dictionary (8 items)
value Dictionary (11 items)
WEP Boolean NO
Key Type Value enabled Boolean YES
Root Dictionary (4 items) UserDirected Boolean NO
versionid String FT=-@RU=( added_by String miPhone5s
initialsync Number 5 SSID_STR String Reagan National WiFi
changecount Number 30 i IS_ZNETWORK_CUSTOMIZED  Boolean NO
values Dictionary _a#=tems) BSSID String 0:1c:f6:60:45:30
FOR518 Sfctionary (3 items) added_at String Feb 92014 20:25:23
Reagan National WiFi Dictionary (8 items) S NETWORK CONFIGURED _ Boolean NO
Parsons_Visitor Dictionary (8 items) IS NETWORK EAP Boolean NO
ASUS Dictionary (8 items) AP MODE Number 2
SJ Dictionary (3 items) remotevalue Data <01b94900 576fd91a 0
RitzCarlton_Guest Dictionary (8 items) timestamp Number 450,457,431
Marriott_GUEST Dictionary (8 items)
Hyatt Lobby Dictionary (8 items)
scandic_easy Dictionary (8 items)




Applications - Synced Preferences

Maps — Synced Bookmarks (Favorites)

oS X:
~/Library/SyncedPreferences/
com.apple.Maps-

com.apple.MapsSupport.bookmarks.plist
~/Library/Containers/com.apple.Maps/

Data/Library/SyncedPreferences/
com.apple.Maps-

com.apple.MapsSupport.bookmarks.plist

iOS:
/private/var/mobile/Library/

SyncedPreferences/com.apple.Maps.plist
/private/var/mobile/Containers/Data/

Application/<GUID>/Library/

SyncedPreferences/com.apple.Maps-
com.apple.MapsSupport.bookmarks.plist

Show

Directions

Jinea

o

Tongass
National Forest

al
Favorites
Recents 9

All Contacts

All iCloud

ramily

Friends

All on My Mac

CALIF.

ARIZ
Los Angeles®
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Mosebacke torg 1-5, 116 46 Stockholm
Edit
OKLA
_— ARK
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Hermosillo © CHsuston
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o
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MEXICO
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u
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~Memphis

00000 AT&T = 10:55 AM
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Current Location
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Mosebacke

= 3% 100% ==

Done

Contacts

CUBA
-+

DOM I NIC AN S anin




Applications - Synced Preferences

Maps — Bookmarks (Favorites)

_sync.bookmarks.item.23D45D96-4D5F-4270-9CE4-38E751F2200A Dictionary (8 items)
value Dictionary (2 items)
data © © Data £|<08011224 32334434 35443936 2d344435 462d3432 37
position Number 400
remotevalue Data <01b85000 ce47cf19 00000000 €2706c69 73743030 d20
timestamp Number 433,014,734
-sync.bool @ « @ Untitled
-SYNC.Vers gave Paste Undo Go To Offset Wifid (Text search)
sync.bool
Sy 000 ©8 Ol 12 24|32 33 44 34|35 44 39 362D 34 44 35|46 2D 34 32|37 30 2D 3943 ...$23D45D96-4D5F -4270-9C
_sync.b00|@25 45 34 2D 33|38 45 37 35|31 46 32 32|30 30 41 21|A2 EC ©5 F5|A8 7A B9 41|2A E4-38E751F2200A!. . ... z.A¥
_sync.bool 250 A4 02 QA 99|02 12 96 02|18 2D 22 06|4E 79 68 61|76 6E 2A 24|29 A3 EB 2F|(F9 ......... -".Nyhavn*$)../.
sync.bool®75 DD D6 4B 40 (31 00 00 00| CO CC 2C 29|40 39 60 22|71 24 24 D7 4B 40 41 00|00 ..ke1l..... ,0@9" "q$$. K@A. .
— bool 100 ©0 EQ 3F 30|29 40 32 AB|0Q1 SA 06 4E|79 68 61 76 |6E SA 11 31|30 35 31 20/|4B ..70)@2. .Z.NyhavnZ. 1051 K
-SYNC.DOOY 155 3 B3 62 65|6E 68 61 76 6E 20 4B SA|07 44 65 6E 6D 61 72 6B|7A 84 @1 @A|07  ..benhavn KZ.Denmarkz. ...

150 44 65 6E 6D|61 72 6B 12|02 44 4B 1A|OE 43 61 70|69 74 61 6C|20 52 65 67|69 Denmark..DK..Capital Regi
175 6F 6E 32 @A|43 6F 70 65|6E 68 61 67|65 6E 3A 04|31 30 35 31|42 07 43 65|6E on2.Copenhagen: .1051B.Cen
200 74 72 75 6D|72 ©9 53 6A|C3 A6 6C 6C|61 6E 64 72|06 4E 79 68|61 76 6E 7A|(06  trumr.Sj..llandr.Nyhavnz.
225 4E 79 68 61|76 6E 8A ©1|0C 4B C3 B8 |62 65 6E 68|61 76 6E 20 |4B 8A ©1 ©QA|43  Nyhavn...K..benhavn K...C
250 6F 70 65 6E |68 61 67 65|6E 8A O1 08|49 6E 64 72|65 20 42 79|8A 01 07 43|65 openhagen...Indre By...Ce
275 6E 74 72 75|6D 4A 12 ©9|5A F5S 1E FE|@1 D7 4B 40|11 9E 59 ©C|92 83 2E 29|40 ntruml..Z..... Ke..y....)e
300 68 V0 70 D9|32 7A 06 4E|79 68 61 76| 6E A® 06 E1 /81 EA B4 ©2|CA ©C @5 65|6E h.p.2z.Nyhavn.......... en
325 2D 55 53 D2|@C @5 65 6E|2D 55 53 1A |06 4E 79 68|61 76 6F -US...en-US. .Nyhavn




Applications - Synced Preferences

Maps — Recent Addresses & Locations

Recent Addresses (Exiracted from Mail emails - “From...”)
OS X: ~/Library/Containers/com.apple.corerecents.recentsd/Data/Library/
SyncedPreferences/recentsd-com.apple.corerecents.map-locations.plist

iOS: /private/var/mobile/Library/SyncedPreferences/
com.apple.cloudrecents.CloudRecentsAgent-
com.apple.corerecents.map-locations.plist

Recent Locations & Searches

oS X:
~/Library/SyncedPreferences/com.apple.Maps-
com.apple.MapsSupport.history.plist
/Users/oompa/Library/Containers/com.apple.Maps/Data/Library/
SyncedPreferences/com.apple.Maps-com.apple.MapsSupport.history.plist

iOS:
/private/var/mobile/Library/SyncedPreferences/com.apple.Maps-
com.apple.Maps.recents.plist
/private/var/mobile/Containers/Data/Application/<GUID>/Library/
SyncedPreferences/com.apple.Maps-com.apple.Maps.recents.plist
/private/var/mobile/Containers/Data/Application/<GUID>/Library/
SyncedPreferences/com.apple.Maps-com.apple.MapsSupport.history.plist

0000 AT&T =

=

12:09 PM 7 3 97% )
Search or enter an address Cancel
Favorites
Home

from Current Location

Washington, DC

From YourSavedSearc!

in Fairfax, Virginia

From Mat

2250 Corporate Park Drive

From Me

Pharmacy
San Diego

11670 PLAZA AMERICA DRIVE
From 287898

Apple store san diego
Carlsbad

=airfax, VA 22031 USA

Fror

White cornus lane reston

Reston

Floor & Design in Ashburn

from Elevation Burger

Elevation Burger in Ashburn

from Current Location




Applications - Synced Preferences

Maps — Recent Addresses

Extracted from Mail emails - “From..."

MR_F8EA2DAFA7D6877F5B232D00534B0797558A5D6C Dictionary (8 items)
value Dictionary (7 items)
k String m
t Array (4 items)
ltem O Date Apr 26, 2015, 9:58:31 AM
ltem 1 Date Apr 26, 2015, 7:25:33 AM
Item 2 Date Apr 15, 2015, 8:26:02 PM
Iltem 3 Date Apr 15, 2015, 7:35:59 PM
m Dictionary (4 items)
corerecents:from Dictionary (8 items)
kind String email
address String listings@redfin.com
displayName String Redfin
corerecents:event-time Date Apr 26, 2015, 7:23:45 AM
corerecents:reference-url String message:%3Cdata-listingAlerts-20150424_1041_740ed27991d0e463fd3fc|
corerecents:subject String Status change on 5035 25TH St SOUTH; New Hot Home on 3103 19TH St
S String com.apple.mobilemail
v Number 1
a String 5035 25TH St SOUTH
w Number 5
remotevalue Data <01384800 8726ed1a 00000000 62706c69 73743030 d7010203 04050607
timestamp Number 451,749,511




Applications - Synced Preferences

Maps — Recent Locations & Searches

_sync.history.item.DA2200A8-AC38-4BB3-BFC9-8DE91FAS5E914 Dictionary (3 items)

value Dictionary (2 items)
data @ © Data £ <08011224 44413232 30304138 2d414333 382d344z
position Number 452,996,812.218939
remotevalue Data <01384800 cc2e001b 000(0000 62706c69 73743030
timestamp Number 452,996,812
_sync.history.item.97 ® © Untitled
_sync.history.item.C< Save Paste Undo Go To Offset Filg (Text search)

—sync.history.item.02 oo 08 01 12 24/44 41 32 32/30 30 41 38|2D 41 43 3338 2D 34 42 ...$DA2200A8-AC38-4B

_sync.history.item.7C g2 42 33 2D 42|46 43 39 2D |38 44 45 39|31 46 41 35|45 39 31 34 B3-BFCO-8DE9IFASEQ14
_sync.history.item.14 240 19 63 ©C 38|CC 2E 00 BB|41 21 63 @C|38 CC 2E @0 |BB 41 32 3B .c.8....Alc.8....A2;
@A @8 50 68 61 72 6D 61|63 79 12 09|53 61 6E 2044 69 65 67 ..Pharmacy..San Dieg
, , 6F 22 24 29|00 00 90 EB|DE 58 40 40|31 00 00 4C|38 C8 4A 5D 0"$)..... X@@1..L8.J]
—sync.history.item.60 195 g 39 0o 00 |AA B2 CC 5C|40 40 41 00|00 8A F5 37|49 5D co I .9..... \@@A. ...71].

—~

: . 060
sync.history.item.C§
_Sy ry 930




Application Data
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Applications

Documents

O 88

M
B

iCloud Drive
iCloud

7% TextEdit
Favorites

B Recents sdfsdfsd.rtf
:.: Dropbox
¢ iCloud Drive
#3; Applications
@ Desktop
]ﬁj Documents
0 Downloads
£} oompa
i@ Pictures
(3 Library
£ OneDrive
FOR518

blahblahblahblah.rtf

New Document Options

B2l v B TextEdit — iCloi

<>

SECTION_5_ios
changes.rtfd

blah2.rtf

iCloudFTW.rtf

RTFD

blackhole
instructions.rtfd

Done Open

<

iCloud Drive v

iCloud Drive

Numbers

icloud.com

iCloud Drive

=
]

Sarah Edwards v

@




Applications — Documents

IWork & TextEdit — Mobile Documents

» ~/Library/Mobile Documents/
com~apple~Pages/

» ~/Library/Mobile Documents/
com~apple~Keynote/

e ~/Library/Mobile Documents/
com~apple~Numbers/

e ~/Library/Mobile Documents/
com~apple~TextEdit/

e ~/Library/Mobile Documents/
com~apple~CloudDocs/

S

Favorites
:} Dropbox
¢ iCloud Drive
@ AirDrop
:/ix; Applications
& Desktop
@ Documents

0 Downloads

Name

Pages
TextEdit
' Keynote
ellingson invoice template.numbers
ellingson loan
B CEIC-2015_PPT_UbiquityForensics.pptx




Applications — Documents

IWork & TextEdit — Mobile Documents

word: com~apple~Numbers oompa$ pwd
/Users/oompa/Library/Mobile Documents/com~apple~Numbers
word: com~apple~Numbers oompa$ tree .

=

— Documents
—— ellingson 1nvoice template.numbers

—— Data

— Index.zip

— Metadata

BuildVersionHistory.plist

DocumentIdentifier
Properties.plist

— preview-micro.jpg

— preview-web. jpg

— preview. jpg

L— ellingson loan.numbers-tef

—— Previews

L— preview.jpg

— index.numbers
0469B7680B6EC9620097893A00000000. chrtshr
Contents

L— PkgInfo

QuickLook

L— Thumbnail.jpg
buildVersionHistory.plist
index.xml.gz

— preview-micro.jpg

L— preview-web. jpg

L— iWorkPreviews

ellingson invoice template.jpg
ellingson loan.jpg

10 directories, 17 files

com~apple~Numbers (& Keynote,
Pages, & TextEdif)

“Documents” Directory

IWorkPreviews Directory (iWork Only)
com~apple~CloudDocs

No “Documents” Directory

word:Mbbile Documents oompa$ cd com~apple~CloudDocs/ ;
word:com~apple~CloudDocs oompa$ pwd
/Users/oompa/Library/Mobile Documents/com~apple~CloudDocs

word: com~apple~CloudDocs oompa$ tree .

L— CEIC-2015_PPT_UbiquityForensics.pptx

@ directories, 1 file




Applications - Documents

IWork & TextEdit — Mobile Documents on 1I0OS /7 & Older

IOS: /private/var/mobile/Library/Mobile Documents/

miPhone5s:/private/var/mobile/Library/Mobile Documents root# pwd
Mobile'Documents /private/var/mobile/Library/Mobile Documents
— miPhone5s:/private/var/mobile/Library/Mobile Documents root# 1s -1
.do-not-delete total 0
localized drwxr-xr-x 3 mobile mobile 102 Nov 16 2013 82J93X7T25~com~apple~mobileiphoto
. .com~apple~Textlnput drwxr-xr-x 3 mobile mobile 102 Feb 19 2014 8YE23NZS57~com~kayak~travel
. com~apple~TextEdit drwxr-xr-x 3 mobile mobile 102 Dec 10 2013 com~apple~Automator
Documents drwxr-xr-x 4 mobile mobile 204 Feb 18 17:43 com~apple~Keynote
O blacklight error.rtf drwxr-xr-x 3 mobile mobile 102 Nov 5 2013 com~apple~Notes
bookmark format.rtf drwxr-xr-x 4 mobile mobile 204 Feb 18 17:43 com~apple~Numbers
= drwxr-xr-x 5 mobile mobile 238 Feb 18 17:43 com~apple~Pages
blah. rtf drwxr-xr-x 3 mobile mobile 102 Nov 5 2013 com~apple~Preview
gentoos_errors.rtf drwxr-xr-x 3 mobile mobile 102 Nov 5 2013 com~apple~TextEdit
Untitled.rtf drwxr-xr-x 4 mobile mobile 136 Sep 28 2013 com~apple~TextInput
CcsVv drwxr-xr-x 3 mobile mobile 102 Nov 5 2013 com~apple~finder
hditutil.rtf drwxr-xr-x 4 mobile mobile 136 Nov 5 2013 com~apple~mail
drwxr-xr-x 4 mobile mobile 136 Nov 5 2013 com~apple~shoebox
drwx—————— 3 mobile mobile 102 Nov 5 2013 com~apple~system~spotlight




Applications — Documents

IWork & TexteEdit — Mobile Documents on 1OS 8

| Mobile Documents 2015-01-21 (UTC
__ | X6UDPZTLVR~Q5CS529KB3~com~velyoo~iDashboard 2014-10-29 (UTC
__|iCloud~com~zenlabs~c25k 2015-01-21 (UTC

Follows same structure
However...

Hidden plist files
<document_name>.iclo
ud

Theories

2014-11-08 (UTC
2014-10-29 (UTC
2014-12-13 (UTC
2014-12-16 (UTC
2014-10-29 (UTC

| iCloud~com~microsoft~skydrive
. |iCloud~com~microsoft~onenote
__ iCloud~com~microsoft~Office~PowerPoint
. iCloud~com~google~container
| iCloud~com~getdropbox~Dropbox
. |F6266T9T75~com~apple~iMovie
.| F3LWYJ7GM7~com~apple~mobilegarageband
. .com~apple~Textinput
com~apple~TextEdit
. |Documents

2014-10-29 (UTC
2014-09-20 (UTC
2014-09-20 (UTC
2015-04-16 (UTC

Files had yet to be

.Untitled.rtf.icloud
.Untitled 5.rtf.icloud
.Untitled 4.rtf.icloud

2013-02-06 (UTC
2015-02-27 (UTC
2014-10-02 (UTC

2014-08-03 (UTC
2015-02-23 (UTC

.Untitled 3.rtf.icloud

(UTC)

(UTC)

(UTC)

(UTC)

(UTC)

(UTC)

(UTC)

(UTC)
2014-10-29 (UTC)
(UTC)

(UTC)

(UTC)

(UTC)

(UTC)

(UTC)

(UTC)

(UTC)

.Untitled 2.rtf.icloud )

downloaded 1o

d eVICe 2 .testing123.rtf.icloud 2014-08-03 (UTC)
i 2
POInTer Reco.rds : . E Hex E Strings Previely § Metadata 9 Location
Image acquired in Type Value
STrO n g e STO Te 2 ROI\(IJ;U RLFileResourceTypeKey gt[::cg)nary NSURLFileResourceTypeRegular

Number 306
testing123.rtf

NSURLFileSizeKey
NSURLNameKey String




Applications — Documents

IWork & TextEdit — Mobile Documents on Windows

Similar directory structure:

com~apple~KeyNote
(Pages, Numbers,
TextEdit)

C:slUsershsledwards~iCloudDrive >div
Uolume in drive C has no lahel.
Uolume Serial Mumbher is 6A71-81DC

Directory of C:slUsersssledwardssiCloudDrive

B5-16-20815 B5:82 <DIR> -
B5-16-2015 B5:82 <DIR> -
a5 17,2815 BA7:5%6 <DIR> com™apple™Automator
A5 -16-.2015 B@5:83 <DIR> com™apple™Kevynote
As-16-2815 A5:83 <DIR> com™apple“Numbhers
As-17-2815 BA8:36 <DIR> com™apple“Pages
A7:56 <DIR> com™apple®Preview
A7:56 <DIR> com™apple™QuickT imePlayers
A7:56 <DIR> com™apple™ScriptEditor2
A5 :a3 <DIR> com™apple*TextEdit
B5-16-20815 B5:82 <DIR> F6266T?T75 com™apple™iMovie
B File(s> A hytes
11 Diwvds)> 32,.827.887.616 hytes free

R - oo oo
;rg ‘_ ¢ sledwards » iCloud Drive »

Organize « Include in library =

4 .7 Favorites

Bl Desktop

Share with = Mew folder

Mame

& Automator

4. Downloads iMovie
Recent Places s Keynote
% iCloud Photos | Mumbers
% iCloud Drive Pages
=7 Preview
4 = Libraries @ QuickTime Player
- |%] Documents “f Script Editor
o' Music ! TextEdit
- [&=] Pictures desktop

-~




Applications

Photos — IPhoto (Legacy Application)

OS X - Legacy Location w/ Old iPhoto App:
~/Library/Application Support/iLifeAssetManagement/

iPhoto
“““““““ g My Photo Stream  Aug 29, 2009 - Oct 28, 2013

EEEEEE

ALBUMS

o (ee—— ]



Applications

Photos — IPhofo (Legacy Application)

OS X - Legacy Location w/
Old iPhoto App:

~/Library/Application
Support/
iLifeAssetManagement/

Photo Metadata -
iLifeAssetManagement.db

Only stores data about
iICloud related photos.
(Other photo data found in
iIPhoto Library files.)

bash-3.2# pwd
/Users/sledwards/Library/Application Support/iLifeAssetManagement
bash-3.2# tree -L 2 .

DataModelVersion.plist
ILifeAssetManagement.db
ILifeAssetManagement.db-journal
assets

pub

sub

sub-shared

watch

state

albumshare

config

del

mmcs

perf

pub

share

sub




Table Name

Enter Field Values

Applications

. . . 1. modelid ( integer ) B
PhOTOS B IPhOTO (Leggcy ADDIICOTIOH) 2. uuld ( varchar ) [01bff16f98022720b239370606910dfb601414‘.’)096
3. personid ( varchar )

4. downloadState ( integer) |2

OS X —iLifeAssetManagement.db

SQ Li_l_e DO_I_O bgse 5. downloadDate ( timestamp )  |392499346.488727

Contains iCloud photo metadata in e lpass

AMASsset table: 7. width ( integer ) 262

PhOTO UUlD 8. filename ( varchar ) [IMG_0505.)PC
iCloud Person ID 9. type ( varchar ) [public.ipeg
Timestamps (Downloaded, Modified, 10. size (integer) 381946

Created)

11, deviceld ( varchar ) [d42205699¢3962ff2e626649f7a71¢91a58165d2

Height/Width

12. modificationDate ( timestamp ) [391118468

Filename
. . 13, creationDate ( timestamp )  |391118468.461391
File Size
. 14. sourceLibraryld ( varchar) [Nul
Device UDID

15. sourceUuid ( varchar ) INu

16. shalHashKey ( varchar) [Nu

17. properties ( blob ) Nu




Applications

Photos — IPhoto (Legacy Application)

Shared Photo Stream Photos - sub-shared/

v [ ] iLifeAssetManagement
v [ assets
» [ pub
v [ sub
v [ ] 01a0d480c0a27e0221136e2elleeb4300ee3bb0587
= IMG_0575JPG
v [ ] 01a0920f76aab076af3923ffbd4fd00900c2f9f679
o IMG_0540.JPG
v | ] 01a2445ded0452421579d08b4eal2fee69f4795087
B IMG_0529,PG

Your Photo Stream Photos - sub/




Applications

Photos — New Photos Application

OS X = New
Location w/ hew
OS X Photos App:

~/Pictures/Photos
Library.photoslibra
ry/

Local photos and
ICloud photos are
integrated.




Applications

Photos — New Photos Application

OS X — New Location w/ new OS X Photos App:
~/Pictures/Photos Library.photoslibrary/

word:Photos Library.photoslibrary oompa$ pwd
/Users/oompa/Pictures/Photos Library.photoslibrary
word:Photos Library.photoslibrary oompa$ 1ls -1

total 1872

drwxr=xr-=x 2 oompa staff 68 May 15 18:21 Attachments
drwxr-xr-x@ 26 oompa staff 884 May 16 13:39 Database
drwxr=xr-=x 2 oompa staff 68 May 15 18:22 Masks
drwxr=xr-=x 4 oompa staff 136 May 15 18:21 Masters
drwxr=xr-x 2 oompa staff 68 May 15 18:22 Plugins
drwxr=xr-=x 4 oompa staff 136 May 15 18:21 Previews
—rw—r——r—-— 1 oompa staff 341 May 15 18:22 ProjectDBVersion.plist
-rw-r-—-r-—@ 1 oompa staff 950272 May 15 18:22 Projects.db
drwxr=xr-=x 5 oompa staff 170 May 15 18:22 Thumbnails
drwxr=xr-=x 3 oompa staff 102 May 15 18:21 download
-rw-r-—r-—@ 1 oompa staff 1 May 6 08:46 iPhotolLock.data
drwxr-xr-x 10 oompa staff 340 May 17 07:57 private
drwxr=xr-=x 6 oompa staff 204 May 15 18:22 resources




Applications

Photos — New Photos Application

word:Masters oompa$ pwd
/Users/oompa/Pictures/Photos Library.photoslibrary/Masters
. word:Masters oompa$ tree -L 4 2015/
OS X — New Location w/ new OS X 2015/
— o1
Photos App: 11
. . ) | — 20150111-174805
~/Pictures/Photos Library.photoslibrary/ L— IMG_1629.3PG
) L 20150111-174816
Masters Directory: The photos 24
| — 20150124-130736
themselves IMG_1630. JPG
. _ IMG_1631.3PG
JPG - Photos L 20150124-130748
*  PNG - Screenshots — 02
. —
« MOV - Movies — 20150207-095600
. . IMG_1632.3PG
Time stamped File Paths E IMG_1633.3PG
. . IMG_1634.3PG
Extended Attribute: IMG_1635. PG
com.apple.quarantine = cloudphotosd, | g 20150207-095613
ICloud — 20150211-205726
L— IMG_1636.JPG
word:20150516-225727 oompa$ xattr -x1 IMG_1916.PNG L 20150211-205737
com.apple.quarantine: L 14
00000000 30 30 30 32 3B 35 35 35 37 63 64 65 39 3B 63 6C |0002;5557cde9;cl| L— 20150214-235059
00000010 6F 75 64 70 68 6F 74 6F 73 64 3B |oudphotosd; | IMG_1637.MOV
0000001b IMG_1638.MOV
T ] IMG_1639.MOV




Applications

Photos — New Photos Application

OS X —Photos App
Metadata

~/Pictures/Photos
Library.photoslibra

ry/Databases/
Library.apdb

* Link to /apdb/
Library.apdb

- SQLite Database

word:Database oompa$ pwd
/Users/oompa/Pictures/Photos Library.photoslibrary/Database
word:Database oompa$ 1ls -1

total 30168
drwxr-xr-x
lrwxr-xr-x@
-rw-r——r-—@
drwxr-xr-x
lrwxr-xr-x@
drwxr-xr-x
drwxr-xr-x
lrwxr-xr-x@
lrwxr-xr-x@
-rw-r——r-—-@
lrwxr-xr-x@
drwxr-xr-x
lrwxr-xr-x@
-rw-r—-r-—-@
-rw-r——r——@
—rw-r——r-—@
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rw-r——r——@
-rw-r——r-—@
-rw-r—-r-—-@
—rw—r——r-—@

3

PRPRPRUWBRNRRPRPRERNRPPPPWURRLRORLRRPLES

oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa
oompa

staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff

1020
18
523
204
13
816

510
3850240
11272328
453

304

May
May
May
May
May
May
May
May
May
Nov
May
May
May
May
May
Mar
May
May
May
May
May
May
May
May

Albums

BigBlobs.apdb —> apdb/BigBlobs.apdb
DataModelVersion.plist

Faces

Faces.db -> apdb/Faces.db

Folders

History

History.apdb -> apdb/History.apdb
ImageProxies.apdb -> apdb/ImageProxies.apdb
Keywords.plist

Library.apdb -> apdb/Library.apdb
Places

Properties.apdb -> apdb/Properties.apdb
RKAlbum_name.skindex
RKVersion_searchIndexText.skindex
SpanCache.plist

Vaults

Versions

Volumes

apdb

metaSchema.db

metaSchema.db-wal
metaSchema.db. lock

tmSync.plist




Applications

Photos — New Photos Application —
Photo Metadata

OS X - Photos App Metadata — Library.apdb
Photo UUID
File Name

Timestamps (imageDate, Create, Export Image, Export
Metadataq,

Height/Width/Rotation
Associated Notes Flag
Location Latitude/Longitude
Time Zone

Reversed Location Blob Data (similar to reverse IP
location)

Morel
Have not yet found relationship to Device UDID. ®

Table Name:  RK\Version

Enter Field Values
1. modelld ( integer)
2. uuid ( varchar)
3. name ( varchar)
4. fileName ( varchar )
5. versionNumber ( integer )
6. stackUuid ( varchar)
7. masterUuid ( varchar )
8. masterld (integer )

9. rawMasterUuid ( varchar)

10. nonRawMasterUuid ( varchar) [8XquPimQ+Kan5Ly9HvUA

11. projectUuid ( varchar )

12. imageTimeZoneName ( varchar ) |NuH

13. imageDate ( timestamp )
14. mainRating ( integer )
15. isHidden ( integer )

16. isFlagged ( integer)

17. isOriginal ( integer)

18. isEditable ( integer)

19. colorLabellndex ( integer) [-1

20. masterHeight ( integer )

21. masterWidth ( integer)

[1s23 ] &0
|obcviHS 1Rw+TIBbEW%gfzQ | &0
[Nun | & 1
[IMG_1640.0PG | 0
L | & U
[N ] 5> 0
[8XLwuPimQ+KBzn5Ly9HVUA ] 5> 0
[o12 =)
[N ] 50

| &>
[photostream-import-2015-02 | &0

| & 0
[445806439.627254 | 0
[o | 1
[o | & 0
lo | &0
Lo | &0
L ] &0

| &0
[2448 |
[3264 |




Applications

Photos — New Photos Application - Photos

iOS iCloud Photos:
Photos: /private/var/mobile/Media/PhotoStreamsData/<iCloud_Person_ID>/1##APPLE/*
Metadata: /private/var/mobile/Media/PhotoStreamsData/<iCloud_Person_ID>/.MISC/*

miPhone5s:/private/var/mobile/Media/PhotoStreamsData/ 2NN .MISC root# pwd
/private/var/mobile/Media/PhotoStreamsData/24713276/.MISC
miPhone5s:/private/var/mobile/Media/PhotoStreamsData/IM/ .MISC root# plutil -show 01c13f98-f9f7c5d1-f66832d5-8f86e
a71-4cf48493-08

{

MSAssetMetadataAssetFileTransferUUID = "F42C10FD-A53A-4676-BAB8-4CA37FDEE4E7";
MSAssetMetadataFileSize = 861366;
MSAssetMetadataltemID = 2839799380335933883;
MSAssetMetadataPixelHeight = 1536;
MSAssetMetadataPixelWidth = 2048;
MSAssetMetadataStreamIDKey = _;
isDerivedAsset = 1;
"k-filename" = "IMG_1748.JPG";
kPLLocalMSMetadataAssetPLUUIDKey = "42F06193-46C0-47D3-82A1-5A7E2951A54C";
kPLPhotoStreamAssetCollectionUUID = "861EE924-85E4-492A-B127-B7045E2E1861";
kPLPhotoStreamDateCreatedKey = 2015-03-21 17:24:46 +0000;
kPLPhotoStreamDerivedAssetHashKey = <015fc41d 2c0added 478e6d58 9553543a a8057bd0 e8>;
kPLPhotoStreamMasterAssetHashKey = <01c13f98 f9f7c5d1 f66832d5 8f86ea71 4cf48493 08>;
kPLPhotoStreamMasterAssetMetadataKey = {
MSAssetMetadataDateContentCreated = 2015-03-21 17:24:46 +0000;
MSAssetMetadataDateContentModified = 2015-03-21 17:24:46 +0000;
MSAssetMetadataDeviceID = eb8c872eb999a2be31801a5b3a6d4ce2a468ccf0;
MSAssetMetadataFileSize = 1954255;
MSAssetMetadataPixelHeight = 2448;
MSAssetMetadataPixelWidth = 3264;
MSAssetMetadataStreamIDKey = 24713276;
};
kPLPhotoStreamModifiedDateKey = 2015-03-21 17:24:46 +0000;




Applications

Photos — New Photos Application — Shared Albums

iOS iCloud Photos — Shared Albums

Shared Album Data: /private/var/mobile/Media/PhotoData/PhotoCloudSharingData/<iCloud_Person_ID>/
<GUID>/

Shared with whom2: ZCLOUDSHAREDALBUMINVINTATIONRECORD Table - /private/var/mobile/Media/
PhotoData/Photos.sglite
. Correlate the GUIDs

iCloud Shared Photo Comments in ZCLOUDSHAREDCOMMENT Table

miPhone5s:/private/var/mobile/Media/PhotoData/PhotoCloudSharingData/ I root# pwd
/private/var/mobile/Media/PhotoData/PhotoCloudSharingData/ |
miPhone5s:/private/var/mobile/Media/PhotoData/PhotoCloudSharingData/ | root# ls -1
total @
drwxr-xr-x 2 mobile mobile 102 Apr 11 ©8:03 13836496-E555-4241-8F83-F99700ADA7A9
drwxr-xr-x 2 mobile mobile 102 Apr 11 08:03 (C7482CD5-D258-4E12-82B0-587F7B4EF734
drwxr-xr-x 2 mobile mobile 102 Apr 11 08:03 D2C210B5-61ED-4534-8145-41274AF31E6F
drwxr-xr-x 2 mobile mobile 102 Apr 11 ©8:03 FDB5910C-6C54-4625-8A4B-A9034CA2F291
miPhone5s:/private/var/mobile/Media/PhotoData/PhotoCloudSharingData/ |l root# plutil -show 13836496-E555-4241-8F83
-F99700ADA7A9/Info.plist
{
cloudOwnerEmail = "oompa@csh.rit.edu";
cloudOwnerFirstName = Sarah;
cloudOwnerHashedPersonID = fbcoo G
cloudOwnerLastName = Edwards;
cloudPublicURLEnabled = 1;
cloudRelationshipState = 0;
publicURL = "https://www.icloud.com/photostream/#A25{ENEG";
title = "Copenhagen and Stockholm";




Applications

Photos — On Windows — ICloud Photos

- 7- : S hiCl Drive
- = & » C ter » iCloud Photos » +. earch iCloud Drive
;) J omputer iClou oto v n 1

“My Photo Stream”
“Shared”
“New Condo”
“Arch”
“Condo”

“Copenhagen and
N

New shared album

- Favorites

Bl Desktop
4. Downloads
=] Recent Places
% iCloud Photos

& iCloud Drive

. Libraries
=] Documents
—‘[ Music

le=| Pictures

B Videos

1M Computer
&, Local Disk (C)

5® Shared Folders (\

*‘I,i Metwork

e I ON

New Condo

hared by

My Photo Stream Activity

_

Arch Condo Copenhagen and St...
Shared by Me Shared by Me Shared by Me




Applications

Photos — On Windows — My Photo Stream

C: \Users\<user>\P|c’rures\|CIoud Pho’ros\lv\y Pho’ro Stream\

» My Photo Stream

ﬁ. !r » Computer

Add photos Slide show

¢ Favorites

Ml Desktop
4. Downloads
= Recent Places
% iCloud Photos
% iCloud Drive

1M Computer
&, Local Disk (C)
5® Shared Folders (\

€ Network

iCloud Photos

My Photo Stream
283 photos

Yesterdav

r——-n
|




Applications

Photos — On Windows — My Photo Stream

o 1 e | i | ‘
H\J»\/u l « My Pictures » iCloud Photos » My Photo Stream - |$¢‘ ‘ Search My Photo Stream ol
= -
Organize « Include in library « Share with « Slide show Mew folder - EL] @‘
L]
( : N \ U S e rS \ < U S e r> ¢ Favorites desktop = IMG_1653 |[E|IMG_1673 | E]IMG_1693 |[E/IMG_1713 |E|IMG_1733 | E]IMG_1753

B Desktop TIMG_0001  [=]IMG_1654  [o]IMG_1674 [oIMG_1694 [o|IMG1714  [=|IMG.1734  [=/IMG_1754

P : C .I. r e S M C | O d 8 Downloads =IMG_0002  [S]IMG_1655 [[IMG1675 []IMG_1695 []IMG1715 [Z]IMG1735  []IMG_1755
I U I U 5| Recent Places =IMG_0003  []IMG_1656 [[IMG1676 [=IMG_1696 []IMG1716 [=|IMG1736  [o|IMG_1756
% iCloud Photos  [=JIMG_0004  []IMG1657 [|IMG_1677 []IMG1697 [IMG1717 [ZIMG1737  [IMG 1757

P h O-I-O S \ M P h O-I- O » iCloud Drive =IMG_0006  [=]IMG_1658  [=]IMG_1678  [o)IMG_1698 [o|IMG1718  [=|IMG_1738  [=/IMG_1758
= =IMG_1719  [&]IMG_1739  [=]IMG_1759

= IMG_0007  |&|IMG_1659 | &|IMG_1679 | &IMG_1699

BN Libraries =/IMG_0008  [|IMG_1660 []IMG_1680 [Z[IMG1700 [IMG1720 |[ZJIMGL1740  [=IMG_1760
S 'I're G m \ 3 Documents —/IMG_0009  [Z]IMG_1661  [=]IMG_1681 [ZIMG1701 [Z|IMG1721 |[Z]IMG1741  [Z]IMG_1761
& Music Z/IMG_0010  [MaIMG_1662 []IMG_1682 |[Z]IMG_1702 [&]IMG1722 []IMG1742  |[Z]IMG_1762

=(IMG_0011  |me/IMG_1663 [E£[IMG_1683 | E/IMG_1703 |[E£[IMG_1723 | E|IMG_1743  |E]IMG_1763

&=/ Pictures
| M G # # # # R J P G O r H videos B/ IMG_0019  |mg/IMG_1664 | =|IMG_1684 | EIMG_1704 | E|IMG1724 | E|IMG_1744 | IMG_1764

mJIMG 1512  [m/IMG_1665 [=]IMG_1685 [oIMG1705  [=|IMG1725 [=|IMG_1745  [=|IMG_1765

PNG 1% Computer SIMG_1642  [Ma|IMG_1666 []IMG_1686 [=|IMG_1706 []IMG1726 [=]IMG1746  [=]IMG_1766
& Local Disk (C) =IMG_1643  [Ma|IMG_1667 [=]IMG1687 [=]IMG_1707 []IMG1727  [2]IMG1747  [=]IMG_1767

9 Shared Folders (  i=/IMG_1644  [Z]IMG_1668 [=]IMG_1688 [=|IMG1708 []IMG1728 []IMG1748  []IMG 1768
IMG_1646  [=|IMG_1668 |[=|IMG_1683 |=|IMG_1708 |[=/IMG_1729 [=/IMG_1749  [=IMG_1769

@ Network =IMG_1648  [=|IMG_1670 [=|IMG_1690 [=|IMG_1710 [=/IMG_1730  [=/IMG_1750 = IMG_1770
=IMG_1648  [=|IMG_1671  [=]IMG_1601 [|IMG_1711  [)IMG_1731  [&IMG_1751  [=]IMG_1771

mIMG_1652  [2]IMG_1672 [=]IMG_1692 [=|IMG_1712  [&]IMG_1732  [2]IMG_1752  [=]IMG_1772
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285 items




Applications

Photos — On Windows — Shared Albums

W— - —=
K/.-vl <« My Pictures » igoud Photos » Shared » Arch v | +4 ’ ‘ Search Arch ol ‘
- -
Organize v :L: Preview « Share with + Slide show Print Mew folder g |- ET_‘ w@w
C:\Users\<user>
¢ Favorites | 013891d194c02416fell ee27 c6f54e82c5c3762a30 | 01f06b589df26dcel33a90222cal 3117 eb2 d666949 =
\ PiC.I.U reS\iC | O U d M Desktop = |01abc7e3dd0d292b9fe?eeTl c98albldbdledbacaa  [=|01f8d2932c846bB66f675e43f32219b8d7ad3a5b99 =
& Downloads | 01adb82fb210f4 df6bcflefccb25a3ed68f0b0T79¢ | 01f610ccfedb930460759f33134dc4921faell126a [
:| Recent Places | 01b0eB85e94eelbbc082 caadle5414d734003716668 | 01ff70101 ecf15144d70a070bdaa5257951 e2f155f =
P h O-I-OS\S h O re d \ % | iCloud Photos = |01b%albedd dbd2cd243eacdl cleladcel38c3edb3d | 010172903 ea4404 b99bf5ecfo048c26326d98f60a0 =
. . 8| iCloud Drive | 01b9392bc25194 ec839738bfld6d265celfcT e686e | 011dfdc3097651 cd92bal96061 d81e7fadfdf19bc [-
D | re C 'I'O ry |S S h G re d = |01b36901d17648c8calf3f52efd7 edfl22893fe569 | 012fd43d8c65cd2cffb56fdaf2cffbl160500253cbl =
- Libraries | 01c4f839e29843500cc88b354f3b0d96018225¢33¢ | 013a2c7411f601fdcd d3de71b45349178dBe5bfT21 =
A | b N ( 1] A h " ) | Documents = |01cd773b3a7 ebbcf2cf9caf20bfd79404 €7 c17388d = 013bb133343b9463f967 c4c393fed 637339697365 =
U m O m e rC &' Music | 01d7c2bc667 cB6fb7 67 ddbcb9ITb81 el dif4aleads | 013db13ef6d81530d8fb384 cccc2305f36ceb206fe =
& Pictures = |01d34a721683fd2109191553f3c54995c0328df526 | 013ea7c717680b5a8143816a385695a3268eb320cd =
< 43 G | p h O n U m C h O rO C B Videos | 01d054 c2cecf3f37achf24c10099a2f64947474bc2 | 013fe2ff5a5d9f172aadc08abbd d5aalad0cd29f06 =
- T = |01d74ae91b528487f52ff12178a0d70a01 cf28eeb5 | 014e9c82e7043d90a78f55cf7 c2fcd34b35798a19 =
Te rS> .J P G Or P N G 8 Computer | 01d761aa078285d89dacabb200ba5aa32ec7088704 | 014154 ca3b14b324f7b760ad8003 c4e0b52ccddd98 =
';y Local Disk (C) | 01e3c73bbcbfd465547aa285a7 aed3f53 cbdb39fef | 015b33332d4aa70aeTfeal d8f3addad8289359d214 [|
£ Shared Folders [\ = |01eBc98eea3ed75ada2f21392037841 276 d696f3 = 015c31ddbd21b92713edd73cbfda23d8ef0abd7dd7  [E]
B | 01e8c92393f3c0596bc2f790a39957 e4 56914 efd31 | 015f09e5bed b00200df1070d6dfael ad2af5c499%ab =
€l Network = |01e36e6ef9b7068d37154f3e58d0cT106cce20dIB5 = 016c73a7b16b901bcBcal 25207 ed94ab81f87bb58 =
| 01e0402865dc2b280cel7ea3147abd32ccdala3a2d | 016edbc7d0cl13d374a24d84a2ee71024498036ba% &
= |0lefce2cacd78513e8062d4 e6a796b5cccf3377948 | 017 cf750f1232836c2dBed2a43c394139926943199 =
4 I 3
i 01d34a721683fd2109191553f3c54995c03... Date taken: 9/5/2014 3:40 PM Rating:
JPEG image Tags: Add a tag




Applications

Passbook Passes

OS X: ~/Library/Mobile
Documents/
com~apple~shoebox/
UbiguitousCards/

I0S: /private/var/
mobile/Library/Passes/
Cards/

00000 AT&T & 6:57 PM 3 94% )

GATE
UNITED J) 1sAPrey/ D10

WASHINGTON-DULLES SAN FRANCISCO

IAD o3 SFO

BOARDS FLIGHT SEAT SEQ GROUP
4:05 PM UA 644 20A 36 2

Premier Access

CABIN
UNITED ECONOMY (V)

Mile Pl

agePlus

FLIGHT DATE
THU., JUL 083, 2014

PAR
4:40 PM
RRIVES
7:31 PM
Exit Row Seat
Added to Upgre Standby List

DDDDDDD




Applications

Passtbook Passes - *.pkpass Files

word:UbiquitousCards oompa$ pwd

/Users/oompa/Library/Mobile Documents/com~apple~shoebox/UbiquitousCards
word:UbiquitousCards oompa$ 1s -1

total @

drwxr-xr-x 9 oompa staff 306 Jul 16 2014 0-cM9ac3eFNA9iCZOmbkGqaN1l0E=.pkpass
drwxr-xr-x 9 oompa staff 306 Jul 26 2014 @7DvKQIpN4QMgdtfiSmiHNIWHmQ=.pkpass
drwxr-xr-x 12 oompa staff 408 Aug 10 2014 OcxFFcwnrkgt7WihgBX07v4qr7I=.pkpass
drwxr-xr-x 11 oompa staff 374 Oct 11 2014 1Ky@sMM7V4TVHm8wtU5LSb7GL9k=.pkpass
drwxr-xr-x 12 oompa staff 408 Jan 14 15:30 3FM@j7C76ZUQalm01GSeG8dAsfQ=.pkpass
drwxr-xr-x 12 oompa staff 408 Apr 11 13:34 7v-kNTQz++jc5zNOh1YLoKN1CZk=.pkpass
drwxr-xr-x 12 oompa staff 408 Apr 2 2014 8D3SZgmt2S5FQ2hS+9ZUTjvqVm8=.pkpass
drwxr-xr-x 12 oompa staff 408 Nov 8 2014 8xONuOBO4WAOFfSG1lV4c(C21bv(C8=.pkpass

miPhone5s:/private/var/mobile/Library/Passes/Cards root# pwd
/private/var/mobile/Library/Passes/Cards
miPhone5s:/private/var/mobile/Library/Passes/Cards root# 1s -1
total @
drwxr-xr-x
drwxr—-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr—-xr-x
drwxr-xr-x
drwxr-xr-x

mobile mobile 204 Jul 16 2014 0-cM9ac3eFNA9iCZOmbkGgaN1l0E=.cache
mobile mobile 306 Jul 16 2014 0-cM9ac3eFNA9iCZ@OmbkGqaN1l0E=.pkpass
mobile mobile 204 Jul 26 2014 07DvKQIpN4QMgdtfiSmiHNJWHmQ=.cache
mobile mobile 306 Jul 26 2014 07DvKQIpN4QMgdtfi5SmiHNJIWHmQ=.pkpass
mobile mobile 204 Aug 10 2014 OcxFFcwnrkgt7wihgBX07v4qr7I=.cache
mobile mobile 408 Aug 10 2014 OcxFFcwnrkgt7wWihgBX07v4qr7I=.pkpass
mobile mobile 204 Apr 23 2014 8D3SZgmt2S5FQ2hS+9ZUTjvqVm8=.cache
mobile mobile 408 Apr 2 2014 8D3SZgmt2S5FQ2hS+9ZUTjvqVm8=.pkpass

[ NN NNNNNN




‘seconuaryriews oL

{
"label": "PREMIER SILVER / xS"
"key": "passenger",
"value": "EDWARDS/SARAHLMS"

Y
{

Applications

Passbook Passes — Pass INfo - pass.|son Files e
! ° "value": "Premier Access"
}
]I I~
"backFields": [
{
0 . . “label": "CONFIRMATION",
Pass Information - pass.json Files "key": "confirmation",
"value": "DPXCWQ"
h
{ xr-x--x 1 oompa staff 11264 Oct 26 2014 Thumbs.db {

"boardingPass": { . . Ixr-x--=x 1 oompa staff 6150 Oct 26 2014 footer.png "label": "CABIN",
transitType": "PKTransitTypeAir", 1 taff 13133 Oct 26 2014 foot 2 "key": "cabin",
"auxiliaryFields": [ Xr=X--X oompa sta ¢ footer@2x.png “value": "UNITED ECONOMY (V)"

{"1 bel": “BOARDS" xr-x--x 1 oompa staff 2870 Oct 26 2014 icon.png },
s o xr-x—-—-x 1 oompa staff 4406 Oct 26 2014 icon@2x.png { ,
key": "boardingTime", “label": "MileagePlus",
) value": "4:05 PN Xr-x--x 1 oompa staﬁ 2:162 gct 32 3214 logo.png "key": "mileagePlusNumber",
» e e 1 eomn o4 A 4 n n, u 1
{ XM eaderFietden: 1 L4 logq@ZX.pqg X value": "ww i
"label": "FLIGHT", Xr{ g 14 manifest.json ¢
::ke’{":..l.'f}éihg;g“ XTI “label": "GATE", 14 pass.json "label": "FLIGHT DATE",
} value . X "key": "gate“, 14 Si ure "key": "flightDate”,
I "value": "D10", “value": "THU., JUL 03, 2014"
"label": "SEAT", "changeMessage": "Your gate has changed to %@" },
"iey"s “seat", } {
“value": "20A" 1, “label": "DEPARTS",
3, "primaryFields": [ "ke){": "departTime",
{ { "value": "4:40 PM"
"label": "SEQ", "label": "WASHINGTON-DULLES", h
::key":uusﬁq”: "key": ”Origin“, { ”1 b 1". “ARRIVES“
value": "36 “value": "IAD" " a ﬁ |.| . . ,',
+, } key": "arriveTime",
{ ! "value": "7:31 PM"
"label": "GROUP", { N " N b
ikey"s group”, label": "SAN FRANCISCO", {
"value": "2" "key": "destination", "key": "exitRow",
} ) "value": "SFO" "value": "Exit Row Seat"
1, H




Applications

Notes

G

All Notes

iCloud

Notes

New Folder

Google

Notes

oompa@csh.rit.edu

Notes

On My Mac
All On My Mac

Notes

Recovered ltems

Q

This is a new iCloud Note.
1:44 PM

iCloud preso

4  s/17/15,1:44PM | (N
This is a new iCloud Note.

Things to do at conferences:
— Meet new people
- Eat good food
— Present something Apple

00000 AT&T &

This is a new iCloud Note.

Things to do at conferences:
— Meet new people
— Eat good food
— Present something Apple related!

related! ol

iCloud

HACKFORTRESS 2¢

KFORTRESS 2(

HACKFORTRESS 2014 HIN




Applications

Notes

OS X: ~/Library/Containers/com.apple.Notes/Data/
Library/Notes/NotesV4.storedata

iIOS: /private/var/mobile/Library/Notes/notes.sglite
SQLite Tables: ZNOTE & ZNOTEBODY

Note Creation & Edited Time
Note Title & Contents

1 select ZNOTE.Z PK, ZDATECREATED, ZDATEEDITED, ZTITLE, ZHTMLSTRING from ZNOTE INNER JOIN ZNOTEBODY
ON ZNOTE.Z PK = ZNOTEBODY.Z PK WHERE ZNOTE.Z PK=86;
2

Z_PK ZDATECREATED ZDATEEDITED ZTITLE ZHTMLSTRING

. . <htmi><head></head><body>This is a new iCloud
186 453577382.679417 | 453577442.702202 | This is a new iCloud Note. | Nt _ivs.<brs</div><div>Things to do at conferences:</div><div><ul clas...




Applications

Calendar & Reminders

3 91% )

@& Calendar File Edit

@ @® Calendars -+ =
O o CEIC
Google ° Q
BSidesNoLA
iCloud :
[\
@) Scheduled CEIC Defcon
Home a .
iCloud BSidesLV
. BSidesNoLA
US Holidays A
©0000 AT&T = 2:32 PM 3 90% SANS DFIR Summit
€ Travel/Conf/Training | eqit Calendars Done To Do Defcon
Work BSidesLV
) Hide All Calendars
&4 SANS SANS DFIR Summit
ICLOUD
v AlliCloud
v Home (D
Lo teig
+ ® Travel/Conf/Training / 1)
v Work \l\)’
@ Add List
v © SANS @ M




Applications

Calendar & Reminders

® < i) S L] icloud.com ] ) I
iCloud Calendar v < May 2015 > Sarah Edwards v (3
v ® Home

Vv ® Travel/Conf/Training
v ® Work

v © SANS

Edit




Applications

Calendar & Reminders

OS X: ~/Library/Calendars/Calendar Cache
iI0S: /private/var/mobile/Library/Calendar/Calendar.sglitedb

SQLite Table: ZCALENDARITEM
Calendar item creation time and fitle.

Z_PK ZCREATIONDATE
2178 | 453579293
2179 | 453579295
2180 | 453579304

2181 | 453579309

(8] » w nN -

2182 | 453579318

1 select 7Z PK,ZCREATIONDATE,ZTITLE from ZCALENDARITEM where Z PK >= 2178 and Z PK <= 2182;

ZTITLE
CEIC
BSidesNoLA
Defcon
BSidesLV

SANS DFIR Summit




©0000 AT&T T 3 87% )

ADDIICOTIOHS < All Contacts Edit

C O n T O C -I-S Andrew Case

other Q %
]
Al e a Andrew Case e =5
iCloud c
All iCloud Andrew Case
Chad mobile [ EG—_——
. . Send Message
call FaceTime Audio
note < ) ® icloud.com 7 N
iCloud Contacts v Edit Sarah Edwards v (2
All Contacts ©
Andrew Case
’ Andrew Case
On My Mac
All on My Mac + Edit
] N
Google °
& 4 ‘




Applications

Contacts

OS X: ~/Library/Application Support/AddressBook/Sources/<GUID>/
AddressBook-v22.abcddb
iO0S: /private/var/mobile/Library/AddressBook/AddressBook.sglitdio
SQLite Tables: ZABCDRECORD & ZABCDPHONENUMBER

Contact Name & Number

Contact Creation and Modification Dates

1 select ZABCDRECORD.Z PK, ZCREATIONDATE,
ZMODIFICATIONDATE, ZFIRSTNAME, ZLASTNAME, ZFULLNUMBER from ZABCDRECORD INNER JOIN

ZABCDPHONENUMBER ON ZABCDRECORD.Z PK = ZABCDPHONENUMBER.ZOWNER WHERE
ZABCDRECORD.Z PK=12;

Z_PK ZCREATIONDATE ZMODIFICATIONDATE ZFIRSTNAME ZLASTNAME ZFULLNUMBER

1 12 436038309.237857 | 436038310.090837 | Andrew Case ]




Applications

3rd Party Applications

Microsoft, Google, Dropbox, and other 3@ Party Apps!
Empty ® “Reserved for Future Use”<¢

word:Mobile Documents oompa$ pwd

/Users/oompa/Library/Mobile Documents

word:Mobile Documents oompa$ 1s

8YE23NZS57~com~kayak~travel com~apple~ScriptEditor2
A4QBZ46HAP~com~gameloft~UNOFree com~apple~TextEdit
F3LWYJ7GM7~com~apple~mobilegarageband com~apple~TextInput
F6266T9T75~com~apple~iMovie com~apple~mail
X6UDPZTLVR~Q5CS529KB3~com~velyoo~iDashboard com~apple~shoebox
com~apple~Automator com~apple~system~spotlight
com~apple~CloudDocs iCloud~com~getdropbox~Dropbox
com~apple~Keynote iCloud~com~google~container
com~apple~Notes iCloud~com~microsoft~0ffice~PowerPoint
com~apple~Numbers iCloud~com~microsoft~onenote
com~apple~Pages iCloud~com~microsoft~skydrive
com~apple~Preview iCloud~com~zenlabs~c25k
com~apple~QuickTimePlayerX




Applications

ICloud Keychain

iICloud Keychain:

OS X: ~/Library/Keychains/<GUID>/
keychain-2.db (SQLite Database)

« Accessible via User’s Login password
IOS: /Library/Keychains/keychain-2.db
(SQLite Database)

IOS Backup - Encrypted iTunes Backup
Only

May contain passwords for —
welbsites, WiFi, Application Accounts
(Chat, Email, Apple), Web Form
Data, Credit Cards, etc.

® < amazon.com

amazon

My e-mail address is: compa@csh.rit.edu

No, I am a new customer.

D Yes, I have a password: °*°°°0°°

Forgot |

Sign in using our secure server “‘

Sign In Help

Forgot your password? Get password help.

Has your e-mail address changed? Update it he

Conditions of Use Privacy N
© 1996-2015, Amazon.com, Inc. ol

Your Account | Help

4:07 PM

a4 amazon.com
amazon
S~

Sign In

wubpay What is your e-mail address?

What is your Am;

azon.com password?

Save Password

Never for This Website

Not Now

3 65% W)




Applications — ICloud Keychain

iICloud Keychain — Access via OS X Keychain Access.app

®
@

Click to lock the iCloud keychain.

Keychains
login
iCloud
System /eee®

System Roots

Name

Category
All ltems
Passwords
Secure Notes

il My Certificates

Keys
Certificates

+ Wi Copy

A Jabber: sledwards@gmail.com

application password
sledwards@gmail.com
Jabber
May 13, 2015, 4:15:28 PM

Keychain Access

Kind

Internet password
Web form password
Web form password
Web form password
Web form password
Web form password
Web form password
Web form password
MobileMe password
application password
application password
application password
Internet password
Internet password

75 items

Date Modified

Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:42:29 PM
Apr 16, 2014, 4:44:04 PM
Apr 16, 2014, 4:44:04 PM

Expires

Keychain
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud
iCloud




The Future of ICloud

Expect more data to be stored in the iCloud

Many iCloud related directories empty...but for how long?
More 3@ Party Application Data
Expect changes to directory structure and on-disk related

data

\ Thank You for Coming!
- Slides are available at mac4né.com
Contact Mel
’ oompa@csh.rit.edu
@iamevltwin
mac4né.com

***All icons are owned and are the copyright of Apple, Inc.



