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Security Necromancy:  

Further Adventures  
in Mainframe Hacking  



mainframed767 &   
bigendiansmalls B.U.M. Corp. Confidential B.U.M. Corp. Confidential 

Genesis 
•  Wondered: Who’s researching this 

shit? 
– Windows  

4,951 

– Mac OSX 

2,270 

– z/OS (mainframe) 
Source (cvedetails.com) 0"
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ZERO?? WTF 
•  Imagine if you will … Your Doctor calls 
 IBM"System"z"believes"that"the"details"of"Security"/"Integrity"

APARs"should"not"be"made"publically""
available."

With"the"criBcal"workloads"running"on"these"systems,"the"
impact"of"a"vulnerability"being"exploited,"however,""
could"severely"damage"customer"operaBons"and"business.""

One"of"the"benefits"for"not"providing"vulnerability"details"is"
that"both"external"aIackers"and"internal"personnel"threats"
can"not"get"access"to"informaBon"that"could"put"an"
enterprise"at"undue"risk.""

Source"(ibm.com,"DOC#"ZSQ03054SUSENS03)"
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$100,000 Brick 
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So who are you? 
•  We’re just two cools dudes 
 

•  And we are gonna rock your fucking 
socks off 
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!  Cut my teeth on AS400 

!  Love puzzles, breaking things 

!  Woke up in a panic – because of Mainframe! 

!  Realized I could get access to my own 
!  Started Exploit dev research 
!  Wrote first z/OS shellcode (check your CD) 

!  Dedicating life to helping poor, unfortunate 
corporations secure their shit"
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!  “in” to mainframes in the 90s courtesy of 
datapac (a Canadian x.25 network) 

!  Security Consultant 

!  Got my own mainframe 
"  Realized its not as great as engineers have 

said (shocker!) 

!  I’ve spoken domestically and internationally  

!  Released multiple tools from password sniffing 
to user enumeration"
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WTF is a 
Mainframe? 

 
 

 

Picture is worth a thousand words: 
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Reality 
•  Used by almost all fortune 100s 
– 90% according to IBM! 
– But seriously look at this: 
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Two Parts 
•  First Half: Networking 
– Network Job Entry 
– TN3270 protocol fun! 

•  Second Half: Exploit Development 
– How to write exploits 
– Program debugging 
– Shellcode development 

– First z/OS Shellcode 
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Butt first 
You need a quick refresher on what this 
looks like this: 
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Networking 
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TN3270 
•  Imagine a world where telnet still 

exists 
•  Imagine no MORE! 
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TN3270 
•  Imagine a world where telnet still 

exists 
•  Imagine no MORE! 

•  Basically like BBS’s back in the day 
•  Uses a ‘stream’ 
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Field Attributes 
• Screen is 1920 bytes long 
• Each byte could be a field 

attribute identifying: 
" Color 

" Locked/Unlocked (Protected) 

" Visible/Invisible (Hidden) 



mainframed767 &   
bigendiansmalls B.U.M. Corp. Confidential B.U.M. Corp. Confidential 



mainframed767 &   
bigendiansmalls B.U.M. Corp. Confidential B.U.M. Corp. Confidential 

Locked Field Length 

USERPG01)
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Identifyin’ 
• No support in nmap/other tools 
• Hard to identify screens 
– Without getting an emulator 

• What about Hidden Fields? 

• Or Protected Values? 
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Until NOW! 
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NEW! 
•  TN3270 Library for NMAP 
•  Emulates a ‘real’ 3270 screen 
•  Allows you to: 
– Connect 
– Show the screen 

– Send commands 
– Detect hidden fields! 
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Samesies 
VTAM Application IDs 
 
 
 
 

VTAM Macros 
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!" !"

Hidden Fields! 
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But Wait! 
There’s more! 

I wrote one in LUA 

 
why not Python? 
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tn3270lib 
•  Support tn3270 (not E) 
•  Creates a tn3270 object 

•  Allows for sending commands 
•  Blah blah blah same as nmap 

BUT NOW IT MEANS I CAN INTRODUCE: 
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3 modes 
•  Proxy/Passthrough – MitM 
•  Mirror a targetted mainframe 
– Connects, scrapes the screen, then shares 

that screen on your machine 

– Takes commands you might expect your 
target to send and pregrabs those screens 
as well 

•  No args: TSO logon screen 



mainframed767 &   
bigendiansmalls B.U.M. Corp. Confidential B.U.M. Corp. Confidential 



mainframed767 &   
bigendiansmalls B.U.M. Corp. Confidential B.U.M. Corp. Confidential 



mainframed767 &   
bigendiansmalls B.U.M. Corp. Confidential B.U.M. Corp. Confidential 

SET’n’3270 
•  Supports SSL 
 
Which is cool cause clients don’t check 
certs 
 

 
(like, at all, no warning no nothing) 
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More Tools 
•  Big Iron Recon and Pwnage 
– By Dominic White! 
– https://github.com/sensepost/birp 

•  Mainframe Brute 
– Slower but prolly more reliable 
– https://github.com/sensepost/mainframe_brute 
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Network 
Job Entry 
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Jobs  
(not steve) 

• JCL (Job Control Language) 
• Run by “JES” 
• Made up of  
– STEPS 
– ProGraMs 
– etc 
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Network Job Entry 
• Also known as NJE 

• Runs on ports 175, 2252 (SSL) 

• Developed in the 80s (??) 
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Works like this 
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Initial Setup 
•  Systems configure JES telling 

them: 
– Where to connect 
– Who they will accept connections 

from 

How? 
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Number of Nodes 

Our Node Name 
Other nodes 

‘WASHDC’ IP Address 
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Connect 

From: Network Job Entry (NJE) Formats and Protocols (SA32-0988-00) 

“OPEN”


Connect TCPIP


“ACK”
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Once established 
•  You can send JCL 

•  You can send NMR (command/control 
records) 

•  You are now a ‘trusted’ node 
– Depending on your security, of course 
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Interesting ‘feature’ 
•  Users from one node don’t need to log on 

•  When a job is sent, the userID is sent 
along with the ‘NJE’ job 

•  So long as that account exists on the 
receiving side it will work.  
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NO Password 
Note: no password or any 
authentication information is sent.  

 

Nodes are TRUSTED and therefore 
no need to re-authenticate. 
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Breaking NJE 
•  First we need to find mainframes 

with NJE 
•  Problem: nmap 
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NJE Node Names 
•  You need this. 
•  No, you NEED it. 

•  You can’t connect otherwise 

NMAP Script: NJE Node Brute 

•  Brute forces node names (even if the 
node is connected!) 
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NJE is super 
awesome 

•  Like we said before: You need three things: 
– Node Name of your target 
– Node name you want to pretend to be 

–  IP Address of your target 

With these you can inject JES2 commands 
with: 
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iNJEctor.py�
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Books from the Past! 
• A lot of our research is from really 

old books 

•  Like, really old 

• Older than some of you here 
today: 
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Exploit 
 

Development 
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Architecture 
•  23,31,64 bit modes 
– 3 sets of registers (16 ea) 
– Big Endian 

– Von Neumann Architecture 
– Stack-based (sorta) 

•  Virtual Address Spaces 
•  Program Status Word (PSW) 
•  Z/OS,  USS,   Z/Linux,  Z/VM 
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DC in a box 
JAVA" LINUX"

CLOUD"

WEB"

MOBILE"

WEBSPHERE"

C"
C++"

ASM"

PL/I"

COBOL"

DB2"JAVASCRIPT"
MQ"

HTTP"

UNIX"AND"MORE!"
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Where to start 
•  Focus on what you know 
•  Unix System Services 
•  Why? Cause C and Assembler 
– Narrowed down to: 
•  Buffer Overflow POC 

•  Format String Exploit POC 

•  Learn testing environment 
•  Shell code development and deployment 
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Setup"
Memory"

Args"and"
Execute"

Cleanup"&"
Exit"
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Useful example 
•  Execute local shell 
– Useful for Privilege Escalation 

•  Steps 
– Build working C or HLASM 

– Convert to machine code 
– Once working, “shellcode-ize” 
•  Remove bad chars or encode 

– Test with C buffer stub program 
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What’s Next? 
•  MSF Integration? 
•  Native Exploits 
•  Java / Web exploits 
•  Privilege Escalation 
•  Continued Tool development / Porting 
– Generic shellcode building 

– Fuzzi 
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Thanks 
•  DEFCON for letting us talk about this 
•  IBM for this cool platform and online books 
•  Huge Mega Corps for neglecting this platform 
•  Dominic White for his tools 
•  Swedish underground community 
•  X3270 authors 
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Contact 
•  Phil - “Soldier of Fortran” 

@mainframed767 
mainframed767@gmail.com 

Soldieroffortran.org 

•  Chad – “Big Endian Smalls” 
@bigendiansmalls 
mainframe@bigendiansmalls.com 

Bigendiansmalls.com 


