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Why Nation-State Malwares Target Telco Networks: 
Dissecting Technical Capabilities of Regin and Its Counterparts 

The supreme art of war is to subdue the enemy without fighting. Sun Tzu  
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! Industry Experience 

KPN – CISO , Ethical Hacking 

Verizon – Threat & Vulnerability Management 

IBM ISS – Threat Intelligence 
  

!  Interests  

Algorithm Design, Programming, Cryptography, 
Reverse Engineering, Malware Analysis, OS Internals, 
Rootkits    
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Motivations 4 
! Analyze existing vulnerabilities and attack 

surface of GSM networks  

! Governments hack their own citizens 

!  Surveillance implants shifted focus to telecom 
networks and network devices 

!  European Telco companies are really 
paranoid after Regin attack 

!  Rootkits are fun : a lot to learn & challenge  

!  Reproduce the attack scenario and 
implement it! 
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Regin targets GSM Networks 7 



Determining Attack Surface 8 
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Potential Attack Surfaces 11 
! Absence of physical intrusion detection devices 

! Vulnerable services running accessible from BTS 

! Absence of tamper resistance and 
unauthorized access protection 

!  Improper network segmentation; inner non-
routable segments of the Telco company could 
accessible. 

! Core GPRS Network and Network Subsystem 
(NSS) could be exploitable!  
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GRX Networks 14 
! GPRS roaming exchange, 

interconnecting networks. 

!  Your local GSM provider abroad 

!  Trust-based, highly interconnected 
network, made for internet sharing 

! A failure or malicious activity would 
affect multiple connected machines 

! Multiple attacks vectors, not limited 
to a particular segment where you 
are originating from. 



GRX Networks – Attack Vectors 15 



GRX Networks – Attack Vectors 16 
! GPRS roaming 

exchange, 
interconnecting 
networks. 

!  Your local GSM provider 
abroad 

!  Trust-based, highly 
interconnected network, 
made for internet 
sharing 

! Multiple attacks vectors, 
not limited to a 
particular segment 
where you are 
originating from. 
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