

















[ ] Microsoft extentions
[1 Native COFF fields

DOS stub /PE signature

Sizes and addresses of
Microsoft defined structures

Standard COFF
section headers

describes

» High-level sections


































PEiD Label Count

None 4600

UPX v0.89.6 - v1.02 / v1.05 -v1.24 -> Markus & 781
Laszlo [overlay]

UPX 2.90 [LZMA] -> Markus Oberhumer, 318
Laszlo Molnar & John Reiser

PureBasic 4.x -> Neil Hodgson 267
Microsoft Visual Basic v5.0/v6.0 166
Armadillo v1.71 164
Microsoft Visual C++ 8 148
UPX 2.93 - 3.00 [LZMA] -> Markus 61

Oberhumer, Laszlo Molnar & John Reiser

MingWin32 v?.? (h) 45
Microsoft Visual C++ 7.0 MFC 44









NET executable .I

ASPack v2.12

ASPack v2.12 -> Alexey Solodovnikov - -
ASProtect 1.3 - 2.1 Registered -> Alexey Solodovnikov .
ASProtect V2 X DLL -> Alexey Solodovnikov

ASProtect vl 23 RC1 -.
ASProtect v1 2x (New Strain) ..

Armadillo 3. X-5.X -> Silicon Realms Toolworks .

InstallAnywhere 6.1 ->Zero G Software Inc
MEW 11 SE v1 2 -> Northfox{HCC]
Mew 11 SE v1 2 (Eng) -> Northfox
Microsoft Visual C# / Basic NET

Microsoft Visual C4.4 7.0 MFC .

Microsoft Visual C44 B0 [Debug] .
Microsoft Visual C4 4 VB 0 (Debug)
Microsoft Visual C++ v5 06 0 (MFC)

Microsoft Visual C++ v7.0

Microsoft Visual Studio NET

MingWin32 v7.7 (h)
PC Guard for Win32 v5 00 -» SofPro/Blagoje Ceklic

PC Guard for Win32 v5.00 -» SofPro/Blagoje Ceklic (k)






Major.Minor Linker Versions Count

2.50 2067
10.0 1064
9.0 793
6.0 717
5.0 235
5.12 231
3.0 201
7.10 155
0.0 85

1.1 73
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mac:packerid $ python ./mmpes.py -s ./test.sig -v -t 0.0 ~/data/APT1/VirusShare_01e@dc@®79d4e33d8eddd50c4900818da

[*] Processing: /Users/ /data/APT1/VirusShare_01e@dc079d4e33d8edd@50c4900818da

[TEST] (Edits: 4.66666666667 | Similarity: ©.844) (Minor Linker Version Match: True | Major Linker Version Match: True | Number Of Sections Match: False)

['push', 'mov', 'push', 'push', 'push', ‘'mov', 'push', ‘'mov', 'sub', ‘'push', 'push', 'push', ‘'mov', 'and', 'push', 'call', ‘'pop', 'or', ‘or', ‘call', 'mov', ‘'mov', 'call', ‘'mov', 'mov', ‘'mov', 'mov', 'mov', ‘call', ‘'cmp']

['push', 'mov', 'push', 'push', 'push', ‘'mov', 'push', ‘'mov', 'sub', ‘'push', 'push', 'push', ‘'mov', 'call', ‘'xor', 'mov', 'mov', 'mov', 'and', ‘'mov', 'shl', ‘add', 'mov', 'shr', 'mov', 'push', 'call', 'pop', 'test', 'jne'l
mac:packerid $ python ./mmpes.py -s ./test.sig -v -t 0.0 ~/data/APT1/VirusShare_002325a0a67fded®381b5648d7fe%b8e

[*] Processing: /Users/ /data/APT1/VirusShare_002325a0a67 fded0381b5648d7 fedb8e

[TEST] (Edits: @.0 | Similarity: 1.000) (Minor Linker Version Match: True | Major Linker Version Match: True | Number Of Sections Match: True)

['push', 'mov', 'push', 'push', ‘'push', 'mov', 'push', ‘'mov', 'sub', ‘'push', 'push', ‘'push', 'mov', 'and', 'push', ‘'call', 'pop', ‘'or', 'or', ‘call', 'mov', 'mov', ‘call', 'mov', 'mov', 'mov', 'mov', 'mov', 'call', ‘cmp'l]

['push', 'mov', 'push', 'push', 'push', ‘'mov', 'push', ‘'mov', 'sub', ‘'push', 'push', 'push', ‘'mov', 'and', 'push', 'call', 'pop', 'or', ‘or', ‘call', 'mov', ‘'mov', 'call', ‘'mov', 'mov', ‘'mov', 'mov', 'mov', ‘call', ‘'cmp']



push,call,add,add,add,xor,add,inc,add,add,add,add

add,add,add,add

push,call,add,add,add,xor,add,inc,add,add,add,add

add,add,add,add






APT 1
PE1D vs. ASM



APT 1
Cluster on 30 ASM Mnemonics



APT 1
Sub-clustered on number of sections



APT 1
Sub-clustered on linker versions



APT 1
Sub-clustered on both






ZeuS
PEiD vs. ASM
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ZeuS
Cluster on 30 ASM Mnemonics



ZeuS
Sub-clusters on number of sections



ZeuS
Sub-clustered on linker versions



ZeuS
Sub-clustered on both
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Random
ASM






Random
Cluster on 30 ASM Mnemonics



Random
Sub-clustered on linker versions



Random — Non-Unlabeled
Sub-clustered on linker versions



Random
Sub-clustered on number of sections



Random — Non-Unlabeled
Sub-clustered on number of sections



Random
Sub-clustered on both



Random — Non-Unlabeled
Sub-clustered on both






Group Label Count

2 3564
1 1694
0 821
25 305
24 297
83 113

123 111



UPX
PE1D vs. ASM



PEiD Label

UPX 2.93 - 3.00 [LZMA] -> Markus Oberhumer, Laszlo Molnar & John Reiser:UPX 3453
3.02:UPX v3.0 (EXE_LZMA) -> Markus Oberhumer & Laszlo Molnar & John Reiser

UPX 2.90 [LZMA] -> Markus Oberhumer, Laszlo Molnar & John Reiser 1626
UPX v0.89.6 - v1.02 / v1.05 -v1.24 -> Markus & Laszlo [overlay] 1121
None 506
UPX v0.89.6 - v1.02 / v1.05 -v1.22 (Delphi) stub 297

2 3564
1 1694
0 821
25 305

24 297






http://hooked-on-mnemonics.blogspot.com/2013/08/
exploring-functions-with-undefinderpy.html









