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Main Topics

= The Business and Currency of Digital Advertising
= Ad Tech: The Ecosystem

= The Ad Fraud Problem

= Publisher-based Ad Fraud

= Non Human Traffic and the Bieber Project



The Business of Digital Advertising

Total digital ad spend is estimated to be

$60 billion in 2015

US Total Online, Online Display and

gg:(l’-_lz'lg:g-slddlng-sased Online Display Ad Spending, $10000
billions and % change - i :::2:“9
2010 2011 2012 2013 2014 2015 :::;': $80,000
Total online ad sales spend $60,000 ; Display
$30.2 $34.4 $40.6 $47.2 $54.7 $62.4 (USS millions) : | advertsing
% change $40,000
14.1% 13.8% 17.9% 16.5% 15.8% 14.1%
Online display ad sales $20,000
$9.6 $10.9 $12.6 $14.5 $16.8 $18.9 % Search marketing
% change 2014 2015 2016 2017 2018 2019 CAGR
27.9% 13.5% 16.1% 15.3% 15.5% 12.8% Emailmarketing  $2067  $2266  $2466  $2665  $2865  $3067 8%
RTB-based online display ad sales Socialmedia  $7518  $9736  SIL724  S13SN SI5359 1734 18%
$0.4 $11 $2.0 $2.9 $3.9 $5.1 Displayadvertising  $19801  $23680  S2I916 31281 ST SIS 13%
% chenge Searchmarketing  $27899  $31622  $34995  $38AT0  S418%0  $45386  10%
200.0% 6% 40.0% 35.1% 29.6% Total 57,285 967,305 $77,01 $85,928 $94593  $103,370 12%
Source: International Data Corporation (IDC) as cited in PubMatic, "Ad
Revenue Report. Controlling Your Brand's Futwre,” Oct 13, 2011 Percentage of all 2% 7% 0% % 3% %
133475 WoreieMarketer.com ad spend
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The Currency of Digital Advertising

= Primary metric: the number of delivered, or served,
Impressions

= Primary problem: Not all online ads delivered actually
have an opportunity to be seen

= Advertisers are obviously not interested in paying for
ads that were never seen



The Currency of Digital Advertising

Viewable

. Clicks
Impressions

Conversions



The Business of Digital Advertising

Where supply meets demand,
everything sells.

Reference: ComScore




The Business of Digital Advertising
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Ad Tech: The Ecosystem
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Ad Tech: The Ecosystem

Agency Agency

Other Other
data / data /
analytics analytics
companies companies
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Process of Serving an Ad

1. Campaign Setup

2. The Bidding Process

User inputs

Auction is sent to
info into

bidders in form of

3. Ad Serving
DSP / Ad —
Network Bidder
Integrated into
SSP exchange to

Bid request

bid on auctions
Bid Request -
OpenRTB format
Campaign
Mgmt.
System
Ad trafficker at DSP/Ad
Network, etc.

(Buyer uses their own ad
server of choice, either in-
house, a vendor like
Sizmek, or they rely on
Publisher ad server. Less

common, both publisher

Additional custom fields w
based on partners SSP
woks with (e.g. data

segments from DMP)

~ Banner

information

Auction type, Bidfloor,
Currency

Name, SSP ID, Bundle,
Width, Height, Position

and buyer ad server is
used simultaneously)
Device OS, Device type, IP,
Domain, StoreURL, IAB cats, Device ID, Geo, User
Page cats, Section cats, registration data if
Content, Keywords applicable (age, gender)
. Auction
Creative Other e ]
assets campaign IAddCI’ealtIVe
d No: Bidder criteria? oads, along
Right dates, IMG file 3 iE:Ir;:y considers new Impression 3rd party tags with any
budget, CPM Video file lgg Darty bid request skl 6 e fired, if related
rate Javascript . ) A applicable Javascript
; pixels Bid (DSP bids via associated
targetmg tag following OpenRTB S
criteria bid request specs) within tag
No: Bidder
considers new
bid request

SSP sends

winning bidder
win notification

Mobile user App where
opens App
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The Ad Fraud Problem

= Deliberate practice of attempting to
serve ads that have no potential to
be viewed by a human user

= Lots of varying statistics regarding
the extent of the problem.

= Estimates range from 13% to as
high as 60% of impressions served
online were “suspicious”.

= What are we doing about it?
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Interactive Advertising Bureau

= What is the IAB?

Doing good things but sometimes a
nit confusing to us people in security

Released a Ad Fraud Taxonomy

iab.

interactive
advertising
bureau



IABs Ad Fraud Taxonomy

= Jllegitimate and Non-Human Traffic Sources = Site Impression Attributes
o Hijacked device o Auto-Refresh
o Crawler masquerading as a legitimate user o Ad Density
o Data-center traffic o Hidden Ads

o Viewability

o Misappropriated Content
o Falsely Represented

o Non Brand Safe

o Contains Malware

= Non-traditional / other traffic
o Proxy traffic
= Non-browser User-Agent header
o Browser pre-rendering

= Hijacked Tags
o Ad Tag Hijacking
o Creative Hijacking

= Ad creative / other
o Cookie Stuffing
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101: What it Really Means

There are basically 3 main types of Ad Fraud:

0 Publisher Tricks to Increase Impression Count
9 Illegal or Malicious Content

9 Use of Non Human Traffic to Increase Impressions
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Publisher Tricks to Increase Impression Count

= \Various techniques that publishers use to make 1
impression look like more!

= Some prominent examples are:

o 1x1 Pixels
= Ad Stacking
o Gray Areas: Ad Clutter, Auto-play Videos

zVelo
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Publisher Tricks to Increase Impression Count

.Q 00 Normal

Typically
advertisers will
want to see this:

Lorem ipsum dolor sit amet,
congectetur adipiscing elit, sed
do eiusmod tempor incididunt
ut labore et dolore magna

aliqua. consectetur adipiscing
elit, sed do eiugsmod tempor
incididunt ut labore et dolore
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Publisher Tricks to Increase Impression Count

() O () HiddeniFrames

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad

B U { som e_ p U b l | S h ers minim veniam, quis nostrud exercitation ullameo
will do this laborig nigi ut aliquip ex ea commodo consequat.

(Hidden Ads):

1x1, nx1, 1xn, Oxn, nx0 iFrames
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Publisher Tricks to Increase Impression Count

Q00 Ad Stacking

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad

Or this (Ad Stackin g ) : minim veniam, quig nostrud exercitation ullameo

laboris nisi ut aliquip ex ea commodo consequat.
i # .
Ads |

i

Ads stacked on top of each other
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Illegal or Malicious Content

= There are times when fraud doesn’t directly mean
increasing impressions (though it could end up that way)

= Some prominent examples are:
o Serving malware or adware
o Scams and Non Brand Safe



Illegal or Malicious Content

= Next few slides are from an investigation of malware-infected traffic
exhibiting ad fraudish tendencies

= The Ad Network itself was serving “dirty” inventory or at the very
least “low quality” content
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[ NON ) | 7 httplog.txt
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http://expendablesearch.con/top.gif
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/script/pop_packcpm.php?k="546a68cb57ee02689984.40523378th=768a2e8cf2ede277c9¢c69753666b02cd05c38153&id=08ban=26899848:r=137016&ref= h&data= &subid= %5Bsubid %5D&new=18exp=prpd&dx= %3
/script/pop_packcpm.php?k=546a68cb57ee02689984.40523378th=768a2e8cf2ede277c9c69753666b02cd05c38153&id=08ban=26899848r=1370168&ref=h8data= 8subid= %5Bsubid %5D &inew=1&exp=prpd&udx= %3
/script/pop_packcpm.php?k=546a699aeac3e2608845.40523378th=10e3026f2433adedf3de85a0ee2342c2ceabd3e2 &id=08&ban=26088458tr=1370168wref= h&data= &subid= %5Bsubid %5D &new=18texp= prpd&dx= %3
/script/pop_packcpm.php?k=>546a699aeac3e2608845.40523378th=10e3026f2433adedf3de85a0ee2342c2ceabd3e2&id=08tban=26088458tr=1370168uref=h& data= &subid= %5Bsubid %5D &new=18&exp=prpd8dx= %3
/script/pop_packcpm.php?k=346a69e00d6772689732.40523378th=2e484e4c40fb9d97c90c6f72f3f4e0d 16a9cc333&id=0&ban=26897328&r=1370168ref= h&data= &isubid= %5Bsubid %5D &new=18texp=prpd8dx= %3L
/script/pop_packcpm.php?k=346a69e00d6772689732.40523378th=2e484e4c40fb9d97c90c6f72f3f4e0d 16a9cc3338id=0&ban=26897328&r=1370168ref=h&data= &isubid= %5Bsubid %5D&new=18texp=prpd&dx=%3L
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http://www.gstatic.com/o0g/_/js/k=0g.0g2.en_US.bFp2FW6HMwk.0/rt=j/m=sy@,sy2,sy4,sy9,def/

rs=ATtRSTMfBzNFsQqobfeel i87DI0nUbUGEw
http://www.google.com.ph/xjs/_/js/kexjs.s.en.bcI-F_MCn70.0/

m=5y9,abd,aspn,sy66,s5y67,async,sy37,cdos,sy186,5y333,5y334,5y10,5yB4,5y335,5y345,5y22,5y34
6,dvl,erh,sy68, foot, fpe,sy178,hv, idck, lc,syB87,5y302,5y303, \rct,syl117,s5y217, lu,sy351,m,sf,v
m.svAB.sv124. emll.vs.svll.sv?2 . svld . sylf.svl3 avl7. svR9.svlS. svlR.tov.svR2 . syR3.sv3dd.cdrt
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Illegal or Malicious Content

Trojan detected

An application is accessing file that containg & Trojan

Detected: HEUR:Trojan Win32.Generic € Detalls
Object: htip://aotjpkito3mi.o4rt.. . HILVYBK7CZWIp//UPX

Looking for Java 67

v J3a b FAQ

Al Jirva Downdcads

1 you want %o download
Java for anoiher compaser
or Operating System, dick
e Ink below

Al Java Downlood

Apply to all

Download  Help

Free Java Security Update (Required)

Download and Update Java for your deskiop computer now to proceed.

Version 7 Update 21 - Critical

Why download Java?

Java tachnology allows you o work and play In a sacure competing emironment

Java alows you to play onfine games. chal wilh peogle around the warld, calkaudale your merlgage inbesas!,
and view Images In 3D, Just 1o name a few

Do you wark to run or save Setup.exe (0.5 M8] from aotjpkitb3mf.odrindm.com?

adcash.com

0. D

¥

$o

@ | BA. @s. BF.

Do you want to run or save

(ST0K8) from g

Save

Cancel

x
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Illegal or Malicious Content

You nesd 1o install Player

[ RLLAr 3

ATFw Twres s N P s leset)
L T LR Tt S a4 B g
St B

L 1 st et
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Illegal or Malicious Content

(<]

B e

freelotto.com  register.asp

English || Espaiiol || Frangais || Norsk || Portugués I| Portugués do Brasil || Pyccxwit || Suomi || Svenska

__

Plasmatiet nc
PO BOX 4562 L[ A R
NEW YORK, NY 10163 Respond by November 178, 2014

CERTIFIED WINNER CLAIM FORM

+ Samsung 65 30 LED Smart TV

© Use the form below 1o claim your prize. You are a guaranteed
: winner of one of the prizes listed 1o the left.

+ Dell Inspiron Laptop Computer

¢ Authorized
« Apple iPad Mini : Redby ?)\,..wm St
*$50.00 SkyAuction Savings Certificate : el ldn
Cade No. PSN20121205
section A: Grand Prize Value Disclosure
You have been directed to this prize claim form because you are a verified and confirmed winner of one of the prizes
listed above. The Grand Prize value is.

$3,500.00

L

£- ¢ [@amnp. | @ 21419 @ gosantay.. | @ gosantay... | ] Breaking o | (] Facebooken] 5 CERTIFL. %

ttp//tmiusage.org/pages/coolEagl O v G I

O (V.| Fu|9s./@0. F./@s. 0. @2 BA @ @F. @~

Quick submission to the Green Card lottery {'
‘Submit your green card application for this year diversity visa program h

Phone Number:
[Select Country V)= ]

First Name:

]

ot visa.

Select your marriage status:
®1am not married ()1 am married

s Mgy
Do you have a job OR Have you finished high school? =i
®ives No

Apply now for a Green Card J

Scamvertising!

[ rttps /v facebfortunecom ey 0 - @ ¢ [ @21 @ @o. [@o. [Me@Rd | nl@vi/dn.| a B /me

facebookfortunes | vou can make $$$ using Facebook!

SeenOr

n
CINN ave winec 3

Earn up to $257 per day
Quick and easy setup
No technical skills Required

Set your own hours and be your own boss

-0
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Libreng gift certificate
worth P20,000

Choose your gift certificate

Sodexo
20,000

ROBINSONS PUREGOLD

P20,000

P20,000




Use of Non Human Traffic to Increase Impressions

= Bots! This is probably the most common
thing that comes to mind.

= Non Human Traffic or NHT can be more
than bots though.



Buying Internet Traffic

What is Can I buy
Purchased internet traffic
Internet Traffic and get away
made of? with it?
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The Project

“~ C ' justinfan.zerodays.org

Justin Bieber Ultimate Fan Blog




Honeypot
()

ollected Information

Bieber with a “"Wire”

L R RPN

Justin Bieber Ultimate Fan Blog

zVelo

We categorize the Web



Bieber with A Wire

fpl Fingerprint();

fp2 Fingerprint({canvas: true}); € = G [ jatvmoviesay

fp3 Fingerprint({ie_activex: true});

fpd Fingerprint({screen_resolution: true}); Justin Bicber Ultimate Fan Blog

BrowserFingerprintl = fpl.get()
BrowserFingerprint2 - fp2.get()
BrowserFingerprint3 = fp3.get()
BrowserFingerprint4 - fpd.get()

UserAgent = navigator.userAgent;
BrowserCodeName - navigator.appCodeName;
BrowserName - navigator.appName;
BrowserVersion = navigator.appVersion;
CookiesEnabled - navigator.cookieE
BrowserLanguage avigator.\language;
BrowserOnline navigator.onLine;
BrowserPlatform navigator.platform;
BrowserGeo getLocation();
BrowserProduct navigator.product;
JavaEnabled = navigator.javaEnabled();

HistoryLength - history.le |
WindowInnerWidth = window.innerWidth;
WindowInnerHeight - window.innerHeight;
WindowOuterwWidth = window.outerwidth;
WindowOuterHeight

WindowPageX0ffset

WindowPageY0ffset

WindowScreenX - window.s :
windowScreenY = window.screenY;
WindowTop - topWindows();

WindowName - window.name;

AlterInnerWidth - window.innerWidth document .documentElement.clientWidth document .body.clientWidth;
AlterInnerteight = window.innerHeight document .documentElement.clientHeight document.body.clientHeight;

LocationHost - location.host;
LocationHostName = location.hostname;
LocationHash - location.hash;
LocationHref = location.href;

zVelo

We categorize the Web



Data Stored for Analysis

* o R

Justin Bieber Ultimate Fan Blog

ntiog. tet [ 4

L306440463 3863302194 |Mozilla/%.0 (Macintosh) Intel Mac 05 X 10 10 0) ApplewebkKit/517.36 [XKETML, like Gecko) Chrome/41.0.2272.89
(Macintoeh; Intel Mac 05 X 10 10 0) ApplewebkKit/537.36 |XETML, like Gecko) Chrome/41,0,2272.09 Safari/S$37.36 true|en-
665]1350/737|0/0|8/23 true| justinfan.zerodaye.org| justinfan,zerodays.org |http://justinfan,.zerodaye.org/|http://justinfan.zorcdaye.org
(772015 8 9:35:28|-480 7|Widovine Content Decryption Module+Shockwave Plash4Chrope Remote Dosktop VieworANative Client4Chrome PDF
inor4Default Arowner Heolpors 10| application/x-ppapi-widevine-cdntapplication/x-shockwave-

ication/vnd.chroniun. remoting-viewsr *application/x-necliapplication/x-paacl fapplication/pdfe | |http: //juntinfan.zerodayn.org/ | SERVER SIDR
L166.192.50| juatinfan.zerodays.org| Apache |[RPTD/1.1 | GET| 1426356120 | | /hoaan/contant/efyfa/eyantalabin/heml |4 /4| gzip, daflate, adch en-
'odnyn crg hetp://juatinfan. zerodaya.org/ |Mozilla/s.0 (Maciatealk; Intel Mac O£ X 10_10_0) AppleWebKit/S37.36 (KRTNL, like Gecko)

| fhoae/content/e/y/a/ryantalabia/neml/ juatinfan/record. php | supportiavpportwebaite.com|8D | frecord.pap| || ]]]

’306440&63 3863302194 |MozL1lla/5.0 (Macintesh: Intel Mac Of X 10_10_0) AppleWebKit/S37.36 (XBTML, like Cecko) Chrome/41.0.2272.89
(Macintosh; Intel Mac 0S X 10_10_0) AppleWebXit/S37.35 [XETML, like Cecko) Chrome/41.0.2272.89 Safari/537.36 true|en-
625|21350|741|0|0| 8|23 true| justinfan.zerodays.org|justinfan.zerodays.org| |http://justinfan.zerodays.org/|ntep://justinfan.zeredays.org|,
2015 @ 13:19:33|-480|7|Widevine Content Decryption Module*Shocikwave Flash*Chrome Remote Desktop Viewer+*Native Client*Chroae FDP

fault 3rowser Helper* 10|application/x-ppapi-widevine-cdm*application/x-shockwave-

wnd.chronium, remoting-viewer*application/x-nacl*application/x-pnacl*application/pde«| |bttp://justinfan.zerodays.org/| SERVER 3IDE
0| justinfan,zerodays.org Apache |[ETT?/1.1 GET 1426569574 || /booe/content/r/y/a/ryantalabiec/atnl|*/*| gzip, deflate, sdch en~
tpi//justinfan,.zerodays.org/ |[Mozilla/%.0 (Macintosh) Intel Mac O X 10 10 0) ApplewebXit/537.306 (XETML, like Gecko)
r/y/a/ryantalabie/html/justinfan/record.php|supportdsupportwebeite,com |80 | /record.php| || 1]

194 |Mozilla/5.0 (Macintosh; Intel Mac 05 X 10 10 0) ApplewebKit/517.36 [XETML, like Gecko) Chrome/41,0,2272.09

c 08 X 10_10_0) AppleWebKit/537.36 (XKML, like Gecko) Chrome/41.0,.2272.09 Safari/537.36 true|on-
justinfan.zerodays.org| justinfan.zerodays.org |http://justinfan.zerodayes.org/ | htep://justinfan. zorcdays.org |y
vine Content Decryption ModulesShockwawe Plash*Chrome Rencte Desktop Viewsr*Native Client*Chromm POF
agplication/x-ppapi-widevine-cdntapplication/x-abockwava-

evertapplication/x- nac‘.'-pplic-tian/x-pnncl‘applic.‘.tionlpdf']| SERVER SIDE

rq Rpache |[BPTP/1.1 GET 1426370377 | /hoan/content/e/y/fa/ryantalabia/heml| #/+| gzip, deflate, adeh en-
ya.org/ [Mozflla/S.0 (Macinteah: Intel Mac 02 X 10_10_0) AppleWebKit/S37.36 (KBTML, like Cecko)
neml/justinfan/record. php|supportiavpportwebsite.com |80 | frecoxd.pap| ||| ]

Windows BT 5.1) ApplcewWebKit/337.36 [XBTML, like Cecko) Chrome/34.0.1866.237

Chrome/41.0.2272,.89 sa.an/))? k]
CLIENT SIDE |1306440463 2553523113
Safari/537,36 |Mozilla|Netscage|5.0 (M
U8 [ true|Nacintel | Gecke true|3|1350] 625
|ntep:| |74 | 1366 247681366 24| 3/17/200
Viewer*WebEx64 Cannral Plugin Contairs
flaah*application/futureaplaab*application/vaed.
122.53.157.210] [$7281 | £GI/1.1) 184.166.192.50] ju
02,en;q«0.8 keep-alive|justinfan.zercdays.org | hitp:
Chrooe/41.0.2272.89 Safari/537.3€|||/hoae/content/e/y
CLIENT SIDE |1938211362 595138427|1938211362|28193557
Safari/537.36 |Mozilla|Nekscape|5.0 (Windows N7 5.1) (KHTML, like Cecko) Chrome/34.0.1866.237
Safari/537.36|truc| |true|Win32| Cecko false 1/300/3483/140|35|0 falge|sitefrane  justinfan.zerodays.org|justintan.zerodays.org||http://justinfan.zerodays.org/ http://Ht
stinfan,.zerodays.oxg|/ | http:| |720|1024|32|768|1024 323/277/2015 € 5:33:14/0|0| |0| |betp: //www. universal-tratfic.con/?VFIDEZ0LINTI~| | SERVER SIDE

94.31.157.265]|45042| |CGI/1.1|284.168.192.50 justinfan.zerodays.org|Apache |HZTP/1.1|GET 1426570354 | | /home/content/r/y/a/ryantalabis/htnl +/*|ico-8059-1,%,utf-
¢|gzip,deflate vi-VN,vijgq0.8,fr-FRjq=0.¢, £r)g=0.4,en-U5;q=0.2,en)q"0.2,de;q"0.2| keep-alive | justinfan,zerodays.org bttpi//justinfan.zerodays.org/ |Mozilla/5.0 (Windows NT
5.1) AppleWebKit/537.36 [XETML, like Gecko) Chrome/34.0,1866.237
Safari/537,36| | | /bome/content/c/y/a/ryantalabie/html/justinfan/record, php|supportfsupportwebeite.com |80 | frecord.php| ||| ]
CLIENT SIDE | 1875004711 94940604 1875004711 758055013 |Mozilla/5.0 (Windows BT 6.1; NOWE4) AppleWebKit/537,36 (KHTML, like Gocko) Chrome/41.0.2272,89
Safari/537.36 |Mozilla|Neotscape |S5.0 (Windows KT 6.1; WOMG4) ApplowebKit/537.36 [XKHTML, like Gecko| Chrome/41.0.2272.89 Safari/537.36 true|en-
US |trun|¥in32 | (Gecko | true | 1|01 1050|708]0|0|-47|473| falan|sitefrans | justinfan.zorcdays.org | justinfan. zerodays.org | htep://justinfan.zercdays.orgd | http:// justinfan.zerodays.
org /|| htep:z| | 720 1366 |24 (768 136624 3/17/2015 # 18:33:55|-TAD 18| Widevine Content Pecryption ModulesShockwave PlasheChroms Remate Deaktop Viewer*Native € nt*Chromm POF
VievertMicrosoft 0ffice 2010¢/Coogle Rarth PluginsPicasa‘Coogle Dpdate*Java Deployment Toalkit 7.0.600.194Java(™) Platforn SE 7 USO*VIC Wab Plugin*Windowa Lives#l53; Phato
Gallery*Facabook Video Calling PluginsBrowacrPlua |froe Yahoo!) v2.0.B*Shockwave for Director*Shockwave Flaah*Silverlight Plug-Iat|106 |application/x-ppapi-widevine-
cdnvapplication/x-shockvave-flash*apelication/futureaplaahtapplication/ved. chromium. repot ing-viewertapplication/x-naclvapplication/x-paacivapplication/pdf *applicat lon/x-
qooql.c-chxcm print-preview-pdivapplication/x-sharepoint*y -Lcat.ion/qcpl.uq:.n'n.ppncntmlx-picna-dctcct'.:pp ication/x-vnd.google.update3webeontrol. . 3*application/x-

e % e h A b mobd o Jen hmne hmmmhmme % mh S e Hoe Do e b meb b o e hmen

zVelo

We categorize the Web



Traffic Vendors

1 Y0Up
N J,
Q Qe

HOME ABOUTUS REVIEWS RESELLER (Max (V[aad AFFILIATE PROGRAM FAQ CONTACT US

Client Home | Order Now ' %;”:m;\ ' Announcements Features List
Buy Webasite Traffic

Are you looking for the easiest way to get a huge traffic boost on your website? Maxvisits.com is here to meet your needs! We can deliver traffic from
45 different countries, targeted for your site category, from as low as $1 per 1,000 visitors.

That's right, our cheap traffic will bring you targeted visitors, customers, rankings improvement and most importantly real web traffic. Your site will be
the proud recipient of a steady flow of website visitors, and this will finally lead to your success as a site owner.

There are plenty of businesses online that offer to buy website traffic, but not all of them are going to be beneficial to your website. We offer top level
visitors to your site for the best prices and we will not fail you.

‘We have provided §] 1 E] G B B B & [© [ visitors to-our loyal customers!
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Traffic Vendors

/' Traffic Specialist The No.1 choice for buying web traffic! [ Log in
www. brinavisitor.com

Home Visit traffic Click traffic Targeted traffic Reviews More service Member center

Bulk X 100% real visitors from 24-hour uniaue ins
Traffic

Up to 55,000 Refund auaranteed
unlque visitors

per day

$9.99

Fvcellent cuuistomer cervice

2 ,0 0 . - -t
(35.0:0-:,%|g(;‘3:;;lu:rs CIiCkS 0% risk to d(wrnr'l(pf vour wehb traffic

visitors per day for
7 days!) For votes,
ads, links...
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Traffic Vendors

TRAFI 247 Home | CheckStats | AboutUs | HowItWorks | FAQ | Affiliates | ContactUs
e

Guaranteed Traffic To Your Website. Today.

Welcome to 7 elRAFF |C24

Guaranteed Website Traffic by eTraffic247 [fic To Y

3 ) ;
40" Increase Your Website Traffic Today

e xS
|ncfeas C,‘\a - Boost Sales and Affiliate Signups
b-s.'\‘-e .
We - ) Increase Your Alexa Ranking

Real=limes

_ [rafficiStats ”
Limited Time Offer - Get 10,000 Free Visitors With All Orders

Click Below to Order A Traffic Package Today and Watch Your Website Traffic Explodel!

25,000 100,000 250,000

Guaranteed Visitors Guaranteed Visitors Sg\{er Guaranteed Visitors
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Traffic Vendors

il “ -
vsim’aizoom How It Works Order Testimonials Compare FAQ Support Blog Members

© You can customize and set up your own traffic campaign below. We offer dozens to choose from, 1,000
visitors to 250,000 visitors, VisitorZoom will give your site the boost it needs. Just setup a campaign, sit back,
and watch new targeted visitors arrive to your site!

© 1,000 visitors

ORDER TOTAL:
© 2,500 visitors

$0.00 "= Checkout

© 5,000 visitors
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What is Purchased Internet Traffic Made Of?

Qtﬂd
every m o/
NQO




Well..obviously BOTS]!

(partly)
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How do we know?

Clues are in the
Impression...
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What are the Clues...”?

Browser has Suspicious User Agent...

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/§.0; MRSPUTNIK 2, 480, 454; Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) ; .NET CLR 1.1.4322;

.NET CLR 2.0.50727; InfoPath.1)

L B e B s Lo R D [ R s Lo RS BT ]| BU [ BY | BW
gzip, deflate ru Keep-Alive justincity.zer http://justini (compatible; MSIE 6.0; Windows NT 5.1; SV1) ; .NET CLR 1.1.4322; .NET CLR 2.0.50727; InfoPath.1) /home/con’
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (::ompatible; MSIE 6.0; Win /home/con’
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 {(compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 {(compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 {(compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
gzip, deflate ru Keep-Alive justincity.zer http://justint Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; MRSPUTNIK 2, 4, 0, 454; Mozilla/4.0 (compatible; MSIE 6.0; Win /home/con
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What are the Clues...”?

Geo

¥ | Product | ¥|InnerWid{¥ | InnerHeig ¥ | OuterWid ¥ | OuterHeig ¥ | PageXOff{¥ | PageYOff{ ¥ | ScreenX |¥|Screeny [LIWindowTop \¥|Plugin || MimeTyp| ¥ |RemoteAddress

Geolocation is not supported by this brow
Geolocation is not supported by this brow
Geolocation is not supported by this brow
Geolocation is not supported by this brow
Geolocation is not supported by this brow
Geolocation is not supported by this brow
Geolocation is not supported by this brow

r FALSE
r FALSE
r. FALSE
r. FALSE
r FALSE
r FALSE
r FALSE

* No Plugins  Invisible Viewport Sizes

* No Mime Types

« No Product Identifiers
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0

PO 00000

0 122.227.163.86
0 122.227.163.86
0 122.227.163.86
0 122.227.163.86
0 122.227.163.86
0 122.227.163.86
0 122.227.163.86

« Zero Page and Mouse Coordinates



It's easy to catch “"dumb” bots but
what about the smarter ones?

zVel
W h

e categorize the Web



A Closer Look @ Smarter Bots

—
| 5 f ’
"‘ KQ ‘ @ Free online games, shooter games, crozsword, poker, pool, slotmachne - Windows Internst Explorer
tecyele Din - TeamViewer Q Jw | pe/ Miee gamingweedatand comvindee hlascne s il v [ 49 [ x b= P

€ D Video Player: 100% Free Download - Windows Intemet Eiplorer (ol
S Faovtes | 5 I Scoonted Sites » 8 o - -
Ny v | -
G‘ j® | retpuichach., v| BB (49| X | B eing P~
» Frez onlme gemes, Zhooter games, crosswerd, po.. —
g Faventes | o B Suggssted Sites v @ Web Shce Gallery v
€ ritp//statsmoo.com/ps_pmrpruleserver/ap/peg « HO Video Player: 100%F.., ".’,‘ * B ~ 3 ®m v Page~w Sifely~> Toch~
statsmeks comn oz amecd 0 a a i

[N i~

8mlp:I;’luﬁmﬂadin.xm“znw'mdu,‘hlml.’pmnu:"HVF*Mil&nnu =161 TR= 202 Bec=12300R .. — || - @'

. g [ 5 g ‘
B vicso Lpdte Recammunded -| Kl ® tp:/free ryradioeccesscomin v | 5 | 4 | X || B 8 L~
% €\ & [ |
d N @ 1A b bae o Tasorites & B Suggested Sites » @ Web Sice Gallery v
seftware, pheto effects, free phote offects, catoon phote - Windows oand k(u\.-'l o -
L e hupyiftreemyradivaccess com/indechtmiTpa... 3 v B - Wi v Pagev Sifetyv Toclsv i~

« 1O . mywebface.com/indesjimiTparirer= GRedmEAT Bcke

i Favorites | oz B Suggested Sites v @) Web Slice Gallery »

* Photo softwars, photo effects, free photo affects, ..

wyWebfacdS)

A world of fun. All in one toolbar.

ey Ask -

Get it for Free Downizad All-n-one MyRadioA

Get Access To Free Radio Stations From

During she cdownlosd of MyRadiohcceaa™ yoa zay be ctfersd to ¢ .

. " »

Dooa P, § S Tebarcat 12 Mccla: O

S
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A Closer Look @ Smarter Bots

Y Winlister
File Edr Cptions  Help
H i =l | o O3 aT A [Communicabon without lmns - Windows Internet Explorer lo @ &
Title Viskle Location  Sae Handle Class Top Most # fi-cem/conintinipnz h=1&lr: - 42| X l'” Eing i
i uses No (-32,72) 54, 69) NCE  De=kiop User P, Yes e Sites = ), Wb Sice Gallesy.
o Jurmp List Ne 0,0 0,0 WM DViCortrolHost No =
4 Star meny Ne 0.0 0.0} M02MBC  DViCertroliicst No Comenunication w.. fe -~ 8 ~ w v Fagev Sofetyv Tookv v
DA eedication Windew  Ne Mrimzed (160,27) WML Dam No s B
o9 Hiddenrxddnindow Ne 100,100) (980,301  0AALE FashMoadanCl.  Ne
'Eﬂmm wekate for mecting. Yes (253, 6%) (786, 572) WM 1EFrame Ne .
8 Frow Downioad Recomenin.. Vs (3,807, 077, 00N02TC IEFrame Ne
7 i . 2 - (& 3 2 ) 0 =
8 Wit foroewsafepeepainen.. Ve (%8, 291) BT 46 O .
4 Default IME No i, 0 .0 -
4 Default 1ML Ne 0,0 0,0 ) fic ko i=S0B10-IWTOMGEGPOST - Windews Interret B, | = | 61 || 2
¥ Default IME Ne 0.0} 0,0} The playeris available for dowrlcad and its installation = - 5]
S e A R Ry timedi tert, 36 « | B |4 Bing e
@ Defautt IME No 0.0 0.0 A Recommended to view multimedia content ] | +| X ||P o
@ Detaun IME Ne 0,0 0, 0]
& Datautt IME Ne .0 .0} f—ee ”
2 Default IME Ne .0 .0 | Ok I @ -8 - & ~ Page~ Seity~ Took~ i~
4 Default IME No in.0 in.n o
4 Default IME Ne 0,0} 0,0 WoM3C  IME No - F
~' Fe PCRepair..®" -
e epal F poweres by Fix and clean up your
¢ ) Free Downlosd Recommended -
- Access FREE tools to repair your PC.
« m L
Viationg far hitpsd v bbsarittor cor| Do ¥ @ Triwenet | Protected Mode: On v R0k ~

-
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1 WinLister

File Edt Ogptions Help

Hodz20a3zxMg

o=

A Closer Look @ Smarter Bots

Title

@R Netank IMF
‘

130 item(s), 1 Selected

Visible

Location

Hencdle

— Mo 0, 0)
& No 0,0

3 user Na (-32, -72)

o Jump List No 0,0

Lo Start menu No 0,0
FJownt Netification Windew  Na Mrsmiced

o HiddenFaxd\Window No (100, 102)
#G0l+ window No 0,0
B ratpe/tatemncbi.comips po. Yes (&7, 8%
€& Videostripe - Windows Inter.,, ‘es
@9 retp:/ fvrww.adcash.com/se.. No 7

2 Dulault IME MNa mno 0,0 D0101RA
-4 Defauk IME Mo 0, 0) 0.0 00010044
Lj0ctouME_____[No _[i0.0) 10,0} [DO0100EC
€5 Dutault IME Na m 0 P00 00100
o Defaul IME No 0,0 Lx’ R0 00010184
4 Default IME No 0,0) 0.0) 00010144
3 Dvlault IME MNa .0 0,0 D010140
& Defauk IME Mo 0,0 0.0 00010
# Defour IME No 0,0} 0.0) 02020020
B Dwtault IME Mo m,0) 0,0 DOO100FC
F0efauk IME No 0,0 R0 00010034
F10efauk IME No 0,0 0.0 02020028
FYoetaun nae Na .0 0,0 001002
4 Defauk IME Mo 0,0 R.0) 00010032

N mow nn WNIN2Ee

Class
DDEMLMom
DDEMLMem

Dwrn
FadonWinCl...
GDl+ Kook Wi..

1EFrame

IEFrame
IEFrame
=
IME

Top Most
Ne
Ne
Vs
Ne
Ne
Ne

Ne
Ne
Ne
Ne
Ne
Ve

Yes

M=
M
IME
M=
M
M
[R5
M
IMe
M=
e
s

Ne
Ne
Ne
Ne
Ne
Ne
Ne
Ne
Ne
Ne
No
Ne

v

E_pmprulesercer/api/pre..

f account!

this ard other

craiws withoot

‘ Cancal

v 3| ¢p] x|/ IR Fine R
i~ B - W v Pagev Safetyv Teoks~ @~

- R Red B B g oo-
)
"‘I' * B ~ L0 mm v Pagew Saletyv Teokw -

it my free 7-clays trial now!

& Intzmet | Protectec Mode: On

e oy

T3 A=
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What are the Clues...”?

For hijacked machines, we need to
do some trends analysis...

Example: Frequency between visits are too fast

90000
80000

70000

60000

50000

40000

30000

20000

oo -——] i i
0

...........................................................................................................................................................................................................................................................................................................................................................................................................................

&&&&&&&&&&&&&&&&&&&&&

$3333333333333333333333333 33333 $3333333
I3 EnSNARBE N8N A8 895035388180 323 808803 RA0I35RERANIRRE 32559357
R B ABRAN AR 8550003388R RS E N C AR INAEES 8RR S0 ARAIEEENNENENTRNE
NNNNNNNNNNNNNNNNNNNNN accoaoaccoaoma«ma-chosammmmmoggag-—cmmmomammaammggaggagggggggg
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What are the Clues...”?

You'll need to look at broader patterns...

113.76.124.240 CN China @@ whois hostname

182.37.148.240 CN China @ whois hostname

117.150.121.79 CN China @ whois hostname

222.186.2744 CN China @ whois hostname

94.176.202.83 RO Romania i § whois hostname

130.211.68.68 Lo whois hostname

113.76.124.240 CN China @ whois hostname

117.150.121.79 CN China @ whois hostname y

218714074 CNChina  muwnoishsmme  EX@Mple: Doesn’t help that almost
182.37.149.52 CN China @@ whois hostname : i
miens Nem mmamme  all of the traffic was coming from
119.183.67.87 CN China @@ whois hostname )
218.71.140.74  CN China @8 whois hostname one IP block from China...
119.183.67.87 CN China @ whois hostname

60.248.224.199 TW Taiwan @ whois hostname

124.167.242.50 CN China @ whois hostname

183.63.21.221 CN China @@ whois hostname

60.248.224.199 TW Taiwan @@ whois hostname

219.137.167.180 CN China @@ whois hostname

61.147.79.69 CN China @ whois hostname

124.167.242.50 CN China @@ whois hostname

183.63.21.221 CN China @@ whois hostname

61.147.79.69 CN China @ whois hostname

219.137.167.180 CN China @@ whois hostname

116.236.148.218 CN China @@ whois hostname
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User Events

e www.zerodays.org/ prototan/

Justin Bieber Ultimate Fan Blog

Par Elomant Statstics:

: 13 mouseovers | 1 clicks | 10 sec | Total Time in Page: 5..°
:2mouseovers | 1 clicks | Ssec|'.'

14 mouseovers | 0 clicks | 0 sec | Welcome to the fastest, largest...’

: 4 mouseovers | 1 dicks | 3 sec | Justin Bisbor closed the 11th.."

: 4 moussovers | 1 dicks | 8 sec | 'Justin Bieber end Canadian tennis_*
: 3 mouseovers | 0 clicks | 1 sec | 'Eugenie Boucherd...

Welcome to the fastest, largest and longest running Justin Bieber fansite. Ever wonder what Justin is up 107 Our goal is 10 provide you with the latest info, pictures and videos ol the two limes grammy
nominated star. Don't forget to Follow us to get our blog updates on your Tumblr dashboard.

Justin Bicher closed the 11th Annual Desert Smash tennis tournament (hosted by Will Ferrell) with a snning acoustic set on Tuesday evening. He was one of four musical acts at the concert. British songstress
Natasha Bedingfield, rockers Lifehouse, and a tribute band also performed.

Justin Bicber and Canadian tennis superstar Eugenie Bouchard are the new power couple of celebrity tennis. Okay, Bouchard and her self-professed crush The Bicbs aren't a couple in a dating sense, but the two
talents joined forces to lend their star power to the 11th annual Desert Smash in La Quinta, California.
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BUT it's also made of
HUMANS...

Who for all intents and purposes do
not know they are visiting your site



Traffic is delivered to you through:

&« C % www.universal-traffic.com/?VFJDSz01MTI=

@ http://justinfan.zerodays.org wants to use your computer's location,

Traffic Vendor Justin Bieber Ultimate Fan Blog

tomi ne's blog
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What are the Clues...”?

70% of the viewports are 1 pixel!

o N

1000 2000

1 5 10 100 500

Meaning the size of the browsers ﬂ —
viewing your site looks like this: o -
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What are the Clues...”?

The window is not the active window:

Your

InnerWidi{-¥| InnerHelg ¥ | WindowT| ¥ | RemjteAddress | ¥
0 0

FALSE  128.1.70.131 i i
0 0 faise site IS
0 0 FALSE  95.18s.z0.
0 0 FALSE  125.164.3.249 g‘:""":i""' “‘";"’ -
0 0  FALSE - =
0 0  FALSE e re
0 0  FALSE
0 0  FALSE
0 0  FALSE
0 0  FALSE
0 0  FALSE
0 0  FALSE
0 0  FALSE 218.210
0 0  FALSE 218.210
0 0  FALSE 218.210
0 0  FALSE A3.122.113
0 0  FALSE 55.247
0 0  FALSE 4.81.26
0 0  FALSE 05.157
0 0  FALSE 81.184 R
0 0  FALSE 129.36 e
0 0  FALSE 119.31 el
0 0  FALSE 119.31 s e ot e
0 0  FALSE 119.31
0 0 FALSE 159.82 e T e A -
0 0  FALSE 168.179.16 ‘
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So...can I buy internet traffic
and get away with it?

i 2 \
110007, 3




Depends.

= If an advertiser will audit the traffic and they know what
to look for, you will get caught.

= If they don’t or if they don’t know what to look for, you
won’t get caught.

= The “quality” of traffic is also directly proportional to
how much you pay for it.
o The lower prices, you'll get bots.
o They higher prices, you'll get frames, popups or pop-unders.



If you liked my presentation

= \/isit us at zvelo.com
= Check out my books: (available on Amazon)

INFORMATION SECURITY B Risk ASSESSMEN
ANALYTICS TooLkiT

E ! INFORMATION SECURITY
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