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STALKER(REVEALED(

D  Ken(WesEn((

D  Former(“ethical”(cyber(stalker(

D  Developed(privacy(invading(tools((for(good)(
D  Put(bad(people(in(jail(
D  Trained(law(enforcement(on(invesEgaEve((OSINT)(techniques(

D  Currently(Sr.(Security(Analyst(at(Tripwire(Inc(
D  Advisor(for(Spyaware.be(and(Biom.io((

(

(





USB(Hacks(







Windows(USB(Trojans(

[autorun](

icon=icon.ico(

open=passwords.exe(

acEon=Install(USB(driver(

label=My(Crap(

shell\open\command=passwords.exe(

shell\open=Install(USB(driver(



Windows(Agent(

•  URL(provided(during(presentaEon(



First(iPod(Recovery(





Building(Apple(USB(Trojans(

•  Why(AppleScript?(

•  Trusted(

•  Interfaces(for(most(OS(X(apps(

(
•  Tricking(OS(X(with(Homoglyphs(((



BiEng(Into(the(AppleScript(

----- 
tell application "iTunes"  
        activate 
        try 
          open location trackURL 
        end try 
end tell 
 
do shell script “"  

set sysinfo to (system info) as record 
set uname to long user name of sysinfo 
set user to short user name of sysinfo 
set cname to computer name of sysinfo  
set sip to IPv4 address of sysinfo 

github.com/kwesEn/applerazor(



USB(Aaack(Vector(SEll(a(Threat(

•  The(Stuxnet(virus(was(iniEally(delivered(
via(USB(to(Iranian(nuclear(faciliEes,(
eventually(spreading(to(Russian(faciliEes(
in(the(same(way.((
(

•  USB((Malware(has(even(made(it(to(the(
InternaEonal(Space(StaEon(((2008(
W32.Gammima.AG(worm)((
(

•  In(2012(two(US(power(plants((ICSDCERT)(
were(infiltrated(when(an(employee(
inadvertently(brought(an(infected(USB(
sEck(onto(the(premises.(



The(Trouble(with(IP(as(Evidence(

•  Requires(work(by(law(enforcement((paperwork)(

•  Not(idenEty,(does(not(put(person(in(front(of(computer(

•  Probable(cause(is(a(challenge(
•  Not(always(accurate((proxies(etc)(
•  Takes(a(long(Eme(

•  Other(“thei(recovery”(companies(use(more(intrusive(
methods((





2009D02D21(23:43:49(

When(CorrelaEon(Does(Imply(CausaEon((





Data$Created$By$Us$

Data$Created$For$Us$

Data$Created$About$Us$

BogeyData$

InteracEon(of(Things(



DEVICE(ID(

SOCIAL(ACCOUNT(1(

IP(ADDRESS(

PHOTO(

EMAIL( FRIEND((CONNECTION(

SOCIAL(ACCOUNT(2(

USERNAME(

PHONE(NUMBER(

LICENSE(PLATE((#(

SOCIAL(SECURITY(#(

GEOLOCATION(





! 



First(Blood:((
First(Recovery(of(Laptop(Using(WiDFi(GeolocaEon(+(Camera(





Tracking(Viktor(



Carjacking(In(Brazil(





((exifscan.com)(



EXIF(Metadata(

•  Meta(data(in(images,(video(and(audio(

(

•  Cell(phone(cameras(embed(GPS(coordinates(

(

•  Timestamp(

$
•  High$end$digital$cameras:$make,(model(and(serial(number(

•  EXIF(Tool((
(

hap://www.sno.phy.queensu.ca/~phil/exiiool/(



Nude(Photos(–(Phone(Hacked…Nope?(

•  Media(claims(“Phone(Hacked!”(

(

•  EXIF(data(reveals,(mulEple(phones,(over(the(course(

of(years(

(

•  (Point(of(compromise(–(email(

•  Chris(Chaney(–(guessed(passwords(now(serving(10(

years(in(jail(

(

(



EXIF(Data(Mining(

x1000(

0142X9823(

D(Date(uploaded(

D(Serial(number(

D(Make/model(

D(URL(



CreaEng(an(EXIF(Search(Engine(



JOHN(HELLER(

Stolen(Camera(Finder(



STOLEN(CAMERA(HUNTING(+(SOCIAL(STALKING(

D(Name(

D(Business((“professional(photographer”(and(DJ)(

D(Address(from(domain(reg(

D(Cell(phone(number(

D(Social(media(&(photo(sharing(accounts(

D(12(different(high(end(cameras((new(one(every(few(months)(

D(Lots(of(photos(

GEOLOCATION(

(((((((((((+(((

TIMESTAMP(



Privacy(Tips(for(App(Developers(

•  Best(way(to(secure(your(customer’s(data(is(not(to(collect(or(store(it(

(

•  If(you(deal(with(images(strip(EXIF(and(other(idenEfying(data(out(

(

•  If(you(store(data,(encrypt(as(much(data(so(that(not(even(you(can(access(

it(


