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ltecture, flawed (now)

Puolisned evern m]ng you need o Krnow
Frorm first principles, to dernonstrations and full
code release (PoC) wiin iest frarnewori.

Tne irmpact will propaoly e significarii

No constralnts to datea ineft for rermote workers or
off-snore pariners

/)

U

Triere are no easy answears

The paper nas some suggesions

(D
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Wno Is this guy, at worg?

()

sovernance (Tecrninical, Security)

Multiple lconic internationzal enterorise organisations

Arcriteci / Designer
Enterprise perimeters, Data Cenire consolidation
SysAdrmin, Tecn Suppori

. N Yol U
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Wno Is tnhis guy, at nome~

L]nux cdisirioutions
CHAOS" —ine super cornputer for your wallet

“Saiturn” — scalaple distriouted siorage
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D3adOne (Exiraciing data witn USB FlID)
i}
Ber Toews and Scott Benrens (DLP Circurmnyentiion,
Dernonsiration of Futility)

VszA (Leaking data using DIV USB FIID device)

N
-
N
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2011
Stepnen Nicholas (QuickeR: Using video OF codes o iransfer
Ie_re)

Also

Diries, Flakd, lronGeelk, Mire Szezys, Neiragrac, Tnornas Cannor

And any otners wno | nave not yet found.,
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PROBLEN SPAC

Frarning tne Problern
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First principles

Asserilorn:

Any user conirolled oii is & communications

crianrel

ne screer transmiis lar ge vollm 125 of user

conirolled oits (irmeagine ine screer

U)

~

Carl tne screen pe iransforrmed Into ar
uncornirolled oinary iransfer inierface?
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TeEC

rFINOLO

:ngmeermg 2 Proof of Concept

GY SOLUTION
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Terminal Priniing (1L984)
Viriual screen as a rmuli-use daia device
DEC VT220 Prograrmrmer Reference Meanuzal
Ditio for [/ Z]modern proiocols
VS Tape BacrUo (1992-19986)
Video record/olay of cormpressed oinary daia

|_

Crey-scaled piciure of iwo rows of ignt plociks,
cormorised of more nested olocks

ArVid ISA poard wiin AV-infout (cornposiie)

. PEmpEm o B B
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Mrnex Dataling Waicn (1994
i claital transritied frorn tne
screer to 2 wrist waicr
Ee0rorr programmed WILT) I]g’n't
Wincows 95 ancd 9
Operl source

TN

cfries) clone vv]‘th USB TTL LED
Trarisfer raie:

20

ﬂ)

conds to transfer 70 pnone

~
2

nurnopers

ey PEmpEm gm M BB
— o oge= am
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Timex | Microsort

aclvert

Thne first cormputer weaich revolution, 1994
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https://www.youtube.com/watch?v=fJiZXLiuAnU

Macnine recognition

Qulck Respornise Codes (1994
1960s: Denso Wave responded to casriers

need for macnine readaple ranj encoded daia

witn 2D parcocdes
1990s: Denso Wayve wariied to imorove

oerforrnarice and did ) e,<'r izistive siudy of
— 1 a

orinted business maiteria
rlignly distinguisned
rJlngI/ rnachine recognisable
360 degree scanning
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Performance & error correction

Quick Response Codes (2000-2008)
Adopted oy the auto indusiry
Formealised as ISO/IEC 18004:2000
Rapld scanning capability
Autormaiic re-orieniaiion of ine irmage
Innerent error correciior
Natlve b]nary SUQQOrT
Revised as |SO/IEC 18004:2006 for rmocle] 2
Loport clerormed/rluo ried codes

S|
Capacity up o apout 318

ey PEmpEm gm M BB
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Optical packet network (L3)

Zerqn rnornent
Consider tne OF Code as an opiical packet
calpiurad witnin tne einer of ine rIJJolrr/ clevice.,

~
(P

L’

altzigrar rietwork proiocol, Ol Layer ©

C’

r

Bevornd ine pacret poundary, creaie a flow
Transrnltier replaces one code for anotner
Recelver Uses video insiead of a ohoio

Fecelver doesn’t ext, Just Kxeeps going.

WA el W <N August 2015 Remote Access, the APT // lan Latter 14



Layer 4 oroplems

All new oroblerns:
Unidireciional interface
No synchnironisation, no signalling, no flow control
Requires over-sarmpling (2-3)
Oversarmnoling creaies duplicaies

Lequires de-duplicatiorn

a0
=

Duplicates ey pe intenional (repeaiing
sequences in tne applicaior Ja/er)

Need for a fransport grotocol!
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reating transport data flow
OF code vl = 14 geteis ai 159% ECC
| creziie “conirol pyie

Create two frarnes, “Control” ancd *Data”
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Paylozid of source pyies mod capacity pyies
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reafing transport control tflow

Control Frarne

Conirol Byie
Bit 0: 1z always 1 (Control Frarmne)
Biis 1-3: Conirol F/Oe

Flle size
CRC
atc

J
11
T

)
®,
F'
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reafing transport control msgs

Control Control Label Function
Type Sub-Type

001 (1) 0001 (1)
0010 (2)
0011 (3)
0100 (4)
0101 (5)
010 (2) 0001 (1)
0010 (2)
0011 (3)
011 (3) 0001 (1)

START/FILENAME
START/FILESIZE
START/QR_VER
START/QR_FPS
START/QR_BYTES
STOP/PAUSE
STOP/COMPLETE
STOP/CANCEL
STATUS/SINCE

Name of source data

Length of source data (octets)
QR code version

QR code frames per second
QR code octets per frame
Transmission paused
Transmission completed
Transmission cancelled

Status since last status

August 2015
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TGXT Transport Protocol

Orne way daia transfer peiweern two or rmore

UOports nign latency

U)

supports Interrupied transfers

()]

)R Code version 1, 2, 8 or 15

Binary encoding, Type M (15%) error correciior

\

T B Y N W
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TG Layer 3 Configurations

suoporied OF code versions
No real impact on Layer 4 (VITU)

m- Frame Capacity Reliable Capacity

Binary M (15%) 14 bytes per frame 10 bytes per frame

2 Binary M (15%) 26 bytes per frame 22 bytes per frame
8 Binary M (15%) 152 bytes per frame 148 bytes per frame
15 Binary M (15%) 412 bytes per frame 408 bytes per frame

I\

111
)
)
U"
(‘w

; dynarmnic and can exceed ine vinary payload
a_c]'ty, resulting in e frarme of a different versior
wiornaiically increases resolution)

)
Pk
C

TN
(Qh)
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T

G AT Hello World = 1/:

Control Frarne

Conirol Byie

Bit 0:  Control (1)
Biis1-3: START (1)
Biis4d-7:
FILENAME (1)
Payload

“nelloworl”
Encode as O code

version o datagrarr

2"

. N Yol U

e B -
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TGXf Hello World — 1/1:;

Conirol Frarme
Conirol Byie
Bit 0:  Control (1)
1

Biis1-3: START (1)

=rcoce as OR cocde
version o datagrarr

. N Yol U
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TGXF Hello World — 1/1:5

C

ontrol Frarne

Conirol Byie

Bit 0:  Control (1)
Biisl-3: START (1)

. N Yol U

e B -

August 2015
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TGXf Hello World — 1/

— o r

Conirol Frarne
Conirol Byie
Bit 0:  Control (1
Bits1-3: START (1
7

|15~

)

U

ORCODE_FPS (4)

111

Payload
5 fps
Erncocde as OF code

version o datagrarr

. N Yol U
~ o pem B e B .——
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TGXT Hello World — Ofdatz

‘~

Datal Frarre
Conirol Byie
Bit 0:  Daia (0)
Bitsl-4: Counter (0)
Payload
“rlello Worlc!”
Encocle as QR code

)

version o datagrarr

. N N e N B
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TGXT Hello World — 1/2:2

Cornirol Frarne

Conirol Byie

Bit0: Control (1)
Biis1-3: STOP (2)
Its4-7:
COMPLETE (2)
loa]

2 ©

P

|

b

Y K

Q
Qs
(@)

O
5
O
2
N

Encode as OF code

version o datagrarr

. PEmpEm o B B
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TG/ Re

sult — vis

Ual rocdlem

[T you see inis in Srnart Auditor, you've lost
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https://www.youtube.com/watch?v=IXlYDYjqFLU

Recall tne supporied QR Code versions

Updaiing our Layer 3 configuraiions taole witn FPS value
get ine following.

()
g5

;WY

Reliable Capacity FPS (1 -> 10) x 8 bits

1 10 bytes per frame 80bps -> 800 bps
2 22 bytes per frame 176 bps -> 1,760 bps
8 148 bytes per frame 1,184 bps -> 11,840 bps
15 408 bytes per frame 3,264 bps -> 32,640 bps

l.e. 80 bps to 32 KOPS
Arpitrarily lirited only oy tnhe receiver

-

Y ol ol .Y U
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TGXTa PDF from Youtube

YouTube is ine new DrogBoy
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https://www.youtube.com/watch?v=2_8GlFdlb0Y

-

Anotnher version

riec

(QR)

C

get tne following.

1 10 bytes per frame
2 22 bytes per frame
8 148 bytes per frame
15 408 bytes per frame

3
3

Previous exarmoles scaled ine code

1

(
(

Lets Jook at 2 native version 1 exarnple ..

Ul ine supporied QR Code versions
ocating our Layer 3 configurations tanle with

resolutions, we

21 x 21 pixels
25 x 25 pixels
49 x 49 pixels
77 X 77 pixels

N VoY ¥

™ Berw August 2015
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0 D)

TGXIa PDF frorm BASH

ANSI generated OR codes pass tnrough SSH jurmgo nosis
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https://www.youtube.com/watch?v=ZrMN54Rooec

[T tne TGAT transmit software was orn a lagiop
we could now exilliraie data, file oy file,
tnrougrn 1is screen (oinaries alreacdy puolic)

/

rlow do we get TGAT onto ine lagiop In ine
first place?
Recall tnat: any user conirolled pit is a
cornmunicaions cnarnnel ..

And .. we nave a xeyooard!

. PEmpEm o B B
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Digital Programmeaole ¥eyboard

Arcluino Leonardo

USB rlID reyooard

No drivers needead!

eyooeard. orintln (.

Open source platforrn

rleaps of support!
Digispari (o)

OB of flasn

| 2osiick
321 B of flasn

ey pEmpmm g MNP B
= w p== Bmm N e B -

August 2015
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source code (texi) would oe 2asy o send out
eds to e compilled .. mern

5‘_
(D
S
)
(D

send statlically cornplled oinary
GCzip TGAT transmit oinary (~80->251.8)

Bes (ormrr) or P (or]nt)

Seave, cnrmod rlnrl rur scrigt, gunzip resulil

DA el WA 1 August 2015 Remote Access, the APT // lan Latter 34



Typing a BASHZBIN script

Uploading to Ling4 via Win32 over SSH via reyooard

AN August 2015 Remote Access, the APT // lan Latter 35


https://www.youtube.com/watch?v=QmROf-Tx92E

F]rst, 'there novv rJ Jarr]er to getting TG/AT

Butsegonrl we Just sent daia inio ine

cornputer .. so;
No longer unidirectionzl
ZOMG Full Duplex! w0Ot
Could now replace TGAT file transiers wiir
full-olown tnrougn screen and reyooard
neiworeing!

ey PEmpEm gm M BB
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L eypoard Interface

Use HID Keyboard inierface

followed oy one “null” pacret (;@/ rlerlr)
Not necessary, out silll irnplemeniad
Contalns up to 6 xeyooard keys (oy code)
Note — no nailve vinary rnode
Autornatically de-duped (no one key twice)
Note — daiz rermoved irreirievaoly

ey PEmpEm gm M BB
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T¥ AT — ¥eypoard Transport

Same as TGCA — USB HID packeiis LS
Stll unidirectional
Thougn status LEDs could pe used

Crezaie omrlr/ navload ny encoding daia in

Retained *rey clear packe't: 3 ocieis/ort/2ms

Correct for de-duplication oy creating a de-dupe
Ia_yer tnei re~dupes at ine recelving end

. N Yol U
B A el d W 0 August 2015 Remote Access, the APT // lan Latter
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T¥AT = Transport Protocol

6 cnar pacrets are oo small for a conirol
neacder
poorernded “sequence” insiead of *packet”
Daia = “gpace” = 0x2CJ/0x20
Conirol/Start =*comma” = 0x36/042C
Control/Siop ="oeriod” = 0437/042E

Aricl let's

&—l

s ignore *file” pased transfers ..

ey PEmpEm gm M BB
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T AT = "¥eynoard Stufrer”

Target Arcuino (iop)
USB rllD eyoosard

Encodes received
raw/oinary daia as keys
Alier *eyooard”

liorary o epos

(P
o

USE Serial Interface

~

sends raw/oinary
ocieis o Target Arcduing

August 2015
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TG note

One noie on TGAT pefore we iniegraie
TGA and T KX‘f

“files”

Now we can asserrmole ine

Trirougn Console Transfer apolicaion!

T B Y N W
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TCXT Application Architecture

)
1
1

D)
D

F

August 2015
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Technology check-point (3/3)

5 12¥0os mau, Up
O

TGAT re'feremej Jol Nels 3210053 e, cdowr)
Fedilres
Bi-directional, binary clear, serizal connection
Neiilve rietwork socket mzerfe_ce

Insane portapility / Massive vulneraoility

o MR B

™t v eorw August 2015 Remote Access, the APT // lan Latter
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On ine targei device;

|_
[—

sucdo pppd 10.1.1.1:10.,1.1.2 deoy
noceiz e cr oty *neicat localnost 8442

Note tnhe onwlege equ]red to create a NIC

-

(M

Ie'ollg nocco
LA2"

sleep 2; sudo pood noipdefauli
nocetaicr oty ”ne caf localnost

Oﬂ
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— o\ g
ESA Context?
Time to pe Enterprise Security Arcniliecis

rJI‘J]/ wrat are F /<f T A and TCAT?

l [

Secondly, vvhere 5 'Ehe enterpr]se?
Q [r-lr \j\j‘—\ \/
coniext

D
@)
(D
(D

n working frorn e local cornputer

BUl in enterprise we agsiraci tne screern and

weyooeard (on the organisaion’s side) |

ey PEmpEm gm M BB

B A el d W 0 August 2015 Remote Access, the APT // lan Latter

46



VIVIweare
Cltrix

Remote Access, the APT // lan Latter
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TCXI Enterprise Impac

)
1
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F
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/fPPP via

r Laptog —

rO!’O/<

A Pe Tnin Client

Pe Thin Client — Corp Linu< App Server

August 2015 Remote Access, the APT // lan Latter
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https://www.youtube.com/watch?v=PdjhevoBKbs

TEC

rFINOLO

GY SOLUTION 2

Engineering a better Proof of Corcept

)
1

LL

8
D

F
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Meudng good on ine ASCII inreai
TGAM s a Transport Protocol ai Layer 4
Datagrarn Protocols at Layer 3 could oe;
GCraphic: Pixels, ernges (I.2 0 logos)
Texi: Letiers, Words, Prirases
clienilessTGAT PoC (ouol snec Decermnoer)

Minirnal server side 10OCs
Dernos futility of QR code detaection

~

Py pumpmm g S BB

LIS August 2015 Remote Access, the APT // lan Latter



cllientless TG frorm BASH

POC was iesied on inls terminal setuo;
Mornospace Bold font ai 18pt, olack text on wriie BG

ADOoLT JDO oyies of script (counier-rdata, FD3

FS="" LANG=C ; r—D wrlile r':‘cld 5-U3-d"-r-nl

I do ormrr -V 0 %It e echo M B(((Be&l28)>>7))%
(((Bcabd)>> 6))55(((5%&32)»5)) b(((Bcale)>>4))%
(((5c&8)>>3)5(((5cad)>=>2)5(((Bca2)>>1)5(($c&l))
(($0&128)>>7))5((($0&64)>>6))B((($0&32)>>5))%
(($0&16)>>4))5((($0&8)>=>3))B(($had)>>2))%
((Bp&2)==>1)s(($o&L)" : ((c++)) : (($c==258)) &&
c=0; sleep 0.005; done

FFE ey August 2015 Remote Access, the APT // lan Latter 52



cllentlessTGXT & HDMI C

(—-

—

Qrure

ﬁ'ﬁ
‘_

Capiure (Lkops)

rlIDMI MITT IV
AverMedia Garne
Capiure Il (wiin rernoie!)
Up to 1920,1080430f0s
capiured to MP4 o
USE Mass Storage

<rov~r/ (_I 003)
Video Processing

Data recovered frorm
MP4 file 0y Linu
application

R W -9 W |
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Must oe blanired (e cept for firrmware)

snouldn't nave a proolern getiing capiure
equiprnent into ine Red Roorr

Must oe olanrked (except for firrmware)

|

2
()

Qb
(

Will nawve a oroolem oringing pac ine USE
storage witn MP4 .7

ey PEmpEm gm M BB
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Fliding USB keys?

i) ot 1)

Cagptain roons says “ne cr

@
AL
=
<
®

J
1
m

)
D
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clientless TGXT upload

Native 19201080 FIDMI capiure wiin clientlessTGAF BASH upload

%
m

D)
D
.

F
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https://www.youtube.com/watch?v=5ZhBwX4o4E0

clientlessTGXT download

Decoding TG/ video sirearn to disi as original file

ol Wl O
™ e August 2015 Remote Access, the APT // lan Latter 57


https://www.youtube.com/watch?v=D8rGguS2a-s

TECFINOLOGY

Engineering a faster Proof of Concept

LUTION 3

)
1

)
:

F

LL
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nignspeedTGAT (New, Today!)

Meuing good on ine PIAEL inreai
TGA updated Transport Protocol at Layer 4

FITMLS canvas and Javascrip

nsTGA PoC (puolished today)
Use ~20r of Javascript to enaole clieniless
Again, rminirmal server side 10OC

Again, dernos futllity of 'targe't]ng 2L speclfic
irnolermeniaiorn

ey PEmpEm gm M BB
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sTGXT & HDNMI Captur

Ca_, ure (L.3Mops @ 2FPS, 1BPP)
HDMI MITIM

AverMedia Garne Cagiure ||
(with rermoiel)

Up o 12?’O><7?O><60fos
capiured to MIP4 on USB
Mass Sforage

Derno 124
(100,75C

e r*over/( Her 'oe'fgre)
Video Proc

Daia recovered frorm MP4
file oy Linuw< application

ey pEmpmm g MNP B

» p== bam W B -

August 2015 Remote Access, the APT // lan Latter

60



nignspeedTGXT “client”

Uploadling th

e FITMLS and Javascript client via keyboard

(W R _ VoY
--F—' “:‘-‘-
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https://www.youtube.com/watch?v=SOnXtQQuKI0

nignspeedTGXT upload

I\an_u Ve _IZBO A120 FIDMI cagiure with vveo orowser upload

11
!'I
)
D
y

F
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https://www.youtube.com/watch?v=YgT1YbG7XQE

Nns TG download

Decoding 1.3Mopps TG video sirearrn to disk as original file

R W N W
™ e August 2015
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https://www.youtube.com/watch?v=zigR2yyNVzA

hsTGXE & HDMI Captur

Ca, ure (4. 7Mops @ SFPS, 1BPP)
DM MITTMI
Blac l\/lrlglf Desigr
Decklink Mini Recorder
to _IZE)Jx'/’/O)@Ofos
otured to local SATA

(13

Derno 1240465048703
(100,750 pyies per frarme)

Fe r*over/( ner pefore)
Video Processing

Datza recovered frorn AV] file
(YUV) by Linux application

ey pEmpmm g MNP B

= = p== D= W

h\_" B
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Nns TG download

Decoding 4.7Mopps TG video sirearrn to disk as original file

R W N W
™ e August 2015
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https://www.youtube.com/watch?v=_7L_F-mEZEQ
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Architectural Analysis

Flurnern versus Macnine?
Leaving out ine PPP examople, no variation in

clCCess Wels greir ted to the user
TC/AT carn orJI/ type and read wnat ine user car,
The distinct properiies of deliza seerm o e
Volurne: transfer raie In olis per second or rmrlnoer
of plts at rest, and:

N~
(‘\
k‘ﬂ
=
—
QL)
‘_«
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Q
—
S
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)
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W
—
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Iﬁ
P
S
Q
—
w2
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Q
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P
L
—
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r

The Problermn? Legal ..

Use -v- Disclosure, Off-snore (Ausiralian Privacy Aci)

An Ausiralian organisation (APP eniity) that nolds personzl
Inforrnation 5, and rmakes that personal inforrmation rl\/rllJrIOJr‘ for
Lse &2 'ou"r not disclosure 5430 (g an overseas recipient 29 s
C tziole 81 for ensuring inat tne overseas recipient does not
.oree,c'n "Lhe A Istredian Privacy Principles 22, Personal inforrmation Is
] cd wrien the Ausiralian organisation releases the
izindling of the inforrneation rrom its effective conirol 22,
Wisllsis mclucles disclosure througn unauinorised access, If it did not
fake reasonable steps to grotect ine personal inforrneation frorm
umau’rhor]sed access 810, Tre reasonaple sieps include

5
2, glmongs[ Of 'rer rrnngJ, IF r
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rlistory — Lampson, 1973

44 : . RN re ~
A noie on ine Conflnermeant Proolerm”
fnwrcemenr /716’ Jef/l:)Jf musrtensure i 'IE [zl

confined prograrm's inoui o covert cnarnels
coriforrms to ine caller's specificaions. Tris meay
require slowing tnie prograrn dowri, generaiirg
spurious disi refererices, or wnaiever, Oui it is
conicepiually straigniforward. Trie cost of
eriforcernent rmay oe nigr. A cheaper alternaiive (if
ine custorner is willing to accept sorne arnount of
leakxace) is o pound ine capacity of ine coveri

15

crannels,

oy pEmpEm o B B
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Flistory — DoD 1983-2002 (1/4)

—~ I

“Trusied Cormouier Security 2valuaion

Covert storage crarnr
channels in B
Conient cormes almost directly frorm Larmopson

Two k@*/ 0olris — performance and the accepianle
tnresn-nolds (Frnot perrmissiole” versus “auditanle”)

ey PEmpEm gm M BB
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Performearce
A covert cnannel oandwicir inai exceeds a raie of one
nuncrec (100) vits per second is considered *nicr
pecause 100 pits o er second is ine agoroXimaie raie af

Wh/cn rmarny cormolter terrminals are rur. 1t dogs noi seerr
apowor/sz_re to call & cornputer sysiermn “secure” if
information car He cormorornisecd at a raie equal o ife
normal outoui raie of sorme cornrmonly used device
Take note!
TGATviil = 800ps;, TGAT viiZ = 160005,
BASH TG exarnple = vIii5
FIDMI = 1080 1920 x 240it £ 24103
= 150MBps (> 1Gbps)
| ey pEmpmm g MNP B
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Accegianility

In any muliilevel cornouier sysiern inere are a rnurmoer of
relatively low-oancdwidin covert criannels wnose exisierice
Is deeply ingrained ir ine sysiern desigr. Faced wiin ine
large poteniial cosi of reducing ine vandwiding of such
covert cnannels, it is feli inat inose wiir rmexirnurr
enr////r/rm of less inan one (1) oit per secornd are

cceptaole in rmost application environmenis. Tnougr
rmairiiaining accepianle performarce in sorme s /JremJ
may rmaxe it irpraciical to elirninaie all covert nne/J
witr pancwiding of 1 or more 0iis per f'rrnr/ i
possiole to audii ineir use witnout acdversely cz’ ffecting
ysiermns performarice.,
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History — DoD 1983-2002 (4/4)

Accegianility (coni)

Tnis auclit capaoility provides ine systerr
aclrinisiration wWiir & rmneans of cleteciing — aricl
procedurally correciing — sigrificant cornororrise.
Tnerefore, a Trusied Cornouiirng _65 152 snould
provicle, whnerever possiole, ine capaoility o aucdit
ifle use of co for crannel mecnanisrms Wil
pandwiding inai may exceed a raie of one (1) oit ir
fen (10) seconds.

tﬁ
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Puncn-line — Use and Off-snore

Tne new equilioriurn ..
Use —v— Disclosure (FIIPAA, FISMA, eic)
Are funciionally ideniical (Disolay = Uoload)
Tnere is no pragmaitic difference
Off-shoring / Rigni-Sourcing / Best-snoring
. as ine snori-forrm for “rermnoie access for un/serril-

’j

frusted users to accaess sensiive data or snore

I you like your daia to ne yours alone ..
Is not currenily, and is unlikely to ever ne, “safe

rlow many oos data loss is "too many” to accepi?

ey PEmpEm gm M BB
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Than«-youl!

Tnanks to my wife and daugnier

TrnruGlass fer

Inforrnation site:  ntip://tnruglassxier.corn/

Project siie: nitp://midnignicocde.org/projects/ TG AT
Contact rme: lar.Latter@rnidnignicode. org

(If you're talking to e on social mediz, it's not me)
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