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i1 Information 3/6/2015 6:01:02 PM Microsoft Windows security auditing.

®Information 3/6/2015 6:01:02 PM Microsoft Windows security auditing. 4688 Process Creation
@Information 3/6/2015 6:01:02 PM Microsoft Windows security auditing. 4689  Process Terminatior
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Event 4688, Microsoft Windows security auditing.

General | Details

Typel is a full token with no privileges removed or groups disabled. A full token is only used if User Account Control is disabled or if the user is the built-in

/4

A new process has been created, *
Subject:

Security ID: 5-1-5-21-1380823720-2047675133-3682530910-1106

[ Account Name: Irmallser

Account Domain: OHMOES

Logon ID: 0 1c0b7 =
Process Information:

Mew Process ID: (xall

Mew Process Mame: SUsershimauser Data'\Local\Temp\lvHmmw O KIpKN.

Token Elevation Type: TokenElevationTypeFull (2] L4

Creator Process ID: (el

Process Command Line:
Token Elevation Type indicates the type of token that was assigned to the new process in accordance with User Account Contraol policy.
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Entry Last File Last
Maodified Accessed Created Written

10/09/14 10:27:40 PM

| POWERSHELL.EXE-CALAESL7.pf | 10,/09/14 10:27:40 PM

0,

FING.EXE-4ASABE53.pf

_| IDASMAFIMZ. EXE-BE3D3331.pf
] SVCHOST.EXE-7C9048C0.pf

10/09/14 10:27:40 PM
10/09/14 10:27:40 PM

05/07/14 03:00:00 AM
05/07/14 03:00:01 AM
05/07/14 03:00:04 AM
10/09/14 09:10:09 AM

05/07/14 03:00:00 AM
05/07/14 03:00:01 AM
05/07/14 03:00:04 AM
10/09/14 09:10:09 AM

10,/09/14 07:00:00 PM
10,/09/14 07:00:01 PM
10/09/14 07:00:04 PM
10/09/14 11:00:11 AM









Event 4720, Microsoft Windows security auditing.

1/11/20151:21:36 PM

Task Categorny:  User Account Management

General | Details
A user account was created.
Subject:
Security ICx OHMOES\ Imallser
Account Mame: oo
Account Domain: OHMOES
Logon ID: (608301
Mew Sccount:

Security ID: GL-CLIENT1N\Backdoor
Account Mame: Cooro s
Account Domain: GL-CLIEMT1

Attributes:
SAM Account Mame; Backdoor

Log Mame: Security

Source: Microsoft Windows security  Logged:

Event ID: 4720

Level: Information Keywords:

User: MNSA Computer:

OpCode: Info

More Information: Ewvent Log Online Help

Audit Success

GL-Chentl.ohnoes.internal






LOCAL SYSTEM
Inistrator







] Information 3/6/2015 6:01:01 PM Microsoft Windows security auditing.

4611  Security System Extensio
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Event 4611, Micresoft Windows security auditing. x

General | Details

A trusted logon process has been registered with the Local Security Authority.
This logon process will be trusted to submit logon requests,
Subject:
Security 10 SYSTEM
Account Name: WINT-IMALSERLS
Account Domain: OHMOES
Logon ID: O3ed
Loegon Process Mame: ConsentUl
Log Mame: Security
Source: Microsoft Windows security  Logged: 3/6/2015 6:01:01 PM
Event ID: 4611 Task Category: Security Systemn Extension
Level: Information Keywords: Audit Success
User: A Computer: WINT-Imauserl OHMOESINTERMAL
OpCode: Info

More Information: Event Log Online Help
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