
Unbootable
Exploiting the PayLock SmartBoot Vehicle 

Immobilizer



what is a boot?



old school



PayLock SmartBoot



What Do I Do After My Car Gets Booted?
by NYC Department of Finance



well… how else can I remove it?



the wrong way



the wrong way



the wrong way



Reverse Engineering the PayLock SmartBoot



disassembly



[insert disassembly image]





the guts



PIC16F628A







use the tools at your disposal
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we have output!
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hexify and disassemble



looks nice. what are we missing?



EE… EE… EEPROM?



EEPROM



update our arduino code



dump the eeprom data



et voilà



the right way

[insert unlock video]





(and don’t forget to pay your parking tickets)


