Unbootable

Exploiting the PayLock SmartBoot Vehicle
Immobilizer



what is a boot?




old school




PayLock SmartBoot




What Do | Do After My Car Gets Booted?
by NYC Department of Finance



well... how else can I remove it?



the wrong way




the wrong way




the wrong way




Reverse Engineering the PayLock SmartBoot



disassembly




[insert disassembly image]







the guts




PIC16F628A










use the tools at your disposal









we have output!

10100010001111
1T1171111111111
111112111111111
111112111111111
00000011111111
00100000000011
00000110000011
00000011111110
00100000000100
0o0eeol1l1111101
10100010011001
01011010000011
11000011110000
00000010000110
01001110000001

01001010000011

00000110101110
11000000001110
10000000100001
01100000000011
10100000011111
11000000001101
10000000100001
01100000000011
10100000011111
11000000001011
10000000100001
01100000000011
10100000011111
11000000000111
10000000100001
00100000101110

10100010001010
01010000000011
00000010000110
01111000000110
00000000001000
00l101010101110
01111010000110
00000000001000
00l101010101110
01111100000110
00000000001000
00l101010101110
01111110000110
00000000001000
00l10l1010101110
01000000000011




hexify and disassemble




looks nice. what are we missing?



LUVL . UUou

CODE : 8631
CODE : 6831
CODE : 8831
CODE : 68831
CODE : 6831

" CODE:8631

CODE:08832

" CODE:08832
" CODE:06833
" CODE:00834
" CODE:08835
" CODE:08836
- CODE:8837

CODE : 8837
CODE : 8837
CODE:06838
CODE :08838

; =============== S UBROUTTINE
sub_CODE_31:
bsf BANKB:STATUS,
s assume bank = 1
movuf BANK1 :EEADR
bsf BANK1:STATUS,
bsf BANK1 :EECON1,
moufu BANK1 :EEDATA
incf BANK1:EEADR, f
b loc_CODE_8A

; End of function sub CODE_ 31

; assume bank = @

EE... EE...

; CODE XREF: sub_CODE_14B+5}p
RPO

RPO
RD

EEPROM?



EEPROM




update our arduino code




dump the eeprom data




et voila




[insert unlock video]

the right way







(and don’t forget to pay your parking tickets)



