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Objective: Learn about all sorts of ‘physical’ layer attacks. 

Critical Difference: Everything I’m showing you is open 
source and freely available. Most of the hardware is 
commercially available (it’s difficult for hardware to be 
free), but you can DIY it too if you wish, or use existing 
tools (e.g. oscilloscope).

www.NewAE.com
Open Source Tools Posted to:

www.ChipWhisperer.com
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http://www.newae.com/
http://www.chipwhisperer.com/
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Embedded System:
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Not an Embedded System:





unsigned char correctpin[6] = {1,2,3,4,5,6};
unsigned char enteredpin[6];

read_pin_from_buttons(enteredpin);

for (i = 0; i < 6; i++){

if (correctpin[i] != enteredpin[i]){
return;

}
}
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• Important: Must discover when microcontroller 
detects button press, not when user presses button

• Need to do some slight reverse-engineering to discover 
if using multiplexing, how often polling of buttons, etc
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• Don’t compare input directly to saved password
• Ideally: use hashes, also prevents attacker from reading 

out memory

• Don’t give any response when ‘wrong’
• No timing information ‘easily’ available
• Depends how you define ‘easily’ though….
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• TinySafeBoot (TSB) is Awesome Bootloader for AVRs
• See http://jtxp.org/tech/tinysafeboot_en.htm

• DOES NOT claim any sort of cryptographic protection
• BUT – What if someone uses it expecting it to be ‘secure’? 
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http://jtxp.org/tech/tinysafeboot_en.htm


CheckPW:

chpw1:
lpm tmp3, z+                    ; load character from Flash
cpi tmp3, 255 ; byte value (255) indicates
breq chpwx ; end of password -> okay
rcall Receivebyte ; else receive next character

chpw2:
cp tmp3, tmp1                   ; compare with password
breq chpw1                      ; if equal check next character
cpi tmp1, 0 ; or was it 0 (emergency erase)

chpwl:  brne chpwl ; if not, loop infinitely
rcall RequestConfirmation ; if yes, request confirm
brts chpa ; not confirmed, leave
rcall RequestConfirmation ; request 2nd confirm
brts chpa ; can't be mistake now
rcall EmergencyErase ; go, emergency erase!

rjmp Mainloop

chpa:
rjmp APPJUMP                    ; start application

chpwx:
;        rcall SendDeviceInfo
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• 256 x N guesses required, can reduce this if 
password comes from ASCII-printable characters

• Even if N=256 (very long password!), and can attempt  
only 1/second, still breakable in <24 hours
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88 ⨁ EF = 67
56 ⨁ EF = B9
32 ⨁ EF = DD
𝐴6 ⨁ EF = 49
35 ⨁ EF = DA

5
5
6
3
5

HW

observations
Assume user is ‘encrypting’ a 1-byte piece of data by 
XORing with a 1-byte secret key (EF), and we cannot 
observe output of XOR. This becomes:



Of course our ACTUAL observations are…

88 ⨁ XX = ?
56 ⨁ XX = ?
32 ⨁ XX = ?
𝐴6 ⨁ XX = ?
35 ⨁ XX = ?

5
5
6
3
5

HW

observations



Guess each possibility for key, check what gets actual 
HW we observed

88 ⨁ 00 = 88
56 ⨁ 00 = 56
32 ⨁ 00 = 32
𝐴6 ⨁ 00 = A6
35 ⨁ 00 = 35

2
4
3
4
4

HW

Hypothesis



Guess each possibility for key, check what gets actual 
HW we observed

88 ⨁ 01 = 89
56 ⨁ 01 = 57
32 ⨁ 01 = 33
𝐴6 ⨁ 01 = A7
35 ⨁ 01 = 34

3
5
4
5
3

HW

Hypothesis



Assume user is ‘encrypting’ a 1-byte piece of data by 
XORing with a 1-byte secret key (EF), and we cannot 
observe output of XOR. Observed Result?

88 ⨁ EF = 67
56 ⨁ EF = B9
32 ⨁ EF = DD
𝐴6 ⨁ EF = 49
35 ⨁ EF = DA

5
5
6
3
5

HW





Substitution-Box (Lookup Table)

1-Byte of Input (Plaintext)

1-Byte of Key (Subkey)

Bitwise XOR
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Tutorial:
http://newae.com/sidechannel/cwdocs/tutorialaes256boot.html
Paper (CCECE 2015):
https://eprint.iacr.org/2014/899.pdf

http://newae.com/sidechannel/cwdocs/tutorialaes256boot.html
https://eprint.iacr.org/2014/899.pdf
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http://eprint.iacr.org/2015/529 

802.15.4 Node

ZigBee (ZigBee IP, ZigBee Pro, RF4CE, etc.)
WirelessHART
MiWi
ISA100.11a
6LoWPAN
Nest Weave
JenNet
Thread
Atmel Lightweight Mesh
IEEE 802.15.5
DigiMesh
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1. Validate headers and security options.
2. Check that the received frame counter is numerically 

greater than the last stored frame count.
3. Look up the secret key based on message address 

and/or key index.
4. Decrypt the payload (and MAC if present).
5. Validate the MAC (if present).
6. Store the frame counter.

IEEE 802.15.4 Wireless Stack: Frame Decryption 
Procedure:
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Input to AES Block
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linux-util-2.24
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/*
*   auth.c -- PAM authorization code, common between chsh and chfn
*   (c) 2012 by Cody Maloney <cmaloney@theoreticalchaos.com>
*
*   this program is free software.  you can redistribute it and
*   modify it under the terms of the gnu general public license.
*   there is no warranty.
*
*/

#include "auth.h"
#include "pamfail.h"

int auth_pam(const char *service_name, uid_t uid, const char *username)
{

if (uid != 0) {
pam_handle_t *pamh = NULL;
struct pam_conv conv = { misc_conv, NULL };
int retcode;

retcode = pam_start(service_name, username, &conv, &pamh);
if (pam_fail_check(pamh, retcode))

return FALSE;

retcode = pam_authenticate(pamh, 0);
if (pam_fail_check(pamh, retcode))

return FALSE;

retcode = pam_acct_mgmt(pamh, 0);
if (retcode == PAM_NEW_AUTHTOK_REQD)

retcode =
pam_chauthtok(pamh, PAM_CHANGE_EXPIRED_AUTHTOK);

if (pam_fail_check(pamh, retcode))
return FALSE;

retcode = pam_setcred(pamh, 0);
if (pam_fail_check(pamh, retcode))

return FALSE;

pam_end(pamh, 0);
/* no need to establish a session; this isn't a
* session-oriented activity...  */

}
return TRUE;

}
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<Clock Glitching Movie>
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int i,j,count;

while(1){
count = 0;

for (j = 0; j < 5000; j++){
for (i = 0; i < 5000; i++){

count++;
}

}

printf("%d %d %d\n", count, i, j);
}
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120MHz glitch clock (mul = 4, div = 1)
38 Cycles of clock being glitched = 315nS glitch



<Rapberry Pi Movie>
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<Android Movie>
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ColinOFlynn.com - HTCIA 2014. Halifax, NS 77
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Find those tools:
www.ChipWhisperer.com

Find me:
www.OFlynn.com

Buy Stuff:
www.newae.com

Twitter: @colinoflynn
Email: coflynn@newae.com
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