System . . . . . : DEFCON23
Subsystem . . . . : QTRACK4
Display . . . . . : QPADEVeoOl




MV




® |'m

https;/ /nl.linkedin.com [in/bartkulach

Disclaimer:

Any views or opinions presented here
are solely those of the author and do not
necessarily represent those of his
employer(s).




MV



® Ii's to ricdd of

e

® Ii's -

® Ii's

® I{'s sull o

® Ii's - 0zl

® It’s (*f " by )!
a MV



MV



£ ior aricl -1n

" not )
®

(no for
) (
® l¢ 4 )
» oy
), for




MV



MV



® Do 7
¥ )
¥ )
® Do ?
E

. you o

¥

® s to

¥ until your ©)
a MV



MV



3 11 you - -
® Andii weadd to tnat, .. like
Fraum

Y| RFtle -w /USYS.LIB/USYSPRT.FILE"")"




MV



MV



| s
O ?
b »
o
"

—

®
h—
(.

It 50,

for 2

can

a MV



MV




Offset Length

(Dec) (Chars) Field QPWDLVL




MV



www.hackthelegacy.org



http://www.hackthelegacy.org

MV



	Hack the legacy!�IBM i (aka AS/400) revealed.
	Agenda
	Let’s get introduced
	Why should we care �about legacy?
	Why should we care �about legacy?
	Evil Java?
	Evil Java?
	Demo time:�Evil Java – visibility example
	Privilege escalation – let’s jump!
	Privilege escalation – let’s jump�Part 1 – remote profile switching
	Demo time:�Remote profile switching
	Privilege escalation – let’s jump�Part 2 – nested command use
	Demo time:�Nested command use
	Password security �and hash grabbing
	Password security �and hash grabbing
	Password security �and hash grabbing – cont’d.
	Password security �and hash grabbing – cont’d.
	Demo time:�Password grabbing
	Summary + Q&A
	�@bartholozz�www.hackthelegacy.org�

